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the Ministry of Defence and the political parties to the Defence Agreement. 

The purpose of the report is to examine the disagreements and controversies 

that have arisen regarding the two Tallinn Manuals, 1 & 2, and proposes rec-

ommendations for Denmark concerning the positions it should take ahead of 
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Abstract   

 
The two Tallinn Manuals, which are expert attempts at articulating how inter-

national law applies to cyber warfare and operations, have sparked diverse 

opinions and interpretations across states and scholars. They are important 

for both state legal advisors and non-legal government staff, as they provide 

guidance on critical issues pertaining to international law, such as counter-

measures, due diligence, collective countermeasures, extraterritorial jurisdic-

tion, and the definition of cyberattacks under international humanitarian law. 

The report examines the disagreements and controversies that have arisen re-

garding the two Tallinn Manuals and proposes recommendations for Den-

mark concerning the positions it should take ahead of Tallinn Manual 3.0. 
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Introduction  

 
1.1 Scope of Research  

The Tallinn Manual on the International Law Applicable to Cyber Warfare 1 

(TM1) and Tallinn Manual 2.0 on the International Law Applicable to Cyber 

Operations2 (TM2) are academic endeavors by experts to articulate existing 

international law relating to state cyber operations based on assessments of 

state practice. Despite the project being non-governmental and formally pol-

itics-neutral,3 TM1 and TM2 are highly referenced by governments and aca-

demia alike, and they are praised as important professional achievements4 in 

this field. 

 Increasing numbers of states have presented position papers on how 

international law applies in cyberspace, some of which maintain unique inter-

pretations of the subject, and efforts to create a third edition of the Tallinn 

Manual (TM3) are underway at the time of writing. 5 This report thus aims to 

present a rough sketch of both manuals to readers in Denmark while also 

identifying disputed issues that that Denmark must consider ahead of TM3. 

 Both publications were hosted by the NATO Cooperative Cyber Defence 

Centre of Excellence (CCDCOE)6 and produced by an international group of 

experts (IGE) participating in their personal capacity (NATO CCDCOE con-

vened the group). Since its accession to NATO CCDCOE in 2019,7 Denmark 

has become one of the supporting states for the Tallinn Manuals and, thus, 

has a significant interest in how TM3 will progress. At the same time, Denmark 

ƛǎ ŜȄǇŜŎǘŜŘ ǘƻ ŀŎǘƛǾŜƭȅ ŎƻƴǘǊƛōǳǘŜ ǘƻ ¢aоΩǎ ǎǳŎŎŜǎǎŦǳƭ ŎƻƳǇƭŜǘƛƻƴΦ8 

 From a domestic perspective, such background work will also help Den-

mark to articulate more granular views on how international law applies in 

cyberspace. As the Danish Ministry of Foreign Affairs released its long-awaited 

first position paper on the subject in July 2023,9 its legal interpretations must 

be fully integrated into all cyber-related government business, including Dan-

ish defense and security policies. Although the main audiences of the Tallinn 

aŀƴǳŀƭǎ ŀǊŜ ά{ǘŀǘŜ ƭŜƎŀƭ ŀŘǾƛǎƻǊǎ ŎƘŀǊƎŜŘ ǿƛǘƘ ǇǊƻǾƛŘƛƴƎ ƛƴǘŜǊƴŀǘƛƻƴŀl law 

ŀŘǾƛŎŜ ǘƻ ƎƻǾŜǊƴƳŜƴǘŀƭ ŘŜŎƛǎƛƻƴ ƳŀƪŜǊǎΣ ōƻǘƘ ŎƛǾƛƭƛŀƴ ŀƴŘ ƳƛƭƛǘŀǊȅΣέ10 the 

manuals are also of significance to the daily work of other non-legal govern-

ment personnel, such as when cyberattacks emanating from another state 

affect election and healthcare policy and other government services. On top 

of that, any citizen can fal l victim to a cyberattack on critical infrastructure, 

whether to be put at risk of a power outage or manipulated by cyber meddling 

operations during an election campaign. Those impacted by prospective 

cyberattacks, therefore, will all benefit from understanding the Tallinn Manu-

als. 

 That said, the Tallinn Manuals reflect diverging views on the subject 

among states and experts. The report thus starts by examining where these 

disagreements and controversies lie in the two Tallinn Manuals before it pro-

poses recommendations for Denmark. Commentators have already made an 

abundance of assessments of TM1 and TM2, including the topics of counter-

measures, due diligence, and sovereignty.11 This report thus refrains from in-

vestigating these basic concepts thoroughly; instead, it seeks to analyze very 

1 



Towards Tallinn Manual 3.0 · Centre for Military Studies · University of Copenhagen page 3  

granular aspects of the manuals: how experts agreed or disagreed on selected 

topics; how their views were of relevance to high-profile cyber incidents that 

actually occurred in recent years; and the possible impact of state stances on 

TM3. Building in particular on the preceding academic work on the principle 

of sovereignty,12 the report focuses on the following topics: (1) espionage, (2) 

extra-territorial enforcement jurisdiction, (3) non -intervention, (4) due dili-

gence, (5) collective countermeasures, (6) the plea of necessity, and (7) the 

ƴƻǘƛƻƴ ƻŦ άŀǘǘŀŎƪέ ǳƴŘŜǊ LƴǘŜǊƴŀǘƛƻƴal Humanitarian Law (IHL). 

 
1.2 Methodology  

This article is based on open-sourced research. It references the two Tallinn 

Manuals together with state position papers on international law on cyber -

related issues. The following thirty states have released documents:13 Aus-

tralia,14 Brazil,15 Canada,16 China,17 Costa Rica,18 Czech Republic,19 Denmark, 

Estonia,20 Finland,21 France,22 Germany,23 Iran,24 Ireland,25 Israel,26 Italy,27 Ja-

pan,28 Kazakhstan,29 Kenya,30 the Netherlands,31 New Zealand,32 Norway,33 

Pakistan,34  Poland,35  Romania,36  Russia,37  Singapore,38  Sweden,39  Switzer-

land,40 UK,41 US,42 and the African Union (AU).43 

 This report is also based on primary sources issued by relevant entities 

and interviews with those involved in the Tallinn Manuals. The author only 

received input from a limited number of respondents, presumably due in part 

to the TM3 project being underway. 

 
1.3 Outline of the Report  

The next chapter, Chapter 2, tracks the paths that the Tallinn Manuals have 

previously followed. It starts with investigation of the host organization of 

TM1 and TM2 (NATO CCDCOE), as they are known to have driven the pro-

cess. It then proceeds to the questions of how the Manual stakeholders re-

sponded to their deliverables after publication and whether they considered 

ǘƘŜ ǇǊƻƧŜŎǘΩǎ Ǝƻŀƭǎ ŀŎƘƛŜǾŜŘΦ /ƘŀǇǘŜǊ о ŦƻŎǳǎŜǎ ƻƴ Ǉƻƛƴǘǎ ƻŦ όŘƛǎύŀƎǊŜŜƳŜƴǘ 

among the experts regarding the topics listed above and offers tentative as-

sessments of actual cyber incidents in accordance with relevant TM rules and 

the different views in state commentaries. Chapter 4 concludes with potential 

tasks for TM3 and for Denmark to pursue going forward. 
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Overview of the Tallinn   

Manuals  

 
2.1 History  

 

2.1.1 Cyberattacks on Estonia in 2007  

To track the history of the Tallinn Manuals properly, one must look back to 

the 2007 cyberattacks on Estonia as a triggering event. Following a surge of 

tensions over the Bronze Soldier monument, erected in Tallinn as a symbol of 

the Soviet victory over Nazi Germany but perceived by many Estonians as a 

symbol of Communist repression, the Estonian government decided to relo-

cate the statute along with the remains of the Soviet soldiers buried at its 

original site to the military cemetery in Tallinn in 2007. An Estonian political 

party with links to the Kremlin, the Russian government and Russian media all 

ŎƻƴŘŜƳƴŜŘ ǘƘŜ 9ǎǘƻƴƛŀƴ άŦŀǎŎƛǎǘ ƎƻǾŜǊƴƳŜƴǘέ ŀƴŘ άǊŜǿǊƛǘƛƴƎ ƻŦ ƘƛǎǘƻǊȅΦέ hƴ 

April 26, when the preparatory work began, protesters gathered at the site, 

which escalated into street riots with looting an d vandalism in the Estonian 

capital and in Russia, leading to the death of a young man with Russian citi-

zenship.44 Protests also erupted in Moscow; the Estonian Embassy in Moscow 

was besieged by Russian nationalist youth movements, such as the Nashi and 

Molodaya Rossiya, both of which the Russian government at least passively 

supported.45 The safety and immunity of the embassy and its personnel, in-

cluding the ambassador, were threatened. 

 The cyberattacks began on April 27 and lasted twenty -two days. The 

attacks originated from computers in 178 countries but were largely commit-

ted by political activists who were coordinated and resourced both financially 

and intellectually with instructions from Russian hacker sites. Numerous iden-

tified IP addresses involved in the attacks were Russians, including Russian 

state institutions. Nashi activists claimed their involvement, a claim later en-

dorsed by a State Duma Deputy.46 Technically speaking, the attacks were mild 

in relation to what Russia could otherwise do. 47 But the Denial -of-Service 

(DoS)48 and Distributed Denial-of-Service (DDoS) attacks49 ǿŜǊŜ άǳƴǇŀǊŀƭƭŜƭŜŘ 

ƛƴ ǎƛȊŜ ŀƴŘ ǾŀǊƛŜǘȅέ ŦƻǊ 9ǎǘƻƴƛŀΦ50 9ǎǘƻƴƛŀ ƘŀŘ ōŜŜƴ άƻƴŜ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ Ƴƻǎǘ 

ŎƻƴƴŜŎǘŜŘ ƴŀǘƛƻƴǎέ51 and had pioneered a lengthy tradition of research and 

development in this field since Soviet times. Thus, in 2007, Estonia already 

had an array of IT experts capable of handling cyber incidents. Due to the 

ǎƳŀƭƭ ǎƛȊŜ ƻŦ ǘƘŜ ŎƻǳƴǘǊȅΣ άŜǾŜǊȅƻƴŜ ƪƴƻǿǎ ŜǾŜǊȅƻne and gives each other 

ŀŘǾƛŎŜΣέ52 which made possible an agile, dynamic, and effective defense.53 

 While the Russian government denied involvement in the attacks, hostile 

rhetoric from high -ǊŀƴƪƛƴƎ wǳǎǎƛŀƴ ǇƻƭƛǘƛŎƛŀƴǎ ŀƴŘ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ǊŜŦǳǎŀƭ 

to stop the attacks were believed to embolden the attackers. 54 Moreover, 

then-Estonian President T. Hendrik Ilves claimed that every internet service 

provider in Russia was required by law to connect its cables with the Federal 

{ŜŎǳǊƛǘȅ {ŜǊǾƛŎŜ όC{.ύΣ ǿƘƛŎƘ ŎƻƴǘǊƻƭǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ƴŀǘƛƻƴǿƛŘŜΦ Lƴ 9ǎǘƻƴƛŀΩǎ 

view, the Russian government was thus indirectly responsible for the attacks.55 

2 
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 ¢ƘŜ 9ǎǘƻƴƛŀƴ ƎƻǾŜǊƴƳŜƴǘ ŘƛŘ ƴƻǘ ǊŜƎŀǊŘ ǘƘŜ ƛƴŎƛŘŜƴǘ ŀǎ άŀƴ ŀǊƳŜŘ ŀǘπ

ǘŀŎƪέ ǳƴŘŜǊ !ǊǘƛŎƭŜ рм ƻŦ ǘƘŜ ¦b /ƘŀǊǘŜǊΣ ƴƻǊ ƛǘ ŘƛŘ ǊŜǉǳŜǎǘ ƛƴǾƻŎŀǘƛƻƴ ƻŦ 

Article 5 of the North Atlantic Treaty.56 However, the 2007 attacks made the 

Estonian government more serious about its readiness, which led to the im-

plementation of the National Cyber Security Strategy and creation of the 

ά/ȅōŜǊ 5ŜŦŜƴŎŜ [ŜŀƎǳŜΦέ  

 In the wake of the incident, NATO provided emergency assistance to 

Estonia57 and approved its first Policy on Cyber Defence in January 2008. On 

April 3 of the same year, NATO heads of state and government issued the 

.ǳŎƘŀǊŜǎǘ {ǳƳƳƛǘ 5ŜŎƭŀǊŀǘƛƻƴΣ ǿƘƛŎƘ άǇŀǾŜŘ ǘƘŜ ǿŀȅ ŦƻǊ ǘƘŜ ŜǎǘŀōƭƛǎƘƳŜƴǘ 

ƻŦ 9ǎǘƻƴƛŀƴ /h9 ώb!¢h //5/h9ϐΣέ58 endorsing the Policy on Cyber Defence 

in the following paragraph on cyber defence: 

 

47. NATO remains committed to strengthening key Alliance information 

systems against cyber attacks. We have recently adopted a Policy on 

Cyber Defence, and are developing the structures and authorities to 

carry it out. Our Policy on Cyber Defence emphasises the need for NATO 

and nations to protect key information systems in accordance with their 

respective responsibilities; share best practices; and provide a capability 

to assist Allied nations, upon request, to counter a cyber attack. We look 

forward to coƴǘƛƴǳƛƴƎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ b!¢hΩǎ ŎȅōŜǊ ŘŜŦŜƴŎŜ ŎŀǇŀπ

bilities and strengthening the linkages between NATO and national au-

thorities.59 

 

Armed conflict between Russia and Georgia erupted that summer, which fur-

ther demonstrated how cyberattacks can potentially become a major compo-

nent in conventional warfare. 60 Although the cyberattacks were DDoS-type 

attacks and the defacement of Georgian government websites, the fact that 

cyber means were used for the first time in sync with conventional military 

operations in an actually fought war61 likely convinced NATO CCDCOE mem-

ber states about the pressing need to explore legal issues arising from state 

cyber operations. 

 

2.1.2 Birth of NATO CCDCOE 

The idea of creating a cyber defense hub in Estonia as a new NATO Centre of 

Excellence (CoE) was proposed by Estonia no later than 2004, when it 

achieved accession to NATO.62 In May 2008, seven NATO allies (Estonia, Ger-

many, Italy, Latvia, Lithuania, Slovakia and Spain) and the Allied Command 

Transformation (ACT) signed the documents to establish a NATO CCDCOE in 

Estonia as the 9th accredited CoE.63 The CoE became fully operational in late 

October that year.64 From the beginning of its operation, Estonia as the frame-

work nation keenly pursued the Tallinn Manual project for NATO CCDCOE. 

The proposal to that effect was approved along with other projects at  the 

NATO CCDCOE Steering Committee (SC) meeting65 around 2008, and NATO 

CCDCOE asked Professor Michael Schmitt, who had published an article on 

the topic in 1999,66 to take charge.67 
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2.1.3 Launch of the Tallinn Manual  

 

(1) TM1 (2009Ꞌ2013) 

The project kicked off in 2009. To produce TM1, an International Group of 

Experts (IGE)τsubject-matter experts with different backgrounds68τwas con-

vened. Some of the legal experts were authors of renowned international law 

manuals in the areas of non-international armed conflict69 and air and missile 

warfare.70 In addition to these scholars of international law, the IGE also in-

cluded technical experts. The TM1 editorial committee had a member special-

ized in computer science and electrical engineering, his role for TM1 thus be-

ing lead technical advisor.71 NATO CCDCOE also provided technical counsel, 

as it deployed in-house technical researchers to the IGE. NATO CCDCOE also 

assumed the roles of managing and coordinating the project. 

 TM1 was published in 2013. As the title indicates, TM1 focuses on both 

jus ad bellum (law governing use of force by states) and jus in bello (IHL).72 

The book consists of two parts. Part I, on International cyber security law, 

starts with Chapter 1 on states and cyberspace, which deals with basic legal 

concepts such as sovereignty, jurisdiction and state responsibility. Chapter 2 

is about prohibition o f the use of force, self -defense against armed attack, 

and actions of international governmental organizations. Part II, on the law of 

cyber armed conflict, comprises five chapters in total: Chapter 3 on IHL gen-

erally; Chapter 4 on the conduct of hostilities; Chapter 5 on certain persons, 

objects, and activities; Chapter 6 on occupation; and Chapter 7 on neutrality. 

 Throughout the entire period, the TM project remained on the agenda 

of the UNSC meeting and was followed by the NATO CCDCOE member 

states. Meanwhile, Hungary, the Netherlands, Poland and the U.S. completed 

the process of joining NATO CCDCOE, bringing the total number of sponsor-

ing nations to eleven when TM1 was published in 2013.73 However, there was 

no interactive dialogue regarding the content between the IGE and NATO 

//5/h9 ƳŜƳōŜǊ ǎǘŀǘŜǎ ŘǳǊƛƴƎ ǘƘŜ ŘǊŀŦǘƛƴƎ ǇǊƻŎŜǎǎΣ ŀǎ ά{ǘŀǘŜǎ ƳŀƛƴǘŀƛƴŜŘ ŀ 

ŘƛǎǘŀƴŎŜ ŦǊƻƳ ǘƘŜ ǿƻǊƪ ƻŦ ǘƘŜ LƴǘŜǊƴŀǘƛƻƴŀƭ DǊƻǳǇ ƻŦ 9ȄǇŜǊǘǎΦέ74 

 

(2) TM2 (2013Ꞌ2017) 

NATO CCDCOE and the Director of the Tallinn Manual were both determined 

to continue the follow -up project even before having completed editing the 

first edition. To create a smoother process, they carefully planned how to pro-

ceed with the second edition. NATO CCDCOE, for instance, surveyed publicly 

available book reviews, academic articles, and any other analyses of the first 

edition. Some of these reviews pointed out that the TM1 focus was very nar-

row, that so -ŎŀƭƭŜŘ άŎȅōŜǊ ǿŀǊŦŀǊŜέ Ƙŀǎ ƴƻǘ ƻŎŎǳǊǊŜŘΣ ŀƴŘ Ƴŀƴȅ ƳƻǊŜ ƛƳπ

portant topics required further study.75  

 To fulfill these expectations by addressing cyber operations below the 

level of the use of force, new chapters were produced for TM2. TM2 consists 

of four Parts. Part I includes five chapters: sovereignty, due diligence, jurisdic-

tion, law of international responsibility, and cyber operations not per se regu-

lated by international law (peacetime espionage). Part II, on specialized re-

gimes of international law and cyberspace, has six new chapters: international 

human rights law, diplomatic and consular law, law of the sea, air law, space 

law, and international telecommunication law. Part III, on international peace 

and security, and cyber activities, has both new chapters and updated TM1 

chapters: peaceful settlement, prohibition of intervention, the use of for ce, 
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and collective security. The structure and rules of Part IV, on the law of cyber 

armed conflict, are almost the same as TM1. 

 For the purpose of drafting TM2, a new IGE was convened. A few TM1 

experts remained on the IGE, but new experts were also invited from addi-

tional western and non-western states, including China, India, Israel, Japan, 

South Korea and Thailand. The new IGE drastically revised the first chapter of 

TM1, while TM1 chapters on both jus ad bellum and jus in bello were reviewed 

and updated as necessary by TM1 experts and combined in the second edi-

tion. 

 Another innovation for TM2 was a consultation (engagement) process 

ǘƘŀǘ ŀǎƪŜŘ ǎǘŀǘŜǎ ǘƻ άǳƴƻŦŦƛŎƛŀƭƭȅ ŎƻƳƳŜƴǘ ƻƴ ǘƘŜ ǿƻǊƪƛƴƎ ŘǊŀŦǘǎ ƻŦ ǘƘŜ aŀƴπ

ǳŀƭ ƛƴ ŀ /ƘŀǘƘŀƳ IƻǳǎŜ ŜƴǾƛǊƻƴƳŜƴǘΦέ76 The process was initially designed 

by NATO CCDCOE and the TM Director to include insights from NATO CCD-

COE member states in a draft text of TM2. The scope of eligible participants 

was later expanded to invite any state that wished to attend. Hosted by the 

Ministry of Foreign Affairs of the Netherlands, it was ultimately named the 

άIŀƎǳŜ tǊƻŎŜǎǎΦέ hǾŜǊ ŦƛŦǘȅ ƴŀǘƛƻƴǎΣ ƛƴŎƭǳŘƛƴƎ /Ƙƛƴŀ and Russia,77 and inter-

national organizations attended the process, which involved three two -day 

sessions.78 

 

(3) Characteristics and Structure of the Tallinn Manuals  

.ƻǘƘ ¢aǎ ŀǊŜ ƛƴǘŜƴŘŜŘ ŀǎ άŀ ǊŜŦƭŜŎǘƛƻƴ ƻŦ ǘƘŜ ƭŀǿ ŀǎ ƛǘ ŜȄƛǎǘŜŘ ŀǘ ǘƘŜ Ǉƻƛƴǘ ƻŦ 

ǘƘŜ aŀƴǳŀƭΩǎ ŀŘƻǇǘƛƻƴ ōȅ ǘƘŜ ǘǿƻ LƴǘŜǊƴŀǘƛƻƴŀƭ DǊƻǳǇǎ ƻŦ 9ȄǇŜǊǘǎέ ŀƴŘ άǇƻƭπ

icy and politics-ƴŜǳǘǊŀƭέΤ ƘŜƴŎŜΣ ƴƻǘ ŀƴ ƻŦŦƛŎƛŀƭ ǾƛŜǿ ƻŦ b!¢h //5/h9Σ ƛǘǎ 

sponsoring states or NATO.79 

 When it comes to identifying the substance of international law, it is 

nothing new for a group of subject -matter experts acting in their personal 

capacity to engage in a project to codify the content of international law. 

Another example is the San Remo Manual on International Law Applicable to 

Armed Conflicts at SeaΦ Lƴ ǊŜŦŜǊŜƴŎŜ ǘƻ ά¢ƘŜ wƻƭŜ ƻŦ ±ŀǊƛƻǳǎ LƴǘŜǊƴŀǘƛƻƴŀƭ 

.ƻŘƛŜǎΣέ ǘƘŜ ŜŘƛǘƻǊǎ ƴƻǘŜ ǘƘŀǘ άǘƘŜ ǊŜƎǳƭŀǘƛƻƴǎΣ ŘǊŀŦǘ ǊǳƭŜǎΣ ǊŜǎƻƭǳǘƛƻƴǎΣ ŀƴŘ 

reports adopted by them, although not possessing legally binding force, have 

played, and continue to play, an important role  in clarifying the content of 

pre-existing customary or treaty law, and in influencing the development of 

ǘƘŜ ƭŀǿΦέ80 The Institute of International Law (IIL), the International Law Asso-

ciation, the International Institute of Humanitarian Law (IIHL), and the Inter-

national Committee of the Red Cross are named as such organizations. The 

aim of the San Remo Manual is cited ŀǎ ŦƻƭƭƻǿǎΥ άώŀϐ ŎƻƴǘŜƳǇƻǊŀǊȅ Ƴŀƴǳŀƭ 

was considered necessary because of the developments in the law since 1913 

[when the Oxford Manual was adopted by the IIL] which for the most part 

ƘŀǾŜ ƴƻǘ ōŜŜƴ ƛƴŎƻǊǇƻǊŀǘŜŘ ƛƴǘƻ ǊŜŎŜƴǘ ǘǊŜŀǘȅ ƭŀǿΦέ81 

 In respect to the structure of the Tallinn Manuals, each edition consists 

of two elements: black -letter rules and accompanying commentary. The 

black-letter rules, which are printed in bold in the manuals, are adopted unan-

ƛƳƻǳǎƭȅ ōȅ ǘƘŜ ¢a LD9 ŀƴŘ άǊŜŦƭŜŎǘ customary international law (unless they 

ŜȄǇǊŜǎǎƭȅ ǊŜŦŜǊŜƴŎŜ ŀ ǘǊŜŀǘȅύ ŀǎ ŀǇǇƭƛŜŘ ƛƴ ǘƘŜ ŎȅōŜǊ ŎƻƴǘŜȄǘέΤ ƻǊΣ ƛƴ ƻǘƘŜǊ 

ǿƻǊŘǎΣ άǘƘŜ ƭŜȄ ƭŀǘŀ82 instead of the lex ferenda,83 best practice or preferred 

ǇƻƭƛŎȅΦέ84 They are thus designed to be binding on all states by virtue of cus-

tomary international law.85 Lƴ ǘǳǊƴΣ ǘƘŜ ŎƻƳƳŜƴǘŀǊȅ ƛƴŘƛŎŀǘŜǎ ŜŀŎƘ ǊǳƭŜΩǎ ƭŜƎŀƭ 

basis, its normative content and practical implications in the cyber context; 

and above all, the different positions among TM experts, observers, states, 

and external experts concerning the scope or interpretation of the rule.86 
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 In respect to the commentary, TM Director Schmitt explains the benefits 

ƻŦ ǊŜŎƻǊŘƛƴƎ ŘƛŦŦŜǊŜƴǘ ƛƴǘŜǊǇǊŜǘŀǘƛƻƴǎ ǘƘŜǊŜƛƴ ŀǎ ŦƻƭƭƻǿǎΥ άǳƴŘŜǊǎǘŀƴŘƛƴƎ ǘƘŜ 

points about which application and interpretation are subject to disparate 

views allows States to focus th eir efforts where clarification of the law is 

ƴŜŜŘŜŘ ŀƴŘ ƛƴ ǘƘŜƛǊ ƴŀǘƛƻƴŀƭ ƛƴǘŜǊŜǎǘΦέ87 As chapter 3 reveals, Schmitt esti-

ƳŀǘŜǎ ǘƘŀǘ άŎŜǊǘŀƛƴ {ǘŀǘŜǎ ŀǊŜ ŜƳōǊŀŎƛƴƎ ƭŜƎŀƭ ŀƳōƛƎǳƛǘȅ ŀǎ ŀ ŦƻǊŎŜ ƳǳƭǘƛǇƭƛŜǊ 

ƛƴ ǘƘŜƛǊ ŎȅōŜǊ ƻǇŜǊŀǘƛƻƴǎΣέ ŀƴŘ ŜǎǇŜŎƛŀƭƭȅ wǳǎǎƛŀƴ ŎȅōŜǊ-meddling operations 

ŀǊŜ ŜȄǇƭƻƛǘƛƴƎ άŀ ƎǊŜȅ ȊƻƴŜ ƻŦ ƴƻǊƳŀǘƛǾŜ ǳƴŎŜǊǘŀƛƴǘȅέ ƛƴ ǊŜƭŀǘƛƻƴ to rules of 

sovereignty and non-intervention.88 In his view, the clarification of the law will 

ŎƻƴǘǊƛōǳǘŜ ǘƻ ŘŜǘŜǊǊƛƴƎ ǎǳŎƘ ŜȄǇƭƻƛǘŀǘƛƻƴΣ άōŜŎŀǳǎŜ ƛƴǘŜǊƴŀǘƛƻƴŀƭƭȅ ǿǊƻƴƎŦǳƭ 

ŀŎǘǎ Ƴŀȅ ōŜ ǊŜǎǇƻƴŘŜŘ ǘƻ ōȅ ƳŜŀƴǎ ƻŦ ŎƻǳƴǘŜǊƳŜŀǎǳǊŜǎέ ŀƴŘ ŀƭǎƻ ǇǊŜǾŜƴǘ 

escalation.89 

 
2.2 Contextualizing the  Tallinn Manuals  

 

2.2.1 Impact of the Tallinn Manuals  

Both versions of the Tallinn Manual were received with satisfaction by NATO 

CCDCOE, its member states, and elsewhere. The manuals and their by-prod-

ucts (described below) contribute to raising the level of readiness and famili-

arity needed by the government experts of member states in charge of legal 

matters related to cyber operations. 

 NATO CCDCOE, as a NATO Centre of Excellence tasked with training 

NATO ally officers, launched a week-long training course on international law 

in cyberspace at NATO School Oberammergau, Germany, in 2012, then 

moved the venue to Tallinn the following year. The course had more than 500 

participants. Delivered mainly by the TM director and other TM experts, the 

course is designed to help a range of cyber experts working for the govern-

ment of each NATO CCDCOE member state (thirty-nine states, as of October 

2023), and other candidate states learn various issues concerning the applica-

tion of international law in cyberspace. 

 The Tallinn Manuals are also integrated with other NATO CCDCOE pro-

jects; for example, cyber defense exercises such as Locked Shields include the 

ƭŜƎŀƭ ǘǊŀŎƪ ŀƛƳŜŘ ŀǘ ǘǊŀƛƴƛƴƎ ƭŜƎŀƭ ƻŦŦƛŎŜǊǎ ƻŦ ǇŀǊǘƛŎƛǇŀǘƛƴƎ ŎƻǳƴǘǊƛŜǎ όά.ƭǳŜ 

ǘŜŀƳέύ ǘƻ ǊŜǎƻƭǾŜ ƭŜƎŀƭ ƛǎǎǳŜǎ ŀnd provide proper legal counsel to their com-

mander during live-ŦƛǊŜ ŎȅōŜǊ ŘŜŦŜƴǎŜ ŜȄŜǊŎƛǎŜǎΦ {ƛƳƛƭŀǊƭȅΣ άLƴǘŜǊƴŀǘƛƻƴŀƭ /ȅōŜǊ 

Law in Practice: Interactive ¢ƻƻƭƪƛǘέ ƛǎ ŀ ǎǇƛƴ-off project launched at NATO 

//5/h9 ƛƴ нлмтΦ Lǘǎ ŀƛƳ ƛǎ ǘƻ άŜȄŀƳƛƴŜ ǘƘŜ ŀǇǇƭƛŎŀōƛƭƛǘȅ ƻŦ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ƭŀǿ 

ǘƻ ǘƘŜ ǎŎŜƴŀǊƛƻǎέ ǘƘŀǘ ǿŜǊŜ ōŀǎŜŘ ƻƴ ǊŜŀƭ-world cyber incidents90 so that an-

yone can learn various topics of international law arising from particular cyber 

incidents. 

 Viewed from a wider perspective, there is one more noticeable impact 

of the Tallinn Manuals in relation to sources of international law: International 

law is predominantly state-created. Treaties (conventions) and custom are the 

only formal (and most important) sources of international law, as listed in Ar-

ticle 38 (1) of ICJ Statute below.91 

 

a) international conventions, whether general or particular, establishing 

rules expressly recognized by the contesting states; 

b) international custom, as evidence of a general practice accepted as law; 

c) the general principles of law recognized by civilized nations; 
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d) judicial decisions and the teachings of the most highly qualified publi-

cists of the various nations, as subsidiary means for the determination 

of rules of law. 

 

Treaties are sources of obligation under law, since they are binding only on 

states that have chosen to become contracting parties to them. Customary 

law comprises two elements: first, widespread and consistent state practice, 

ŀƴŘ ǎŜŎƻƴŘΣ άŀ ōŜƭƛŜŦ ƛƴ ƭŜƎŀƭ ƻōƭƛƎŀǘƛƻƴǎΣέ ŎŀƭƭŜŘ opinio juris, and binds all 

states save for the persistent objector. 92 In addition to these two primary 

sources of international law, the ICJ and other international tribunals employ 

general principles of law recognized by civilized nations.93 

 [ŀǎǘƭȅΣ ŀǎ άǎǳōǎƛŘƛŀǊȅ ƳŜŀƴǎ ŦƻǊ ǘƘŜ ŘŜǘŜǊƳƛƴŀǘƛƻƴ ƻŦ ǊǳƭŜǎ ƻŦ ƭŀǿΣέ ŀƴŘ 

as a persuasive guide to the content of international law, Article 38(1)(d) lists 

two categories:94 judicial decisions95 and the teachings of the most highly 

qualified publicists of the various nations. The Tallinn Manuals are intended 

to have the latter status.96 TM1 and TM2 are often referenced in position pa-

pers and military manuals released by states. While states do not uniformly 

agree with all of the rules in the manuals, they are undoubtedly of significant 

assistance to states when they decide their own positions. 

 

2.2.2 Launch of TM3  

As the preceding sections have shown, the Tallinn Manuals are the result of 

evolving processes involving various stakeholders. And they continue to evolve 

to this day. After a set of consultations among stakeholders on the topic, for-

mat and other options, the TM3 project was launched in 2021 as a five-year 

venture with a view to revising and updating TM2. Like the second edition, 

the same preparatory workτincluding surveying reviews, relevant articles and 

most importantly any relevant state practiceτhas been repeated, and a state 

engagement process is scheduled to be held again in a few years. Like the 

previous two editions, NATO CCDCOE funds and manages TM3, providing 

wide-ranging support to assist the director and co-editors. And for the first 

time, the process is open to readers, who can submit suggestions directly to 

TM3 drafters.97 

 TM2 Director Schmitt and TM3 Co-General Editor Marko Milanovic have 

said that industrial espionage, international criminal law, international envi-

ronmental law and international investment law are potential new chapters 

in TM3. Schmitt has also mentioned international human rights law as a core 

area to be updated in TM3, as he believes TM2 treated this topic unsatisfac-

torily.98 

 

2.2.3 Lex Lata Status of the Tallinn Manuals  

As stated in 2.1.3(3), the Tallinn Manuals ŀǊŜ ŘŜǎƛƎƴŜŘ ǘƻ ōŜ άŀƴ ƻōƧŜŎǘƛǾŜ 

restatement of the lex lataέ99 ƛƴ ǘƘŜ ŎȅōŜǊ ŎƻƴǘŜȄǘΦ Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ άώǘϐƘŜ wǳƭŜǎ 

that appear in the Manual are those which, by consensus, the International 

Group of Experts found to apply in cyberspace as a matter of customary 

ƭŀǿΦέ100 As an example, what follows is a comparison between Rule 66 of 

TM1, Rule 89 of TM2, and relevant IHL articles concerning the status of mili-

tary spies during an international armed conflict. 
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(1) TM1 

Looking back on the history of IHL, the regulation of wartime espionage dates 

back to Articles 29 and 31 of Convention (IV) respecting the Laws and Cus-

toms of War on Land and its annex: Regulations concerning the Laws and 

Customs of War on Land of 1907 (Hague Regulations).101 

 
 

Article 29  

A person can only be considered a spy when, acting clandestinely or on false pre-

tences, he obtains or endeavours to obtain information in the zone of operations 

of a belligerent, with the intention of communicating it to the hostile party.102 

 

Article 31  

A spy, after rejoining the army to which he belongs, is subsequently captured by 

the enemy, is treated as a prisoner of war, and incurs no responsibility for his pre-

vious acts of espionage. 

 

 

Lƴ ǘŜǊƳǎ ƻŦ ƎŜƻƎǊŀǇƘƛŎŀƭ ŜƭŜƳŜƴǘǎΣ ǘƘŜ ǇƘǊŀǎŜ άǘƘŜ ȊƻƴŜ ƻŦ ƻǇŜǊŀǘƛƻƴǎ ƻŦ ŀ 

ōŜƭƭƛƎŜǊŜƴǘέ ƛƴ !ǊǘƛŎƭŜ нф ƻŦ ǘƘŜ IŀƎǳŜ wŜƎǳƭŀǘƛƻƴǎ ǿŀǎ ŜȄǇŀƴŘŜŘ ƛƴ !ǊǘƛŎƭŜ 

псόнύ ƻŦ !tL ǘƻ ŎƻǾŜǊ ŀƭƭ άǘŜǊǊƛǘƻǊȅ ŎƻƴǘǊƻƭƭŜŘ ōȅ ŀƴ ŀŘǾŜǊǎŜ tŀǊǘȅΥ ƴŀǘƛƻƴŀƭ ƻǊ 

occupied territory, area of operations (on land, at sea, or in the air), including 

ǘƘŜ ǘŜǊǊƛǘƻǊƛŀƭ ǎŜŀΦέ103 

 
104 

1. Notwithstanding any other provision of the Conventions or of this Protocol, any 

member of the armed forces of a Party to the conflict who falls into the power of 

an adverse Party while engaging in espionage shall not have the right to the status 

of prisoner of war and may be treated as a spy. 

2. A member of the armed forces of a Party of the conflict who, on behalf of that 

Party and in territory controlled by an adverse Party, gathers or attempts to gather 

information shall not be considered as engaging in espionage if, while so acting, 

he is in the uniform of his armed forces.105 

  

 

To date, a total of 176 states support the expansion to that effect as contract-

ing parties to API. 

 

 

(a) Cyber espionage and other forms of information gathering directed at an ad-

versary during an armed conflict do not violate the law of armed conflict. 

(b) A member of the armed forces who has engaged in cyber espionage in enemy-

controlled territory loses the right to be a prisoner of war and may be treated as a 

spy if captured before re-joining the armed forces to which he or she belongs. 

 

 

While Rule 66 of TM1 does not transpose Article 46 of API word-for-word, it 

can be observed that essential elements in both paragraphs of API Article 46 

are integrated into TM1 Rule 66(b). Its commentary notes that the cyber ac-

 

Article 46 of Protocol Additional to 

the Geneva Conventions of 12  

August 1949, and relating to the 

Protection of Victims of  

International Armed Conflicts (API) 

of 1977 (API) 104: Spies 

 

 

 

TM1 Rule 66: Cyber Espionage 

 

 

 

Hague Regulations of 1907 
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ǘƛǾƛǘȅ άƳǳǎǘ ƻŎŎǳǊ ƛƴ ǘŜǊǊƛǘƻǊȅ ŎƻƴǘǊƻƭƭŜŘ ōȅ ŀ ǇŀǊǘȅ ǘƻ ǘƘŜ ŎƻƴŦƭƛŎǘέ106 to con-

ǎǘƛǘǳǘŜ ŜǎǇƛƻƴŀƎŜΦ Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ ƻǘƘŜǊ ŎȅōŜǊ ƻǇŜǊŀǘƛƻƴǎΣ ǎǳŎƘ ŀǎ ά/b9 ŀƴŘ 

cyber reconnaissance are not cyber espionage when conducted from outside 

enemy-ŎƻƴǘǊƻƭƭŜŘ ǘŜǊǊƛǘƻǊȅΦέ107 TM1 contends that this extension is supported 

as a matter of customary law.108 As proof of its customary law status, TM1 

cites state practice of a non -contracting party to API; that is, The Com-

ƳŀƴŘŜǊΩǎ IŀƴŘōƻƻƪ ƻƴ ǘƘŜ [ŀǿ ƻŦ bŀǾŀƭ hǇŜǊŀǘƛƻƴǎ (2007).109 

 Presumably, the ICRC supports TM1 Rule 66. After thorough survey of 

all relevant documents, including treaties, state -issued non-binding docu-

ments, and state military manuals, the 2005 ICRC study on customary IHL 

ŎƻƴŎƭǳŘŜǎ ǘƘŀǘ L/w/ wǳƭŜ млт ƻƴ ǎǇƛŜǎ άŀǇǇƭies only to a spy captured in the 

act whilst in enemy-controlled territoryΣέ110 repeating the phrase of Article 46 

of API. TM1 experts must have been aware of the ICRC study while drafting 

TM1, as TM1 invited the ICRC legal officers to IGE as observers. 

 

(2) TM2 

Rule 89 of TM2 below is an outcome of the updating by TM1 experts. Only 

paragraph (b) of TM1 Rule 66 is succeeded by TM2 Rule 89, despite the same 

topic. Paragraph (a) of TM1 Rule 66, which is also a well-settled point under 

LI[Σ ƛǎ ŘƻǿƴƎǊŀŘŜŘ ƛƴǘƻ ǘƘŜ ŎƻƳƳŜƴǘŀǊȅΩǎ ǇŀǊŀƎǊŀǇƘ р ƻŦ wǳƭŜ уф ƛƴ ¢aнΦ 

 

 

A member of the armed forces who has engaged in cyber espionage in enemy-

controlled territory loses the right to be a prisoner of war and may be treated as a 

spy if captured before rejoining the armed forces to which he or she belongs.111 

 

 

TM1 experts also updated the evidence of customary international law when 

editing TM2. As a result, reference to the U.S. military manual is replaced with 

the most recent version at that time (i.e., the ¦Φ{Φ 5ƻ5Ωǎ [ŀǿ ƻŦ aŀƴǳŀƭ ƻŦ 

2015, updated in December 2016).112 

 While some authors criticize the same rule in the Tallinn Manual as not 

taking technical difficulties into consideration, 113 what TM1 experts did re-

garding the topic of spying under IHL is not law-making, but simply an exten-

sion to the cyber domain of what has been regarded as customary interna-

tional law in the physical context. 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

TM2 Rule 89: Spies 
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Selected Topics in the  

Tallinn Manuals 1  & 2 

 
This chapter examines several topics that were intensely debated by the IGE, 

their observers, external scholars and states: peacetime espionage, extra-ter-

ritorial enforcement jurisdiction, non -intervention, due diligence, collective 

countermeasures, the plea of necessity and the notion of attack under IHL. 

 ¢ƘŜǎŜ ǎŜǾŜƴ ǘƻǇƛŎǎ ŀǊŜ ǊŜƭŀǘŜŘ ǘƻ ǘƘƛǎ ŀǊǘƛŎƭŜΩǎ ƻōƧŜŎǘƛǾŜΥ ǘƻ ƛŘŜƴǘƛŦȅ ŦǳǘǳǊŜ 

tasks for Danish legal policy. TM2 was finalized by around June 2016, so the 

question arises as to whether and to what extent it will be able to present 

valid yardsticks for legally tackling cyber incidents that occurred since then, 

such as Russian cyber meddling in the American 2016 presidential election; 

cyberattacks on the healthcare sector amid the COVID-19 pandemic; disrup-

tive ransomware attacks in a war in Ukraine and its indiscriminate effects be-

yond the war zone; and cross-border counter-ransomware operations by vic-

tim states. For some rules, the interpretation or black-letter statements may 

change, depending on how states view actual cases. For these reasons, the 

following depiction in this chapter shows not only the majority views in the 

TM2 commentaries, but also the minority ones; and even views suggested by 

various TM directors in their scholarship. 

 
3.1 Peacetime Espionage  

The starting point for the discussion is the principle of sovereignty, which is 

defined as supreme authority within a territory and is a pivotal principle in 

modern international law.114 Rule 4 of TM2 provides as follows. 

 

 

A state must not conduct cyber operations that violate the sovereignty of another 

state.115 

 

 

TM2 formulated two bases for assessing whether sovereignty has been vio-

lated. The first is the degree of infringement upon territorial integrity (e.g., 

physical damage, loss of functionality). Regarding loss of functionality, how-

ever, TM2 experts could not reach agreement on the precise threshold due to 

the lack of expressions of opinio juris in this regard.116 The second basis is an 

interference with or usurpation of inherently governmental functions. TM2 

experts agreed that because a state has the exclusive right to perform such 

functions, deleting or altering data leading to an interference with a particular 

function violates sovereignty. Listed examples are social services, elections, the 

collection of taxes, diplomacy and the performance of key national defense 

activities.117 

 In addition to the unsettled nature of the standards by which to deter-

mine the violation of sovereignty, solving the cyber espionage topic is even 

ƳƻǊŜ ŎƻƳǇƭŜȄΣ ŀǎ ŘƛǎŎǳǎǎŜŘ ōŜƭƻǿΦ !ǎ ¢aн ƴƻǘŜǎΣ άώōϐȅ ǎǘȅƭƛƴƎ ŀ ŎȅōŜǊ ƻǇŜǊπ

ŀǘƛƻƴ ŀǎ ΨŎȅōŜǊ ŜǎǇƛƻƴŀƎŜ ƻǇŜǊŀǘƛƻƴΣΩ ŀ {ǘŀǘŜ Ŏŀƴƴƻǘ ǘƘŜǊŜŦƻǊŜ ŎƭŀƛƳ ǘƘŀǘ ƛǘ ƛǎ 

3 

 

TM2 Rule 4: Violation of  

Sovereignty 
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ōȅ ŘŜŦƛƴƛǘƛƻƴ ƭŀǿŦǳƭ ǳƴŘŜǊ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ƭŀǿΦέ118 If that is the case, the legality 

of peacetime cyber operations is simply assessed in accordance with the bases 

described above. However, at least a few TM2 experts take the different view 

that state practice of espionage on the territory of a target state without any 

legal justification is so extensive as to create an exception to the principle of 

sovereignty. In their view, espionage operations, including by cyber means, 

whether done remotely or on -site, are lawful unless the operations cause 

damage, deletion, or alteration of data.119 

 

3.1.1 TM1 & 2  

 

(1) TM1 

TM1 refers to peacetime cyber espionage in the Rule 6 commentary on the 

ƭŜƎŀƭ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ƻŦ {ǘŀǘŜǎΣ ƴƻǘƛƴƎ ǘƘŀǘ ŀǎ άƛƴǘŜǊƴŀǘƛƻƴŀƭ ƭŀǿ ŘƻŜǎ ƴƻǘ ŀŘπ

dress espionage per seΧ ŀ {ǘŀǘŜΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ƛǎ ƴƻǘ ōŜ ώǎƛŎϐ ŜƴƎŀƎŜŘ ŀǎ ŀ 

matter of international law unless particular aspects of the espionage violate 

specific international legal prohibitions (as in the case of cyber espionage in-

volving diplomatic communications, Rule 84ύΦέ120 

 

(2) TM2 

¢aн ŎǊŜŀǘŜŘ ŀ ŘŜŘƛŎŀǘŜŘ ǊǳƭŜ ƻƴ ǘƘŜ ǘƻǇƛŎ ŀƴŘ wǳƭŜ онΩǎ ōƭŀŎƪ-letter rule fol-

lows the same idea as TM1. 

 

 121 

Although peacetime cyber espionage by states does not violate international law 

per se, the method by which it is carried out might do so. 

 

 

The black-ƭŜǘǘŜǊ ǊǳƭŜ ŘŜǊƛǾŜǎ ŦǊƻƳ ŀ ŎƻƴǾƛŎǘƛƻƴ ǘƘŀǘ άƛƴǎǳŦŦƛŎƛŜƴǘ {ǘŀǘŜ ǇǊŀŎǘƛŎŜ 

and opinion juris ƻƴ ǘƘŜ ƳŀǘǘŜǊ ŜȄƛǘǎ ǘƻΧ ŎƻƴŎƭǳŘŜ ώǘƘŀǘϐ ŀ ƴŜǿ ŎǳǎǘƻƳŀǊȅ 

ƛƴǘŜǊƴŀǘƛƻƴŀƭ ƭŀǿ ƴƻǊƳ ǇǊƻƘƛōƛǘƛƴƎ ƛǘ Ƙŀǎ ŎǊȅǎǘŀƭƭƛȊŜŘΦέ122 TM2 experts also 

agreed that an act of cyber espionage operation breaches the sovereignty of 

the target state when the method/manner of the operation causes damage 

or a loss of functionality to a target cyber infrastructure.123 This conclusion is 

unchanged when cyber espionage operations bring unintended conse-

quences, such as when the installation of a backdoor resulted in unexpected 

damage to the target system. 124 In addition, although not described in the 

Rule 32 commentary, cyber espionage will also be judged a sovereignty viola-

ǘƛƻƴ ǿƘŜƴ ƛǘ άƛƴǘŜǊŦŜǊŜǎ ǿƛǘƘ Řŀǘŀ ƻǊ ǎŜǊǾƛŎŜǎ ǘƘŀǘ ŀǊŜ ƴŜŎŜǎǎŀǊȅ ŦƻǊ ǘƘŜ ŜȄŜǊπ

ŎƛǎŜ ƻŦ ƛƴƘŜǊŜƴǘƭȅ ƎƻǾŜǊƴƳŜƴǘŀƭ ŦǳƴŎǘƛƻƴǎΦέ .ȅ άƛƴǘŜǊŦŜǊŜǎΣέ ¢aн ƳŜŀƴǎ ŀŎπ

tions beyond mere access to a system or exfiltration of inherently governmen-

ǘŀƭ ŘŀǘŀΤ ŦǳǊǘƘŜǊ ŀŎǘǎ ŀǊŜ ǊŜǉǳƛǊŜŘΣ ǎǳŎƘ ŀǎ άŎƘŀƴƎƛƴƎ ƻǊ ŘŜƭŜǘƛƴƎ ǎǳŎƘ ǘƘŀǘ ƛǘ 

interferes with the delivery of social services, the conduct of elections, the 

collection of taxes, the effective conduct of diplomacy, and the performance 

ƻŦ ƪŜȅ ƴŀǘƛƻƴŀƭ ŘŜŦŜƴŎŜ ŀŎǘƛǾƛǘƛŜǎΦέ125 

 On the other hand, TM2 experts were divided on the following three 

ƛǎǎǳŜǎΦ CƛǊǎǘΣ ǊŜƎŀǊŘƛƴƎ άǊŜƳƻǘŜ ŎȅōŜǊ ŜǎǇƛƻƴŀƎŜ ǊŜŀŎƘƛƴƎ ŀ ǇŀǊǘƛŎǳƭŀǊ ǘƘǊŜǎƘπ

ƻƭŘ ƻŦ ǎŜǾŜǊƛǘȅ ώƻŦ ǘƘŜ ŎƻƴǎŜǉǳŜƴŎŜǎ ǎǳŦŦŜǊŜŘϐΣέ ǎǳŎƘ ŀǎ ŀƴ ŜȄŦƛƭǘǊŀǘƛƻƴ ƻŦ Ǝƛπ

gabytes of classified data from stŀǘŜΩǎ ƳƛƭƛǘŀǊȅ ŎȅōŜǊ ǎȅǎǘŜƳ ƻǾŜǊ ŀƴ ŜȄǘŜƴŘŜŘ 

period. The majority denied illegality, arguing that only the method matters, 
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ǿƘƛƭŜ ǘƘŜ ƳƛƴƻǊƛǘȅ ǿŀǎ ƛƴ ǘƘŜ ŀŦŦƛǊƳŀǘƛǾŜ όάǘƘŜ ŜȄŦƛƭǘǊŀǘƛƻƴ ƻŦ ƴǳŎƭŜŀǊ ƭŀǳƴŎƘ 

ŎƻŘŜǎέ ƛǎ ŀ Ǿƛƻƭŀǘƛƻƴ ƻŦ ǎƻǾŜǊŜƛƎƴǘȅύΦ126 

 ¢ƘŜ ǎŜŎƻƴŘ ƛǎǎǳŜ ƛǎ άŎƭƻǎŜ ŀŎŎŜǎǎ ŎȅōŜǊ ŜǎǇƛƻƴŀƎŜ ƻǇŜǊŀǘƛƻƴǎΣ ǎǳŎƘ ŀǎ 

ŀƴ ƛƴǎŜǊǘƛƻƴ ƻŦ ŀ ¦{. ŦƭŀǎƘ ŘǊƛǾŜ ƛƴǘƻ ŀ ŎƻƳǇǳǘŜǊ ƻƴ ƻƴŜ {ǘŀǘŜΩǎ ǘŜǊǊƛǘƻǊȅ ōȅέ 

an agent of another state. This is an extension and repetition of the discussion 

made in relation to the principle of sovereignty. The majority of TM2 experts 

considered it unlawful because of non-consensual presence on the territory 

of the target state, while a few experts drew the opposite conclusion, claiming 

that it is permissible as an exception to the sovereignty as well as interven-

tion.127 

 The third point of disagreement is about how to view espionage opera-

ǘƛƻƴǎ ƛƴ άŀ ǎƛƴƎƭŜ ǇƭŀƴΣέ ǎǳŎƘ ŀǎ ǿƘŜƴ ŀ ǎǘŀǘŜ ŀŎǉǳƛǊŜǎ ǘƘŜ ŎǊŜŘŜƴǘƛŀƭǎ ŦƻǊ ǘƘŜ 

ǎȅǎǘŜƳ ƻŦ ŀƴƻǘƘŜǊ ǎǘŀǘŜΩǎ ƴǳŎƭŜŀǊ ǇƻǿŜǊ Ǉƭŀƴǘ ǘƘǊƻǳƎƘ ŎȅōŜǊ ŜǎǇƛƻƴŀƎŜ ŀƴŘ 

then threatens the target state with cyber operations against the system that 

would cause significant damage or death. According to the majority view, the 

ŎȅōŜǊ ŜǎǇƛƻƴŀƎŜ ƻǇŜǊŀǘƛƻƴǎ Ŏŀƴ ǾƛƻƭŀǘŜ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ƭŀǿΣ ŀǎ ǘƘŜȅ ŀǊŜ άŀƴ ƛƴπ

ǘŜƎǊŀƭ ŀƴŘ ƛƴŘƛǎǇŜƴǎŀōƭŜ ŎƻƳǇƻƴŜƴǘ ƻŦ ŀƴ ƻǇŜǊŀǘƛƻƴΦέ IƻǿŜǾŜr, the minority 

view suggested that the espionage aspect should be assessed separately and 

should thus not be deemed unlawful.128 

 By contrast, TM2 experts were unanimous concerning a case in which a 

preceding espionage operation and ensuing kinetic attack on another state 

are distinct, even if the former facilitates the latter. When a state uses the 

previously gathered intelligence to execute a plan to attack another state with 

use of force, the cyber espionage is not itself unlawful, according to all TM2 

experts.129 This point is reminiscent of the SolarWinds incident,130 which has 

ōŜŜƴ ŀǎǎŜǎǎŜŘ ŀǎ ŀƴ ŜǎǇƛƻƴŀƎŜ ƻǇŜǊŀǘƛƻƴ άŀƭǘƘƻǳƎƘ ǘƘŜ ōŀŎƪŘƻƻǊ Ƴŀȅ ǇǊƻπ

ǾƛŘŜ ŀ ŦǳǘǳǊŜ ƻǇǇƻǊǘǳƴƛǘȅ ǘƻ ŜȄǇƭƻƛǘ ǘƘŜ ǾǳƭƴŜǊŀōƛƭƛǘȅΦέ131 The same holds true 

for another Russian military hacking group, Sandworm. They are reportedly 

behind a series of cyberattacks, including two against Ukrainian power grids, 

the Opening Ceremonies at the 2018 Winter Olympics, NotPetya,132 implant-

ing malware in the U.S. electric grid,133 and continuously analyzing the inter-

net for vulnerabilities and compiling them for possible future attacks. TM2 

experts pointed to the risk facing a target state that cyber espionage is not 

easily distinguishable from offensive cyber operations, which can lead to mis-

understandings.134 

 ¢ƘŜ ŦƻǳǊǘƘ Ǉƻƛƴǘ ƻŦ ŘƛǾƛǎƛƻƴ ƛǎ ŀōƻǳǘ ǘƘŜ ǳǎŜ ƻŦ ŀ ƘƻƴŜȅǇƻǘ ǘƘŀǘ άǿƛƭƭ 

ŎŀǳǎŜ ǎƛƎƴƛŦƛŎŀƴǘ ŘƛǎǊǳǇǘƛƻƴ ƻǊ ŘŀƳŀƎŜ ƛƴ ǘƘŜ ǘŀǊƎŜǘ ǎȅǎǘŜƳΦέ ! ƘƻƴŜȅǇƻǘ ƛǎ ŀ 

system (e.g., a web server) or system resource (e.g., a file on a server) designed 

to be attractive to potential crackers and intruders, like honey attracts bears.135 

TM2 experts were divided on whether the operation is attributable to the state 

that set it. The minority affirmed this attributability to the user state and a 

consequent violation of the sovereignty of the target state, although the ma-

jority argued the opposite position.136 

 

3.1.2 Case Studies 

TM2 does not cite particular cyber espionage incidents in the commentary to 

Rule 32. As a substitute, an analysis of Russian hacks of Democratic National 

/ƻƳƳƛǘǘŜŜ ό5b/ύ ǎŜǊǾŜǊǎ ōȅ ¢aΩǎ 5ƛǊŜŎǘƻǊ {ŎƘƳƛǘǘ ƛǎ ǿƻǊǘƘ ǊŜŎŀƭƭƛƴƎΣ ŀǎ Ƙƛǎ 

argument was developed based on the TM2. The DNC hack was renowned 

for being part of a wider election-meddling campaign. An election is a typical 

example of an inherently governmental function for both the rule of sover-

eignty and the domaine réservé principle of non-intervention. 
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 !ŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ¦Φ{Φ LƴǘŜƭƭƛƎŜƴŎŜ /ƻƳƳǳƴƛǘȅΩǎ ŘŜŎƭŀǎǎƛŦƛŜŘ ǾŜǊǎƛƻƴ ƻŦ ŀ 

report released by the Office of the Director of National Intelligence (ODNI) in 

January 2017137 and an indictment by the U.S. Department of Justice against 

Russian entities, upon which Schmitt based his main arguments, Russian Main 

LƴǘŜƭƭƛƎŜƴŎŜ 5ƛǊŜŎǘƻǊŀǘŜ όDw¦ύΩǎ ŎȅōŜǊ ƻǇŜǊŀǘƛƻƴǎ ǘŀǊƎŜǘƛƴƎ ǘƘŜ ¦Φ{Φ ǇǊŜǎƛŘŜƴπ

tial election began by March 2016 and resulted in personal e-mail accounts 

of Democratic Party officials and other figures being compromised. GRU then 

exfiltrated large volumes of data from the Democratic Congressional Cam-

paign Committee (DCCC), the DNC, and some of presidential candidate Hil-

lary /ƭƛƴǘƻƴΩǎ ŎŀƳǇŀƛƎƴ ǎǘŀŦŦŜǊǎΣ ƳŜŀƴƛƴƎ ǘƘŀǘ Ƴƻǎǘ ƻŦ ǘƘŜ ƘŀŎƪŜŘ Řŀǘŀ ǿŀǎ 

not governmental or necessary for inherently governmental functions. 

 Schmitt highlighted the following sequence of facts as aspects falling 

within the legal grey zone: Russian operations were not just espionage, but 

ŀƭǎƻ ƛƴǾƻƭǾŜŘ ǘƘŜ άǿŜŀǇƻƴƛȊŀǘƛƻƴέ ƻŦ ƘŀŎƪŜŘ Řŀǘŀ ǘƘǊƻǳƎƘ ǘƘŜ ǊŜƭŜŀǎŜ ǘƻ 

Guccifer 2.0 and DCLeaks.com, both of which had Russian origins, and Wik-

ƛ[ŜŀƪǎΣ ǿƛǘƘ ǿƘƛŎƘ ǘƘŜ YǊŜƳƭƛƴΩǎ ƳŜŘƛŀ ƻǳǘƭŜǘ w¢ Ƙŀǎ ŀŎǘƛǾŜƭȅ ŎƻƭƭŀōƻǊŀǘŜŘΣ άŀǘ 

ŎǊƛǘƛŎŀƭ Ǉƻƛƴǘǎ ƛƴ ǘƘŜ ŜƭŜŎǘƛƻƴΦέ aƻǊŜƻǾŜǊΣ ǘƘŜǎŜ ǿŜōǎƛǘŜǎ ǿŜǊŜ ǇǊƻƳƻǘŜŘ ōȅ 

dubious accounts on social media, such as bots and fake American accounts, 

all of which were Russian creations.138 ¢ƘǳǎΣ {ŎƘƳƛǘǘ ǎǳƎƎŜǎǘŜŘ ǘƘŀǘ άǘƘŜ ǘǊƻƭƭǎ 

ǎƻǳƎƘǘ ǘƻ ōƻƭǎǘŜǊ ǘƘŀǘ ƳŜǎǎŀƎŜ ōȅ ŦŜƛƎƴƛƴƎ ǘƘŜ ǎƻǳǊŎŜ ǘƘŜǊŜƻŦέ ŀƴŘ άώŀϐǊƎǳπ

ŀōƭȅΣ ǘƘƛǎ ƳŀƴƛǇǳƭŀǘƛƻƴ ƻŦ ǾƻǘŜǊǎΩ ŀōƛƭƛǘȅ ǘƻ ŀǎǎŜǎǎ ǘƘŜ ƳŜǎǎŀƎŜǎ ƛƴ ŎƻƳƛƴƎ ǘƻ 

their own decision tipped the scales and therefore constituted unlawful inter-

ŦŜǊŜƴŎŜ ώǿƛǘƘ ŀƴ ƛƴƘŜǊŜƴǘƭȅ ƎƻǾŜǊƴƳŜƴǘŀƭ ŦǳƴŎǘƛƻƴϐΣέ139 ƛƴ ǘƘŜ ǎŜƴǎŜ ǘƘŀǘ άŀŎπ

ǘƛǾƛǘƛŜǎ Χ ŘƛǎǘǳǊō ǘƘŜ ǘŜǊǊƛǘƻǊƛŀƭ {ǘŀǘŜΩǎ ŀōƛƭƛǘȅ ǘƻ ǇŜǊŦƻǊƳ ǘƘŜ ŦǳƴŎǘƛƻƴǎ ŀǎ ƛǘ 

ǿƛǎƘŜǎΦέ140 

 ¢ƘŜ 5b/ ƘŀŎƪ ǎŜŜƳǎ ǘƻ ōŜ άŀƴ ƛƴǘŜƎǊŀƭ ŀƴŘ ƛƴŘƛǎǇŜƴǎŀōƭŜ ŎƻƳǇƻƴŜƴǘέ 

of a single campaign of Russian meddling operation against the 2016 U.S. 

election. The majority of TM2 experts concluded that cyber espionage is un-

lawful as part of a single plan when employed to facilitate a subsequent illegal 

act,141 but all TM2 experts agreed that it is not unlawful if it is completely 

separate from the subsequent illegal act.142 It makes sense that the Russian 

ƘŀŎƪƛƴƎ ƻŦ ƭƻŎŀƭ ŜƭŜŎǘƛƻƴ ōƻŀǊŘǎ ǿŀǎ ƴƻǘ ǘƘƻǳƎƘǘ ƻŦ ŀǎ ƛƴǘŜǊŦŜǊŜƴŎŜΣ άŦƻǊ ǘƘŜǊŜ 

was no subsequent activity that exploited the access to affect the elec-

ǘƛƻƴǎΦέ143 

 Assume here that the minority view is more tenable. They argued that 

the legality of a cyber espionage operation should be assessed separately, 

even if it is part of a single plan and the hacking and exfiltration is not unlawful 

per se. The remaining part of the Russian campaign might still breach the rule 

of sovereignty to the extent that it interfered with inherently governmental 

functions. In the case of the U.S. election meddling in 2016, hacked docu-

ments did not include ballots or other data necessary for inherently govern-

mental functions, and there was no allegation in the Department of Justice 

ƛƴŘƛŎǘƳŜƴǘ ǘƘŀǘ ǘƘŜ ƻǇŜǊŀǘƛƻƴǎ άŀƭǘŜǊŜŘ ǘƘŜ ǾƻǘŜ Ŏƻǳƴǘ ƻǊ ŎƘŀƴƎŜŘ ǘƘŜ ƻǳǘπ

ŎƻƳŜΦέ144 Hence, it is possible to conclude that there was no interference with 

the election145 and thus no violation of sovereignty. The crux of the matter is 

whether hacked data that is not governmental or necessary for the exercise 

of inherently governmental functions can nevertheless fatally disturb the 

proper operation by the target state of its inherently governmental functions. 

If conceivable, more cases of initial hacking will be assessed as unlawful. 

 On the other hand, it is a fact -driven assessment about whether cyber 

espionage operations are independent or an integral part of a single plan. A 

series of campaigns might be launched over time, like the DNC hack, in which 
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the hacking took place about nine months after the GRU initially gained ac-

cess. Especially when a state is notorious for causing damage or dysfunction 

to critical infrastructure with cyber means, a target state will become more 

cautious as to how to characterize a malicious cyber espionage operation de-

tected in their systems. 

 Needless to say, the controversies shown above may not always be rel-

evant to all espionage cases. The question still remains to be resolved whether 

and under what conditions cyber espionage operation is lawful per se under 

international law. However, TM3 will likely follow the same rule as TM1 and 

TM2, given their approach that cyber espionage is not prohibited unless a new 

customary international law prohibition is formed. It is not easy to prove either 

that extensive and virtually uniform state practice has developed, including 

that of states whose interests are specially affected, or that general recogni-

tion of a legal obligation is involved.146 

 

3.1.3 State Positions  

 

(1) For 

Canada,147 Costa Rica,148 France,149 New Zealand,150 Norway151 and the U.S.152 

are explicitly adopting the view of TM2 rule 32. 

 

(2) Against  

China is an unambiguous example of declaring cyber espionage as unlawful. 

Lǘ ŀǎǎŜǊǘǎ ǘƘŀǘ άώƴϐƻ {ǘŀǘŜ ǎƘŀƭƭ ŜƴƎŀƎŜ ƛƴ L/¢-enabled espionage or damages 

against other States, including mass surveillance and theft of important data 

ŀƴŘ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΦέ153 Iran154 and Switzerland155 leave room for inter-

ǇǊŜǘŀǘƛƻƴΣ ǎƛƴŎŜ ǘƘŜȅ Řƻ ƴƻǘ ǊŜŦŜǊ ǘƻ άŜǎǇƛƻƴŀƎŜΦέ ¢ƘŜ ŦƛǊǎǘ ǘǿƻ ǎǘŀǘŜǎΣ ƛƴ ǇŀǊπ

ǘƛŎǳƭŀǊΣ ǎǘŀǘŜ ǘƘŀǘ άƴƻƴ-ŎƻƴǎŜƴǎǳŀƭ ƻǊ ǳƴƭŀǿŦǳƭ ƛƴǘǊǳǎƛƻƴέ ǘƻ ŎȅōŜǊ ƛƴŦǊŀǎǘǊǳŎπ

ǘǳǊŜ ƛǎ ŀ Ǿƛƻƭŀǘƛƻƴ ƻŦ ǎƻǾŜǊŜƛƎƴǘȅΣ ǿƘƛƭŜ {ǿƛǘȊŜǊƭŀƴŘ ƴƻǘŜǎ ǘƘŀǘ άǎǘŀǘŜ ǎƻǾŜǊπ

eignty protects information and communication technologies (ICT) infrastruc-

ǘǳǊŜ ƻƴ ŀ ǎǘŀǘŜΩǎ ǘŜǊǊƛǘƻǊȅ ŀƎŀƛƴǎǘ ǳƴŀǳǘƘƻǊƛǎŜŘ ƛƴǘǊǳǎƛƻƴ ƻǊ ƳŀǘŜǊƛŀƭ ŘŀƳŀƎŜΦέ 

The African Union also seems to reject the legality of espionage for the same 

reason.156 

 

(3) No Position  

The following States have made no reference to the topic of espionage in their 

published statements: Australia, Brazil, Czech Republic, Denmark, Estonia, 

Finland, Germany, Ireland, Israel, Italy, Japan, Kazakhstan, Kenya, the Nether-

lands, Pakistan, Poland, Romania, Russia, Singapore, Sweden, and the UK. 

While silent in its position paper, Brazil is referred to in TM2 as a state that 

condemned mass surveillance in the context of a violation of sovereignty.157 It 

goes without saying that silence means neither acceptance nor rejection. In-

sofar as there is room for interpretation that a certain transborder cyber op-

eration does not violate the sovereignty of another state, states will freely en-

gage in cyber operations, including espionage toward another state without 

any legal justification. 

 

3.1.4 Summary  

As for the (un)lawfulness of cyber espionage, TM2 followed the widely ac-

cepted view that there is no prohibition of espionage per se, but it concluded 

that espionage may be unlawful when conducted in the manner/method that 

violates other rules such as the threat or use of force, non -intervention, or 
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sovereignty. Moreover, according to the dominant view in TM2, espionage is 

unlawful when part of a single plan and ensuing acts breach the above rules. 

Previous cases of alleged manipulation of electorates with hacked data is rais-

ing a new issue concerning whether only an interference with data necessary 

for the exercise of inherently governmental functions can violate sovereignty. 

If other data can be utilized in a manner that harms the proper operation of 

inherently governmental functions, as in the U.S. cyber election meddling, 

where hacked data is abused through influence operations on the internet, 

more cases of preceding cyber espionage will be likely assessed as unlawful. 

 
3.2 Principle of Non -Intervention  

Non-intervention is a firmly established principle of international law, accord-

ing to which no state should intervene in the affairs of another, including by 

means of ICT. In the Nicaragua case, the ICJ determined that the principle is 

άǇŀǊǘ ŀƴŘ ǇŀǊŎŜƭ ƻŦ ŎǳǎǘƻƳŀǊȅ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ƭŀǿΦέ158 The non-intervention 

principle is listed as a binding principle of international law in the UN cyber 

GGE Report of 2021.159 

 

3.2.1 TM1 & 2 

 

(1) TM1 

There is no black-letter rule on the non-intervention principle in TM1, but its 

commentary on Rule 10, concerning the prohibition of threat or use of force, 

devoted five paragraphs to the subject. Cases of prohibited intervention cited 

ǘƘŜǊŜ ƛƴŎƭǳŘŜ άǎǳǇǇƭȅƛƴƎ ŦǳƴŘǎ ǘƻ ƛƴǎǳǊƎŜƴǘǎΣέ160 which originated from the 

Nicaragua ƧǳŘƎŜƳŜƴǘ ŀƴŘ ǿŀǎ ǘƘǳǎ ǳƴŎƻƴǘǊƻǾŜǊǎƛŀƭΦ hǘƘŜǊ ŜȄŀƳǇƭŜǎ ŀǊŜ άŀƭƭ 

ǳǎŜǎ ƻŦ ŦƻǊŎŜǎΣέ ƭƛƪŜ {ǘǳȄƴŜǘΣ άōŜŎŀǳǎŜ ŀƭƭ ǳǎŜǎ ƻŦ ŦƻǊŎŜ ŀǊŜ ŎƻŜǊŎƛǾŜ per seΦέ161 

With regard to acts below the use of force, prohibited interventions include 

άώŀϐŎǘǎ ƳŜŀƴǘ ǘƻ ŀŎƘƛŜǾŜ ǊŜƎƛƳŜ ŎƘŀƴƎŜέ ŀƴŘ άǘƘŜ ƳŀƴƛǇǳƭŀǘƛƻƴ ōȅ ŎȅōŜǊ 

means of elections or of public opinion on the eve of elections, as when online 

news services are altered in favour of a particular party, false news is spread, 

ƻǊ ǘƘŜ ƻƴƭƛƴŜ ǎŜǊǾƛŎŜǎ ƻŦ ƻƴŜ ǇŀǊǘȅ ŀǊŜ ǎƘǳǘ ƻŦŦΦέ162 It is remarkable that TM1 

already had cyber-enabled manipulation of public opinion in mind. 

 

(2) TM2 

 

 163 

A State may not intervene, including by cyber means, in the internal or external 

affairs of another State. 

 

 

(a) Elements of Intervention: Domaine Réservé  

As is well known, there are two requirements for a prohibited intervention: 

domaine réservé ŀƴŘ ŎƻŜǊŎƛƻƴΦ !ǎ ŦƻǊ ǘƘŜ ŦƛǊǎǘ ŜƭŜƳŜƴǘΣ άǘƘŜ ŀŎǘ ƛƴ ǉǳŜǎǘƛƻƴ 

must relate to matters that involve the internal or external affairs of the target 

{ǘŀǘŜΣέ164 ƛƴŎƭǳŘƛƴƎ ǘƘŜ άŎƘƻƛŎŜ ƻŦ ŀ ǇƻƭƛǘƛŎŀƭΣ ŜŎƻƴƻƳƛŎΣ ǎƻŎƛŀƭΣ ŀƴŘ ŎǳƭǘǳǊŀƭ 

ǎȅǎǘŜƳΣ ŀƴŘ ǘƘŜ ŦƻǊƳǳƭŀǘƛƻƴ ƻŦ ŦƻǊŜƛƎƴ ǇƻƭƛŎȅΦέ165 

 Questions are sometimes raised as to how distinct the two following 

ŎƻƴŎŜǇǘǎ ŀǊŜΥ άŀƴ ƛƴƘŜǊŜƴǘƭȅ ƎƻǾŜǊƴƳŜƴǘŀƭ ŦǳƴŎǘƛƻƴΣέ ǿƘƛŎƘ ƛǎ ŀ ŎƻƴŘƛǘƛƻƴ ŦƻǊ 

a violation of sovereignty, and domaine réservé. Schmitt explains that despite 

ƻǾŜǊƭŀǇǇƛƴƎΣ ǘƘŜ ŦƻǊƳŜǊ ƛǎ άŀƴ ŀŎǘƛǾƛǘȅ ŦƻǊ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘ ŀƭƻƴŜΣέ ǿƘŜǊŜŀǎ 

Table 7:  

Rule 66: Intervention by States163 
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ǘƘŜ ƭŀǘǘŜǊ ƛǎ άƻƴŜ ǘƘŀǘ Ƙŀǎ ƴƻǘ ōŜŜƴ ŎƻƳƳƛǘǘŜŘ ǘƻ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ƭŀǿ ōȅ ŜƛǘƘŜǊ 

ǘǊŜŀǘȅ ƻǊ ŎǳǎǘƻƳŀǊȅ ƭŀǿΦέ166 Elections are an example belonging in both cate-

gories. Schmitt goes on to discuss an example of cyberattacks on the 

healthcare sector amid the pandemic in a co -authored article with newly 

joined TM3 Co-General Editor Marko Milanoviŏ: 

 

Although health care is sometimes provided exclusively or primarily by 

the state, as in the case of the National Health Service in the United 

Kingdom, this is not universally the case. Because providing medical care 

is not an inherently governmental function, cyber operations by states 

that interfere with the provision of health care in another, even if that 

victim state does provide health care to its own population, do not, on 

that basis alone, amount to a sovereignty violation. 

 

However, crisis management during an epidemic or a pandemic is a gov-

ernmental responsibility in every state and accordingly an inherently gov-

ernmental function. Any cyber operation attributable to a state that dis-

ǊǳǇǘǎ ŀƴƻǘƘŜǊ ǎǘŀǘŜΩǎ ŎǊƛǎƛǎ ƳŀƴŀƎŜƳŜƴǘ ǇƭŀƴƴƛƴƎ ŀƴŘ ŜȄŜŎǳǘƛƻƴ ŘǳǊƛƴƎ 

a pandemic, at any level of government, therefore qualifies as a sover-

eignty violation.167 

 

These arguments suggest that the healthcare sector in a time other than the 

ŎǊƛǎƛǎ Ŏŀƴ ōŜ ǊŜƎŀǊŘŜŘ ŀǎ ŘƻƳŀƛƴŜ ǊŞǎŜǊǾŞ ōǳǘ ƴƻǘ ŀǎ άŀƴ ƛƴƘŜǊŜƴǘƭȅ ƎƻǾŜǊƴπ

ƳŜƴǘŀƭ ŦǳƴŎǘƛƻƴΦέ ¢ƘŜ ǎŀƳŜ ƭƻƎƛŎ Ƴŀȅ ŀƭǎƻ ŀǇǇƭȅ ǘƻ ŎǊƛǘƛŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛƴ 

other sectors. Given the lack of specification in TM2, it is uncertain which 

areas should fall within this category. For instance, language policy, more spe-

ŎƛŦƛŎŀƭƭȅ ǊŜƎŀǊŘƛƴƎ ŀ ǎǘŀǘŜΩǎ ŎƘƻƛŎŜ ƻŦ ƻŦŦƛŎƛŀƭ ƭŀƴƎǳŀƎŜόǎύΣ ǎŜŜƳǎ ƭƛƪŜ ōƻǘƘ Ŏŀǘπ

egories, as shown in the commentary to TM2 Rule 66 in which DoS operations 

from one state to another to enforce the change of the official language pol-

icy in the latter state were suggested to be a prohibited intervention. 168 But 

management/implementation of an education curriculum concerning official 

language(s) may be no more of an inherently governmental function than 

peacetime healthcare is. 

 

(b) Elements of Intervention: Coercion  

With regard to coercion, TM2 experts elaborated a number of points. For in-

stance, they asserted that non-physical acts can qualify as coercion, such as 

blocking access to a particular online service, 169  DDoS operations,170  or a 

threat of a cyber operation.171 

 TM2 experts were nevertheless divided over three issues. First, according 

ǘƻ ǘƘŜ ƳŀƧƻǊƛǘȅ ǾƛŜǿΣ άǘƘŜ ŎƻŜǊŎƛǾŜ ŜŦŦƻǊǘ Ƴǳǎǘ ōŜ ŘŜǎƛƎƴŜŘ ǘƻ ƛƴŦƭǳŜƴŎŜ ƻǳǘπ

ŎƻƳŜǎ ƛƴΣ ƻǊ ŎƻƴŘǳŎǘ ǿƛǘƘ ǊŜǎǇŜŎǘ ǘƻέ ŘƻƳŀƛƴŜ ǊŞǎŜǊǾŞ. They argued that 

having the effect of depriving the target state of control is insufficient. By 

contrast, the minority argued that when there is the effect above, the coercion 

ŎƻƴŘƛǘƛƻƴ ƛǎ ƳŜǘΦ /ƻƴŎŜǊƴƛƴƎ ŀ ƘȅǇƻǘƘŜǘƛŎŀƭ ŎŀǎŜ ƛƴ ǿƘƛŎƘ ŀ ǎǘŀǘŜΩǎ ƳŀƭƛŎƛƻǳǎ 

cyber campaign is directed against cyber infrastructure owned by a particular 

ethnic group in another state, the minority regarded it as an intervention, 

while the majority took the opposite position. For the scenario to amount to 

an intervention, in the m ŀƧƻǊƛǘȅΩǎ ǾƛŜǿΣ ƛǘ Ƴǳǎǘ ōŜ ŘŜǎƛƎƴŜŘ ƻǊ ƛƴǘŜƴŘŜŘ ǘƻ 

influence any outcome in the target state.172 

 Second, regarding a causal nexus to the effect on a target state, the 

majority of experts contended that indirect causation was enough, while the 
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minority required direct causation. They discussed a hypothetical example of 

the leaking of sensitive domestic intelligence records obtained through cyber 

espionage with the intention to cause a political crisis in a target state, then 

indirectly enforcing a policy favorable to an attacking state. The majority con-

sidered the case to be coercive, while the minority disagreed.173 

 Third, as regards whether there is a need for a target state to have 

ƪƴƻǿƭŜŘƎŜ ǘƘŀǘ άƛǘ ƛǎ ōŜƛƴƎ ŎƻƳǇŜƭƭŜŘ ƛƴǘƻ ŀ ǇŀǊǘƛŎǳƭŀǊ ŎƻǳǊǎŜ ƻŦ ŀŎǘƛƻƴΣέ ǘƘŜ 

majority denied it, while the minority required it. Speaking of covert cyber 

operations to alter electronic ballot results in a target state, the majority con-

tended that the target state is effectively forced into a particular outcome that 

would not otherwise have occurred, but the minority argued that the target 

must know of the intention from an attacking state.174 

 

3.2.2 Case Studies 

In respect of misinformation during the pandemic and the U.S. election of 

2016, Schmitt and Milanoviŏ noted that òthe point at which influence be-

comes coercion remains unsettled in international law, but some acts of mis-

ƛƴŦƻǊƳŀǘƛƻƴ ǿƻǳƭŘ ǳƴŀƳōƛƎǳƻǳǎƭȅ ǉǳŀƭƛŦȅ ŀǎ ǇǊƻƘƛōƛǘŜŘ ƛƴǘŜǊǾŜƴǘƛƻƴΦέ175 

{ŎƘƳƛǘǘ ƎƻŜǎ ŦǳǊǘƘŜǊΣ ŀǊƎǳƛƴƎ ǘƘŀǘ wǳǎǎƛŀƴ ƳŜŘŘƭƛƴƎ ƻǇŜǊŀǘƛƻƴǎ ǘƘŀǘ άŦŜƛƎƴŜŘ 

!ƳŜǊƛŎŀƴ ŎƛǘƛȊŜƴǎƘƛǇ ŀƴŘ ǘƘŜ ƘŀŎƪƛƴƎ ŀƴŘ ǎǳōǎŜǉǳŜƴǘ ǊŜƭŜŀǎŜ ƻŦ ǇǊƛǾŀǘŜ Řŀǘŀέ 

were in the legal grey zone, but might qualify as coercive, thereby amounting 

to intervention. As to whether the causation is direct or indirect, the second 

contentious point in the commentary to TM2 Rule 66, he evaluated that these 

operations indirectly impacted how voters choose candidates.176 In terms of 

the third divided point above, a condition of knowledge, American voters 

ǿŜǊŜ άǳƴŀǿŀǊŜέ ƻŦ wǳǎǎƛŀƴ ƻǇŜǊŀǘƛƻƴǎ ǿƘƛƭŜ ōŜƛƴƎ ŜȄǇƻǎŜŘ ǘƻ ǘƘŜƳ ƛƴ 

2016.177 That does not hinder the coercion element being met, according to 

the majority view. 

 Schmitt and Milanoviŏ also discussed whether the WannaCry attack178 

ŎƻǳƭŘ ƘŀǾŜ ŀƳƻǳƴǘŜŘ ǘƻ ǇǊƻƘƛōƛǘŜŘ ƛƴǘŜǊǾŜƴǘƛƻƴΦ ¢ƘŜȅ ŘŜŦƛƴŜ ŎƻŜǊŎƛƻƴ ŀǎ άŘŜπ

priving the state of the ability ǘƻ ŜȄŜǊŎƛǎŜ ǎǳŎƘ ŎƻƴǘǊƻƭ ƻǊ ŀŦŦŜŎǘƛƴƎ ǘƘŜ ǎǘŀǘŜΩǎ 

will ǘƻ ǎǳŎƘ ŀƴ ŜȄǘŜƴǘ ǘƘŀǘ ƛǘǎ ŎƘƻƛŎŜǎ ŀǊŜ ƴƻ ƭƻƴƎŜǊ ŦǊŜŜ ƻƴŜǎΦέ179 They then 

draw the following skeptical conclusion: 

 

Although the attack was coercive in fact, WannaCry was not coercive 

vis-a-vis the domaine réservé of health care. Rather, the operation was 

designed to secure a ransom payment; albeit highly disruptive, it did not 

deprive the United Kingdom of the ability to exercise control over health 

care in the country, nor did it affect its will with regard to health care 

choices that North Korea wished to impose on the United Kingdom.180 

 

In their assessment, the attack did not reach the required level of effects nor 

ŎƻŜǊŎƛƻƴ ǊŜƎŀǊŘƛƴƎ ŘƻƳŀƛƴŜ ǊŞǎŜǊǾŞΦ CƛǊǎǘΣ ŀǎ ŦƻǊ ǘƘŜ ŜŦŦŜŎǘǎΣ ƛǘ άŘƛǊŜŎǘƭȅ ŀŦπ

fected the physical well-ōŜƛƴƎ ƻŦ ƛƴŘƛǾƛŘǳŀƭǎ ƛƴ ǘƘŜ ¦ƴƛǘŜŘ YƛƴƎŘƻƳΣέ181 which 

was enough to make it qualify as a violation of British sovereignty due to the 

harm suffered,182 but not for the purpose of rule of non -intervention. As 

stated in the extract above, the UK maintained the ability to exercise control 

over healthcare. Second, regarding coercion, there was an intention on the 

North Korean side to force the British govern ment to do certain actions 

against its will: payment of ransom. However, this intention was not directed 

toward healthcare as domaine réservé. 
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 The WannaCry attack might have been a relatively easy case to assess 

under TM2, as it neither involved any controversial points raised among TM2 

experts nor met any of the conditions necessary to constitute prohibited in-

tervention. Accordingly, the only avenue left for the UK to accuse North Korea 

would be a violation of its sovereignty for the harmful effects on patients. The 

British government, however, does not support the stand-alone sovereignty 

rule in TM2. 

 To conclude, what stands out in the majority view of TM2 experts is that 

ŀƴ ƻŦŦŜƴŘŜǊΩǎ ŎƭŜŀǊ ƛƴǘŜƴǘ ǘƻ ŎƻŜǊŎŜ Ƴǳǎǘ ōŜ ŘƛǊŜŎǘŜŘ ǘƻǿŀǊŘ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀπ

tion of domaine reserve, and the effort must be able to influence particular 

outcomes. In this regard, a gap remains with the minority view that the effect 

suffices. The required level of impact appears higher compared to the breach 

of sovereignty. A state ransomware attack183 committed out of purely finan-

cial purposes (e.g., WannaCry) seems less likely to fulfill these requirements 

and to breach non-intervention rule, at least insofar as the majority view is 

concerned. 

 

3.2.3 State Positions  

 

(1) For 

Although the position papers of most states refer to the non-intervention prin-

ciple as customary international law, not all of them articulate their opinions 

clearly on how the element of coercion is fulfilled. Apart from the British gov-

ernment (referenced later), none of them explicitly support any of the three 

views proposed by the minority of TM2 experts: sufficiency of the effects, di-

rect causation, and need for knowledge of coercive intent. On the contrary, 

at least nine states (Australia, 184  Costa Rica,185  Denmark,186  Estonia,187  Fin-

land,188 Germany,189 Norway,190 Poland,191 Switzerland192) appear to be in fa-

vor of the majority view regarding the first contentious point. For instance, 

bƻǊǿŀȅΩǎ ǎǘŀǘŜƳŜƴǘ ǊŜƭŀǘƛƴƎ ǘƻ ŜƭŜŎǘƛƻƴ ƳŜŘŘƭƛƴƎ ǎŜŜƳǎ ƛƴ ƭƛƴŜ ǿƛǘƘ ǘƘŜ Ƴŀπ

ƧƻǊƛǘȅ ǾƛŜǿΥ άŎŀǊǊȅƛƴƎ ƻǳǘ ŎȅōŜǊ ƻǇŜǊŀǘƛƻƴǎ ǿƛǘƘ ǘƘŜ ƛƴǘŜƴǘ ƻŦ ŀƭǘŜǊƛƴƎ ŜƭŜŎǘƛƻƴ 

results in another State, for example by manipulating election systems or un-

duly influencing public opinion through the dissemination of confidential in-

ŦƻǊƳŀǘƛƻƴ ƻōǘŀƛƴŜŘ ǘƘǊƻǳƎƘ ŎȅōŜǊ ƻǇŜǊŀǘƛƻƴǎ όΨƘŀŎƪ ŀƴŘ ƭŜŀƪΩύ, would be in 

Ǿƛƻƭŀǘƛƻƴ ƻŦ ǘƘŜ ǇǊƻƘƛōƛǘƛƻƴ ƻŦ ƛƴǘŜǊǾŜƴǘƛƻƴΦέ193 The New Zealand position is 

similar to these nine states, but a little more subtle, especially in the wording: 

άƛƴǘŜƴǘƛƻƴ Ƴŀȅ ƛƴ ǎƻƳŜ ŎƛǊŎǳƳǎǘŀƴŎŜǎ ōŜ ƛƴŦŜǊǊŜŘ ŦǊƻƳ ǘƘŜ ŜŦŦŜŎǘǎ ƻŦ ŎȅōŜǊ 

ŀŎǘƛǾƛǘȅΦέ194 Canada, Germany, Italy, and Japan express the need for further 

discussion or state practice concerning the elements. 

 

(2) Against  

The British government released its most recent position paper on how inter-

national law applies to cyber operations in 2022.195 This provides a clue about 

Ƙƻǿ ǘƘŜ ¦Y ƳƛƎƘǘ ŎƻƴǎƛŘŜǊ ŎŜǊǘŀƛƴ άŘƛǎǊǳǇǘƛǾŜ ŎȅōŜǊ ŎƻƴŘǳŎǘέ ƻƴ άŜǎǎŜƴǘƛŀƭ 

ƳŜŘƛŎŀƭ ŎŀǊŜέ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ƴƻƴ-intervention. Raising the question of 

άǿƘŜǘƘŜǊ ŘƛǎǊǳǇǘƛǾŜ ŎȅōŜǊ ōŜƘŀǾƛƻǳǊǎ ŀǊŜ ŎƻŜǊŎƛǾŜ ŜǾŜƴ ǿƘŜǊŜ ƛǘ ƳƛƎƘǘ ƴƻǘ ōŜ 

possible to point to a specific course of conduct which a State has been forced 

ƛƴǘƻ ƻǊ ǇǊŜǾŜƴǘŜŘ ŦǊƻƳ ǘŀƪƛƴƎΣέ ǘƘŜ .ǊƛǘƛǎƘ !ǘǘƻǊƴŜȅ DŜƴŜǊŀƭ ƛƭƭǳǎǘǊŀǘŜŘ ŎƻŜǊπ

cive intervention in the medical sector with the following scenarios. 

 

¶ disruption of systems controlling emergency medical transport (e.g., tel-

ephone dispatchers) 
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¶ causing hospital computer systems to cease functioning 

¶ disruption of supply chains for essential medicines and vaccines 

¶ preventing the supply of power to housing, healthcare, education, civil 

administration and banking facilities and infrastructure 

 

/ƻƳōƛƴŜŘ ǿƛǘƘ ǘƘŜ ǎǘŀǘŜƳŜƴǘ ǘƘŀǘ άŎƻŜǊŎƛƻƴ Ŏŀƴ ōŜ ōǊƻŀŘŜǊ ǘƘŀƴ Χ ŎƻƳπ

ǇŜƭƭƛƴƎ ώŀ {ǘŀǘŜϐ ƛƴǘƻ ŀ ǎǇŜŎƛŦƛŎ ŀŎǘ ƻǊ ƻƳƛǎǎƛƻƴΣέ ƛǘ ƛƴƛǘƛŀƭƭȅ ŀǇǇŜŀǊǎ ŀǎ ǘƘƻǳƎƘ 

ŀ ǎǇŜŎƛŦƛŎ ŎƻŜǊŎƛǾŜ ƛƴǘŜƴǘ ƻƴ ǘƘŜ ƻŦŦŜƴŘŜǊΩǎ ǎƛŘŜ ƴŜŜŘ ƴƻǘ ōŜ ǎǇŜŎƛŦƛŜŘΣ ŀƴŘ 

even state ransomware attacks with a merely financial purpose might be re-

garded by the UK as coercive intervention depending on the scale and sever-

ity. Should this be the case, the British view may be akin to the minority view 

of TM2 experts about the first point of disagreement. 

 

3.2.4 Summary  

It has been well established in physical domains that two elements need to be 

fulfilled for prohibited intervention to exist: domaine réservé and coercion. 

While no objection is voiced for treating cyber acts similarly, the element of 

coercion was more contentiously debated during the TM2 project and will 

thus be at issue in TM3. The question of election meddling, especially as in-

fluence operations, will be near the top of agenda, as it remains an unsettled 

issue. As the WannaCry case illustrates, a more cu mbersome question is 

whether certain disruptive cyberattacks could be recognized as coercive 

enough when a specific intent to force a course of action or an outcome con-

ŎŜǊƴƛƴƎ ŘƻƳŀƛƴŜ ǊŞǎŜǊǾŞ ŀƎŀƛƴǎǘ ŀ ǘŀǊƎŜǘ ǎǘŀǘŜΩǎ ǿƛƭƭ ƛǎ ŘƛŦŦƛŎǳƭǘ ǘƻ ǇǊƻǾŜΦ ¢ƘŜ 

rule of non-intervention, including the coercion element, will definitely require 

further in -depth review for all states, not just for states like the UK that do 

not accept a stand-alone rule of sovereignty. 

 
3.3 Due Diligence  

5ǳŜ ŘƛƭƛƎŜƴŎŜ άƘŀǎ ǘǊŀŘƛǘƛƻƴŀƭƭȅ ōŜŜƴ ƛƴǾƻƪŜŘ όŀƴŘ ǎǘƛƭƭ ƛǎύ ƛƴ ǎƛǘǳŀǘƛƻƴǎ ǿƘŜǊŜ 

it establishes the legal responsibility of a State in connection with the behav-

ƛƻǳǊ ƻŦ ǇǊƛǾŀǘŜ ŀŎǘƻǊǎ ǘƘŀǘ Ŏŀƴƴƻǘ ōŜ ŀǘǘǊƛōǳǘŜŘ ŘƛǊŜŎǘƭȅ ǘƻ ǘƘŜ {ǘŀǘŜΦέ196 In this 

regard, it is worth noting that in its well -known dictum in the Corfu Channel 

ŎŀǎŜΣ ǘƘŜ L/W ŀŦŦƛǊƳŜŘ άŜǾŜǊȅ {ǘŀǘŜΩǎ ƻōƭƛƎŀǘƛƻƴ ƴƻǘ ǘƻ ŀƭƭƻǿ ƪƴƻǿƛƴƎƭȅ ƛǘǎ ǘŜǊπ

ǊƛǘƻǊȅ ǘƻ ōŜ ǳǎŜŘ ŦƻǊ ŀŎǘǎ ŎƻƴǘǊŀǊȅ ǘƻ ǘƘŜ ǊƛƎƘǘǎ ƻŦ ƻǘƘŜǊ {ǘŀǘŜǎΦέ197 As TM2 

notes, the general principle of sovereignty imposes legal obligations to exer-

cise due diligence to terminate harmful cyber activities emanating from a 

ǎǘŀǘŜΩǎ ǘŜǊǊƛǘƻǊȅΦ198 

 

3.3.1 TM1 & 2 

 

(1) TM1 

 

(a) Basic Rule 

The due diligence principle is originally covered in Rule 5 in TM1, although the 

ǘŜǊƳƛƴƻƭƻƎȅ ǳǎŜŘ ƛƴ ƛǘǎ ŎƻƳƳŜƴǘŀǊȅ ƛǎ άŘǳŜ ŎŀǊŜέ ƛƴǎǘŜŀŘ ƻŦ άŘǳŜ Řƛƭƛπ

ƎŜƴŎŜΦέ199 
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A State shall not knowingly allow the cyber infrastructure located in its territory or 

under its exclusive governmental control to be used for acts that adversely and un-

lawfully affect other States. 

200 

 

TM1 experts reached no consensus on several points. The first is whether con-

ǎǘǊǳŎǘƛǾŜ ƪƴƻǿƭŜŘƎŜ όάǎƘƻǳƭŘ ƘŀǾŜ ƪƴƻǿƴέύ ƛǎ ǊŜǉǳƛǊŜŘ ǿƘŜƴ ŀ ǎǘŀǘŜ ƛǎ άǳƴπ

ŀǿŀǊŜ ƻŦέ201 an offending cyber operation on its territory. No further detailed 

discussion on this point was held during TM1, probably due to the failure of 

TM1 experts to find any common ground at that time. The second problem is 

whether a state through which cyber operations are routed (the transit state) 

bears an obligation to act against a harmful cyber operation.202 Here, the TM1 

experts did not give any particular example. Overall, however, TM1 recognized 

the due diligence obligation as lex lata ŀƴŘ ŀƴ ƛƴƧǳǊŜŘ ǎǘŀǘŜΩǎ ŜƴǘƛǘƭŜƳŜƴǘ ǘƻ 

the circumstances precluding wrongfulness such as countermeasures and the 

right of self-ŘŜŦŜƴǎŜ άώƛϐŦ ŀ {ǘŀǘŜ Ŧŀƛƭǎ ǘƻ ǘŀƪŜ ŀǇǇǊƻǇǊƛŀǘŜ ǎǘŜǇǎΦέ203 

 TM2 experts took over the review of the due diligence principle from 

TM1 experts. Consequently, Rules 6 and 7 in TM2 replaced TM1 Rule 5. 

 

(b) Due Diligence and Jus Ad Bellum  

As a substitute for the due diligence in the context of the jus ad bellum, TM1 

ŜȄǇŜǊǘǎ ŘƛǎŎǳǎǎŜŘ ǘƘŜ άǳƴǿƛƭƭƛƴƎ ŀƴŘ ǳƴŀōƭŜέ ǘŜǎǘΦ .ǳǘ ¢aм ŘƛŘ ƴƻǘ ŎǊŜŀǘŜ ŀ 

black-letter rule for that purpose. Instead, the test was only covered in the 

commentary to TM1 Rule 13 on the right of self -defense against an armed 

attack.204 Unlike the basic rule of due diligence in peacetime, an update on 

TM1 Rule 13 was tasked to the same TM1 experts for the purpose of TM2, 

and their consideration is still valid in renumbered Rule 71 of TM2. 

 

(2) TM2 

 

(a) Overview: TM2 Rules 6 and 7  

TM2 experts upheld the TM1 stance that the due diligence obligation has lex 

lata status in the cyber context, which is in clear contrast to UN GGE Reports 

of 2013205 and 2015,206 both of which categorized it as a voluntary, non-bind-

ing norm. 

 TM2 created a dedicated chapter on due diligence and elaborated on 

requirements such as the threshold of harm and scope/character of the obli-

gation. TM2 also provided solutions to pending issues in TM1, such as a transit 

ǎǘŀǘŜΩǎ ƻōƭƛƎŀǘƛƻƴ207 and constructive knowledge.208 With respect to the for-

mer, TM2 illustrated the obligation through an example of a fiber optic cable 

that is laid inside the territory or waters of the transit state and a botnet setup 

for malicious purposes. 209 But it seems as though the majority of TM2 experts 

are at least judging the existence of a due diligence obligation not by a cate-

gorical standard, but rather on the basis of conditions such as knowledge210 

or requisite harm.211 ¢Ƙǳǎ άǘƘŜ ǘǊŀƴǎƛǘ {ǘŀǘŜέ ōŜŀǊǎ ŘǳŜ ŘƛƭƛƎŜƴŎŜ ƻōƭƛƎŀǘƛƻƴǎ 

on some occasions but not on others. Next, in respect to the latter issue, TM2 

ŀŦŦƛǊƳŜŘ ǘƘŜ ŎƻƴǎǘǊǳŎǘƛǾŜ ƪƴƻǿƭŜŘƎŜ ǎǘŀƴŘŀǊŘΣ ŎƛǘƛƴƎ WǳŘƎŜ !ƭǾŀǊŜȊΩǎ ǎŜǇŀǊŀǘŜ 

opinion in the ICJ Corfu Channel ŎŀǎŜΣ ŀŘŘƛƴƎ ŀ ŎŀǾŜŀǘ ǘƘŀǘ άƛƴ ƛƴǘŜǊƴŀǘƛƻƴŀƭ 

ƭŀǿ ƎŜƴŜǊŀƭƭȅΣ ǘƘŜ ǎǘŀƴŘŀǊŘ ƛǎ ǎƻƳŜǿƘŀǘ ŎƻƴǘǊƻǾŜǊǎƛŀƭΦέ212 TM2 suggests that 

the standard more likely applies when the exploited cyber infrastructure is 

 

TM1 Rule 5: Control of Cyber  

Infrastructure200 
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government-owned rather than private. This is the case with publicly known 

malware and vulnerabilities (e.g., Heartbleed vulnerability)213 or DDoS attacks 

ǘƘŀǘ ŀǊŜ άƎŜƴŜǊŀƭƭȅ ŀƭǿŀȅǎ ŘŜǘŜŎǘŜŘΦέ214 

 
215 

A State must exercise due diligence in not allowing its territory, or territory or cyber 

infrastructure under its governmental control, to be used for cyber operations that 

affect the rights of, and produce serious adverse consequences for, other States. 

 

 

Regarding the threshold of harm, TM2 experts noted that for this rule to ap-

ǇƭȅΣ ǘƘŜǊŜ Ƴǳǎǘ ōŜ άŎȅōŜǊ ƻǇŜǊŀǘƛƻƴǎ ōȅ ŀ {ǘŀǘŜ ǘƘŀǘ ōǊŜŀŎƘ ŀƴ ƛƴǘŜǊƴŀǘƛƻƴŀƭ 

ƭŜƎŀƭ ƻōƭƛƎŀǘƛƻƴ ƻǿŜŘ ǘƻ ǘƘŜ ǘŀǊƎŜǘ {ǘŀǘŜέ ŀƴŘ ǘƘŀǘ ƘŀǾŜ άǎŜǊƛƻǳǎ ŀŘǾŜǊǎŜ 

ŎƻƴǎŜǉǳŜƴŎŜǎΦέ216 In the event of cyber operations perpetrated by non-state 

ŀŎǘƻǊǎΣ ǘƘŜǊŜ Ƴǳǎǘ ōŜ άǎŜǊƛƻǳǎ ŀŘǾŜǊǎŜ ŎƻƴǎŜǉǳŜƴŎŜǎέ ǘƘŀǘ άŀŦŦŜŎǘ ŀ ǊƛƎƘǘ ƻŦ 

ǘƘŜ ǘŀǊƎŜǘ {ǘŀǘŜΣέ ŀǎ ƴƻƴ-state actors do not violate international law per se.217 

 However, TM2 experts reached no consensus on where the threshold is 

set.218 CƻǊ ŜȄŀƳǇƭŜΣ άŎŀǳǎƛƴƎ ƛƴŎƻƴǾŜƴƛŜƴŎŜΣ ƳƛƴƻǊ ŘƛǎǊǳǇǘƛƻƴΣ ƻǊ ƴŜƎƭƛƎƛōƭŜ 

ŜȄǇŜƴǎŜΣέ ǎǳŎƘ ŀǎ άŘŜŦŀŎŜƳŜƴǘ ƻŦ ŀƴ ƻŦŦƛŎƛŀƭ ǿŜōǎƛǘŜ ƻŦ ŀ {ǘŀǘŜΩǎ aƛƴƛǎǘǊȅ ƻŦ 

{ǇƻǊǘǎ ǘƘŀǘ ǇǊƻǾƛŘŜǎ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ƛǘǎ ƴŀǘƛƻƴŀƭ ǘŜŀƳǎ ōȅ ƘŀŎƪŜǊǎΣέ ŘƻŜǎ ƴƻǘ 

suffice.219 /ƻƴǾŜǊǎŜƭȅΣ ǘƘŜ ǊǳƭŜ ŀǇǇƭƛŜǎ ƛƴ ǘƘŜ ŎŀǎŜ ƻŦ ǘƘŜ ŘŜŦŀŎŜƳŜƴǘ ƻŦ άŀ 

website providing critical government services, as with ones used for payment 

ƻŦ ǘŀȄŜǎΣ ǾƻǘƛƴƎΣ ƻǊ ǇǊƻǾƛŘƛƴƎ ŘƛǎŀǎǘŜǊ ǊŜƭƛŜŦ ƎǳƛŘŀƴŎŜΣέ ǘƘŀǘ ŀǊŜ άǊŜƴŘŜǊŜŘ 

ǳƴǳǎŀōƭŜΦέ220 {ƛƳƛƭŀǊƭȅΣ ŀǎ ƴƻ ǇƘȅǎƛŎŀƭ ƘŀǊƳ ƛǎ ǊŜǉǳƛǊŜŘ ƛƴ ¢aнΩǎ ǾƛŜǿΣ ŎȅōŜǊ 

ƻǇŜǊŀǘƛƻƴǎ ŀƛƳƛƴƎ ŀǘ άƛƴǘŜǊŦŜǊŜƴŎŜ ǿƛǘƘ ǘƘŜ ƻǇŜǊŀǘƛƻƴ ƻŦ ŎǊƛǘƛŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ 

ƻǊ ŀ ƳŀƧƻǊ ƛƳǇŀŎǘ ƻƴ ǘƘŜ ŜŎƻƴƻƳȅέ ŎŀǳǎƛƴƎ άǘƘŜ ǎŜǾŜǊŜ ŘƛǎǊǳǇǘƛƻƴ ƻŦ ƻƴƭƛƴŜ 

banking, media, governmental functiƻƴǎΣ ŀƴŘ ōǳǎƛƴŜǎǎέ ǎǳŦŦƛŎŜ ǘƻ ƳŜŜǘ ǘƘŜ 

threshold.221 

 
222 

The principle of due diligence requires a state to take all measures that are feasible 

in the circumstances to put an end to cyber operations that affect a right of, and 

produce serious adverse consequences for, other states. 

 

 

TM2 experts concluded that when the territorial state is unable to stop harm-

ful cyber operations with all feasible measures, no violation results, even if the 

harm still exists. That is because, according to the Rule 7 commentary, the due 

diligence principƭŜ άƛǎ ŀƴ ƻōƭƛƎŀǘƛƻƴ ƻŦ ŎƻƴŘǳŎǘΣ ƴƻǘ ƻŦ ǊŜǎǳƭǘΣέ ŀƴŘ ǘƘǳǎ άŘƻŜǎ 

not demand that the territorial State always be successful in bringing to an 

ŜƴŘ ƘŀǊƳŦǳƭ ǳǎŜǎ ƻŦ ƛǘǎ ǘŜǊǊƛǘƻǊȅΦέ223 

 This point is a remarkable clarification that was not seen in TM1, but at 

the same time it raises a new question of consistency with other rules, specif-

ically with the right of self-defense. As described below, the majority of TM1 

experts appear to regard due diligence as an obligation of result, not just an 

obligation of conduct, in relation to jus ad bellum. 

 

(b) Countermeasures for Non -Compliance of Due Diligence  

The TM2 experts also updated the rules on countermeasures. The commen-

tary to Rule 23 on the proportionality requirement, in particular, notes that 

άǘƘŜ ǇǊƻǇƻǊǘƛƻƴŀƭƛǘȅ ƻŦ ǘƘŜ ŎƻǳƴǘŜǊƳŜŀǎǳǊŜ ǿƛƭƭ ōŜ ŘŜǘŜǊƳƛƴŜŘ ǿƛǘƘ ǊŜǎǇŜŎǘ 

 

TM2 Rule 6: Due Diligence  

(General Principle)215 

 

 

 

TM2 Rule 7: Compliance with the 

Due Diligence Principle222 
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ǘƻ ǘƘŜ ǊŜǎǇƻƴǎƛōƭŜ {ǘŀǘŜΩǎ ƻƳƛǎǎƛƻƴΣ ƴƻǘ Ǿƛǎ-à-vis the severity and conse-

quences of the cyber operations that the responsible State had a duty to ter-

ƳƛƴŀǘŜΦέ224 This is a reasonably understandable statement, since the purpose 

ƻŦ ŎƻǳƴǘŜǊƳŜŀǎǳǊŜǎ ƛǎ ǘƻ άƛƴŘǳŎŜ ŀ ǊŜǎǇƻƴǎƛōƭŜ {ǘŀǘŜ ǘƻ ŎƻƳǇƭȅ ǿƛǘƘ ǘƘŜ ƭŜƎŀƭ 

ƻōƭƛƎŀǘƛƻƴǎ ƛǘ ƻǿŜǎ ŀƴ ƛƴƧǳǊŜŘ {ǘŀǘŜέ όwǳƭŜ нмύΦ225 As discussed below in the 

section on responsive measures, a victim state of a malicious cyber campaign 

launched by a non-state actor must justify its trans-border cyber operations 

ŀƎŀƛƴǎǘ ǘƘŜƳΦ .ǳǘ ƛŦ ǘƘŜ ǊŜǎǇƻƴǎŜ ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘŜǊǊƛǘƻǊƛŀƭ ǎǘŀǘŜΩǎ ƴƻƴ-com-

pliance with the due diligence rule, the scope of permissible counter-opera-

tions may be limited in nature. 

 

(c) Due Diligence and  Jus Ad Bellum  

Regarding the use of force threshold, the TM1 experts all agreed that afford-

ƛƴƎ ǎŀƴŎǘǳŀǊȅ όǎŀŦŜ ƘŀǾŜƴύ ǘƻ ŀ ǘŜǊǊƻǊƛǎǘ ƎǊƻǳǇ άƳŀȅέ ōǊŜŀŎƘ ǘƘŜ ŘǳŜ ŘƛƭƛƎŜƴŎŜ 

ƻōƭƛƎŀǘƛƻƴ ŘŜǎǇƛǘŜ ƴƻǘ ƛƴǾƻƭǾƛƴƎ ŀƴȅ ǳǎŜ ƻŦ ŦƻǊŎŜΦ Lƴ ǘƘŜ ƳŀƧƻǊƛǘȅΩǎ ǾƛŜǿΣ Ƙƻǿπ

ever, when the territor ial state engages in more active involvement, it will 

qualify as a use of force. Providing malware and training to an organized 

group is such an example by analogy to the ICJ judgment in the Nicaragua 

case.226 Furthermore, the majority of TM1 experts argued that there may be a 

ǳǎŜ ƻŦ ŦƻǊŎŜ άƛƴ ŎŜǊǘŀƛƴ ŎƛǊŎǳƳǎǘŀƴŎŜǎέ ǿƘŜƴ ǘƘŜ ǘŜǊǊƛǘƻǊƛŀƭ ǎǘŀǘŜ ǇǊƻǾƛŘŜǎ 

ǎŀƴŎǘǳŀǊȅ ƛƴ ŎƻƴƧǳƴŎǘƛƻƴ ǿƛǘƘ άǎǳōǎǘŀƴǘƛŀƭ ǎǳǇǇƻǊǘ ƻǊ ǇǊƻǾƛŘƛƴƎ ŎȅōŜǊ ŘŜπ

fences for the non-{ǘŀǘŜ ƎǊƻǳǇΦέ227 

 With regard to whether the right of self -defense may be invoked in re-

sponse to non-ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜ άǳƴǿƛƭƭƛƴƎ ŀƴŘ ǳƴŀōƭŜέ ǘŜǎǘΣ ǘƘŜ ƳŀƧƻǊƛǘȅ 

of TM1 experts concluded in the affirmative. In the commentary to the rule 

on self-defense against armed attack, they argued that self-defense is possible 

when the territorial state is not only unwilling but also unable (e.g., because 

it lacks the expertise or technology) to end non-ǎǘŀǘŜ ŀŎǘƻǊΩǎ ŎȅōŜǊ ŀǊƳŜŘ ŀǘπ

tack.228 ¢Ƙƛǎ ǇǊƻǇƻǎƛǘƛƻƴ ƛƳǇƭƛŜǎ ǘƘŀǘ ǘƘŜ ǘŜǎǘ ƻŦ άǳƴǿƛƭƭƛƴƎ ŀƴŘ ǳƴŀōƭŜέ ƛƴ ǘƘŜ 

jus ad bellum context is an obligation of result, unlike the obligation in a time 

ƻŦ ǇŜŀŎŜΦ Lǘ ŀƭǎƻ ǎǳƎƎŜǎǘǎ ǘƘŀǘ ŀ ǾƛŎǘƛƳ ǎǘŀǘŜΩǎ ǊƛƎƘǘ ƻŦ ǎŜƭŦ-defense outweighs 

the sovereignty of the territorial state. A minority of TM1 experts objected to 

this majority view, arguing that a victim state must seek the consent of the 

territorial state or authorization by the UN Security Council if the armed attack 

is not attributable to the territorial state, although they recognized other legal 

options, such as the plea of necessity.229 It is unfortunate that no precedent 

or reference is cited there from either side. 

 

3.3.2 Case Studies 

There are no reported cases in which due diligence was clearly invoked by a 

victim state in the cyber context. Although there is a case where an ISIS/ISIL 

hacker was killed in Syria,230 that does not mean cyber activities in Syria led 

the U.S. ŀƴŘ ƻǘƘŜǊ ǎǘŀǘŜǎ ǘƻ ƛƴǾƻƪŜ ǘƘŜ άǳƴǿƛƭƭƛƴƎ ŀƴŘ ǳƴŀōƭŜέ ǘŜǎǘΦ 

 

3.3.3 State Positions  

 

(1) Due Diligence in Peacetime  

 

(a) For  

While Australia (perhaps as a voluntary, non-binding norm), Canada, China,231 

Costa Rica, Denmark, Estonia, Finland, France, Germany, Ireland, Italy, Japan, 










































































