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Abstract   

 
The two Tallinn Manuals, which are expert attempts at articulating how inter-

national law applies to cyber warfare and operations, have sparked diverse 

opinions and interpretations across states and scholars. They are important 

for both state legal advisors  and non -legal government staff, as they provide 

guidance on critical issues pertaining to international law, such as counter-

measures, due diligence, collective countermeasures, extraterritorial jurisdic-

tion, and the definition of cyberattacks under intern ational humanitarian law. 

The report examines the disagreements and controversies that have arisen re-

garding the two Tallinn Manuals and proposes recommendations for Den-

mark concerning the positions it should take ahead of Tallinn Manual 3.0 . 
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Introduction  

 
1.1 Scope of Research  

The Tallinn Manual on the International Law Applicable to Cyber Warfare 1 

(TM1) and Tallinn Manual 2.0 on the International Law Applicable to Cyber 

Operations 2 (TM2) are academic endeavors by experts to articulate existing 

international law relating to state cyber operations based on assessments of 

state practice. Despite the project being non -governmental and formally pol-

itics-neutral,3 TM1 and TM2 are highly referenced by governments and aca-

demia alike, and they are praised as important professional achievements 4 in 

this field.  

 Increasing numbers of states have presented position papers on how 

international law applies in cyberspace, some of which maintain unique inter-

pretations of the subject, and efforts to create a third edition of the Tallinn 

Manual (TM3) are underway at the time of writing. 5 This report thus aims to 

present a rough sketch of both manuals to readers in Denmark while also 

identifying disputed issues that that Denmark must consider ahead of TM3.  

 Both publications were hosted by the NATO Cooperative Cyber Defence 

Centre of Excellence (CCDCOE) 6 and produced by an international group of 

experts (IGE) participating in their personal capacity (NATO CCDCOE con-

vened the group). Since its accession to NATO CCDCOE in 2019, 7 Denmark 

has become one of the supporting states for the Tallinn Manuals and, thus, 

has a significant interest in how TM3 will progress. At the same time, Denmark 

is expected to actively contribute to TM3’s successful completion. 8 

 From a domestic perspective, such background work will also help Den-

mark to articulate more granular views on how international law applies in 

cyberspace. As the Danish Ministry of Foreign Affairs released its long -awaited 

first position paper on the subje ct in July 2023, 9 its legal interpretations must 

be fully integrated into all cyber -related government business, including Dan-

ish defense and security policies. Although the main audiences of the Tallinn 

Manuals are “State legal advisors charged with providing internationa l law 

advice to governmental decision makers, both civilian and military,” 10  the 

manuals are also of significance to the daily work of other non -legal govern-

ment personnel, such as when cyberattacks emanating from another state 

affect election and healthcare policy and other government services. On top 

of that, any citizen can fal l victim to a cyberattack on critical infrastructure, 

whether to be put at risk of a power outage or manipulated by cyber meddling 

operations during an election campaign. Those impacted by prospective 

cyberattacks, therefore, will all benefit from understa nding the Tallinn Manu-

als. 

 That said, the Tallinn Manuals reflect diverging views on the subject 

among states and experts. The report thus starts by examining where these 

disagreements and controversies lie in the two Tallinn Manuals before it pro-

poses recommendations for Denmark. C ommentators have already made an 

abundance of assessments of TM1 and TM2, including the topics of counter-

measures, due diligence, and sovereignty. 11 This report thus refrains from in-

vestigating these basic concepts thoroughly; instead, it seeks to analyze very 

1 
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granular aspects of the manuals: how experts agreed or disagreed on selected 

topics; how their views were of relevance to high -profile cyber incidents that 

actually occurred in recent years; and the possible impact of state stances on 

TM3. Building in part icular on the preceding academic work on the principle 

of sovereignty, 12 the report focuses on the following topics: (1) espionage, (2) 

extra-territorial enforcement jurisdiction, (3) non -intervention, (4) due dili-

gence, (5) collective countermeasures, (6) the plea of necessity, and (7) the 

notion of “attack” under Internation al Humanitarian Law (IHL).  

 
1.2 Methodology  

This article is based on open -sourced research. It references the two Tallinn 

Manuals together with state position papers on international law on cyber -

related issues. The following thirty states have released documents: 13  Aus-

tralia,14 Brazil, 15 Canada, 16 China, 17 Costa Rica, 18 Czech  Republic, 19 Denmark, 

Estonia, 20  Finland, 21  France, 22  Germany, 23  Iran, 24  Ireland, 25  Israel,26  Italy,27  Ja-

pan, 28  Kazakhstan, 29  Kenya, 30  the Netherlands, 31  New Zealand, 32  Norway, 33 

Pakistan, 34  Poland, 35  Romania, 36  Russia, 37  Singapore, 38  Sweden, 39  Switzer-

land, 40 UK, 41 US, 42 and the African Union (AU). 43 

 This report is also based on primary sources issued by relevant entities 

and interviews with those involved in the Tallinn Manuals. The author only 

received input from a limited number of respondents, presumably due in part 

to the TM3 project being underwa y. 

 
1.3 Outline of the Report  

The next chapter, Chapter 2, tracks the paths that the Tallinn Manuals have 

previously followed. It starts with investigation of the host organization of 

TM1 and TM2 (NATO CCDCOE), as they are known to have driven the pro-

cess. It then proceeds to the quest ions of how the Manual stakeholders re-

sponded to their deliverables after publication and whether they considered 

the project’s goals achieved. Chapter 3 focuses on points of (dis)agreement 

among the experts regarding the topics listed above and offers ten tative as-

sessments of actual cyber incidents in accordance with relevant TM rules and 

the different views in state commentaries. Chapter 4 concludes with potential 

tasks for TM3 and for Denmark to pursue going forward.  
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Overview of the Tallinn   

Manuals  

 
2.1 History  

 

2.1.1  Cyberattacks on Estonia in 2007  

To track the history of the Tallinn Manuals  properly, one must look back to 

the 2007 cyberattacks on Estonia as a triggering event. Following a surge of 

tensions over the Bronze Soldier monument, erected in Tallinn as a symbol of 

the Soviet victory over Nazi Germany but perceived by many Estonians as a 

symbol of Communist repression, the Estonian government decided to relo-

cate the statute along with the remains of the Soviet soldiers buried at its 

original site to the military cemetery in Tallinn in 2007. An Estonian political 

party with links to th e Kremlin, the Russian government and Russian media all 

condemned the Estonian “fascist government” and “rewriting of history.” On 

April 26, when the preparatory work began, protesters gathered at the site, 

which escalated into street riots with looting an d vandalism in the Estonian 

capital and in Russia, leading to the death of a young man with Russian citi-

zenship. 44 Protests also erupted in Moscow; the Estonian Embassy in Moscow 

was besieged by Russian nationalist youth movements, such as the Nashi and 

Molodaya Rossiya, both of which the Russian government at least passively 

supported. 45 The safety and immunity of the embassy and its personnel, in-

cluding the ambassador, were threatened.  

 The cyberattacks began on April 27 and lasted twenty -two days. The 

attacks originated from computers in 178 countries but were largely commit-

ted by political activists who were coordinated and resourced both financially 

and intellectually with instructions  from Russian hacker sites. Numerous iden-

tified IP addresses involved in the attacks were Russians, including Russian 

state institutions. Nashi activists claimed their involvement, a claim later en-

dorsed by a State Duma Deputy. 46 Technically speaking, the attacks were mild 

in relation to what Russia could  otherwise do. 47  But the Denial -of-Service 

(DoS)48 and Distributed Denial -of-Service (DDoS) attacks 49 were “unparalleled 

in size and variety” for Estonia. 50 Estonia had been “one of the world’s most 

connected nations” 51 and had pioneered a lengthy tradition of research and 

development in this field since Soviet times. Thus, in 2007, Estonia already 

had an array of IT experts capable of handling cyber incidents. Due to the 

small size of the country, “everyone knows everyo ne and gives each other 

advice,” 52 which made possible an agile, dynamic, and effective defense. 53 

 While the Russian government denied involvement in the attacks, hostile 

rhetoric from high -ranking Russian politicians and the government’s refusal 

to stop the attacks were believed to embolden the attackers. 54  Moreover, 

then-Estonian President T. Hendrik Ilves claimed that every internet service 

provider in Russia was required by law to connect its cables with the Federal 

Security Service (FSB), which controls the internet nationwide. In Estonia’s 

view, the Rus sian government was thus indirectly responsible for the attacks. 55 

2 
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 The Estonian government did not regard the incident as “an armed at-

tack” under Article 51 of the UN Charter, nor it did request invocation of 

Article 5 of the North Atlantic Treaty. 56 However, the 2007 attacks made the 

Estonian government more serious about its readiness, which led to the im-

plementation of the National Cyber Security Strategy and creation of the 

“Cyber Defence League.”   

 In the wake of the incident, NATO provided emergency assistance to 

Estonia57 and approved its first Policy on Cyber Defence in January 2008. On 

April 3 of the same year, NATO heads of state and government issued the 

Bucharest Summit Declaration, which “paved the way for the establishment 

of Estonian COE [NATO CCDCOE],” 58 endorsing the Policy on Cyber Defence 

in the following paragraph on cyber defence:  

 

47. NATO remains committed to strengthening key Alliance information 

systems against cyber attacks. We have recently adopted a Policy on 

Cyber Defence, and are developing the structures and authorities to 

carry it out. Our Policy on Cyber Defence emphasise s the need for NATO 

and nations to protect key information systems in accordance with their 

respective responsibilities; share best practices; and provide a capability 

to assist Allied nations, upon request, to counter a cyber attack. We look 

forward to co ntinuing the development of NATO’s cyber defence capa-

bilities and strengthening the linkages between NATO and national au-

thorities.59 

 

Armed conflict between Russia and Georgia erupted that summer, which fur-

ther demonstrated how cyberattacks can potentially become a major compo-

nent in conventional warfare. 60 Although the cyberattacks were DDoS -type 

attacks and the defacement of Georgian government websites, the fact that 

cyber means were used for the first time in sync with conventional military 

operations in an actually fought war 61 likely convinced NATO CCDCOE mem-

ber states about the pressing need to explore legal issues arising from state 

cyber operations.  

 

2.1. 2 Birth of NATO CCDCOE  

The idea of creating a cyber defense hub in Estonia as a new NATO Centre of 

Excellence (CoE) was proposed by Estonia no later than 2004, when it 

achieved accession to NATO. 62 In May 2008, seven NATO allies (Estonia, Ger-

many, Italy, Latvia, Lithuania, Slovakia and Spain) and the Allied Command 

Transformation (ACT) signed the documents to establish a NATO CCDCOE in 

Estonia as the 9th accredited CoE. 63 The CoE became fully operational in late 

October that year. 64 From the beginning of its operation, Estonia as the frame-

work nation keenly pursued the Tallinn Manual project for NATO CCDCOE. 

The proposal to that effect was approved along with other projects at  the 

NATO CCDCOE Steering Committee (SC) meeting 65 around 2008, and NATO 

CCDCOE asked Professor Michael Schmitt, who had published an article on 

the topic in 1999, 66 to take charge. 67 
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2.1. 3 Launch of the Tallinn Manual  

 

(1) TM1 (2009 ‒2013)  

The project kicked off in 2009. To produce TM1, an International Group of 

Experts (IGE)—subject-matter experts with different backgrounds 68—was con-

vened. Some of the legal experts were authors of renowned international law 

manuals in the areas of non -international armed conflict 69 and air and missile 

warfare. 70 In addition to these scholars of international law, the IGE also in-

cluded technical experts. The TM1 editorial committee had a member special-

ized in computer science and electrical engineering, his role for TM1 thus be-

ing lead technical advisor. 71  NATO CCDCOE also provided technical counsel, 

as it deployed in -house technical researchers to the IGE. NATO CCDCOE also 

assumed the roles of managing and coordinating the project.  

 TM1 was published in 2013. As the title indicates, TM1 focuses on both 

jus ad bellum  (law governing use of force by states) and jus in bello  (IHL).72 

The book consists of two parts. Part I, on International cyber security law, 

starts with Chapter 1 on states and cyberspace, which deals with basic legal 

concepts such as sovereignty, jurisdiction and state responsibility. Chapter 2 

is about prohibition o f the use of force, self -defense against armed attack, 

and actions of international governmental organizations. Part II, on the law of 

cyber armed conflict, comprises five chapters in total: Chapter 3 on IHL gen-

erally; Chapter 4 on the conduct of hostiliti es; Chapter 5 on certain persons, 

objects, and activities; Chapter 6 on occupation; and Chapter 7 on neutrality.  

 Throughout the entire period, the TM project remained on the agenda 

of the UNSC meeting and was followed by the NATO CCDCOE member 

states. Meanwhile, Hungary, the Netherlands, Poland and the U .S. completed 

the process of joining NATO CCDCOE, bringing the total number of sponsor-

ing nations to eleven when TM1 was published in 2013. 73 However, there was 

no interactive dialogue regarding the content between the IGE and NATO 

CCDCOE member states during the drafting process, as “States maintained a 

distance from the work of the International Group of Experts.” 74 

 

(2) TM2 (2013 ‒2017)  

NATO CCDCOE and the Director of the Tallinn Manual  were both determined 

to continue the follow -up project even before having completed editing the 

first edition. To create a smoother process, they carefully planned how to pro-

ceed with the second edition. NATO CCDCOE, for instance, surveyed publicly 

available book reviews, academic articles, and any other analyses of the first 

edition. Some of these reviews pointed out that the TM1 focus was very nar-

row, that so -called “cyber warfare” has not occurred, and many more im-

portant topics required further study. 75  

 To fulfill these expectations by addressing cyber operations below the 

level of the use of force, new chapters were produced for TM2. TM2 consists 

of four Parts. Part I includes five chapters: sovereignty, due diligence, jurisdic-

tion, law of international responsibility, and cyber operations not per se regu-

lated by international law (peacetime espionage). Part II, on specialized re-

gimes of international law and cyberspace, has six new chapters: international 

human rights law, diplomatic and consular law, la w of the sea, air law, space 

law, and international telecommunication law. Part III, on international peace 

and security, and cyber activities, has both new chapters and updated TM1 

chapters: peaceful settlement, prohibition of intervention, the use of for ce, 
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and collective security. The structure and rules of Part IV, on the law of cyber 

armed conflict, are almost the same as TM1.  

 For the purpose of drafting TM2, a new IGE was convened. A few TM1 

experts remained on the IGE, but new experts were also invited from addi-

tional western and non -western states, including China, India, Israel, Japan, 

South Korea and Thailand. The new IGE d rastically revised the first chapter of 

TM1, while TM1 chapters on both jus ad bellum  and jus in bello  were reviewed 

and updated as necessary by TM1 experts and combined in the second edi-

tion. 

 Another innovation for TM2 was a consultation (engagement) process 

that asked states to “unofficially comment on the working drafts of the Man-

ual in a Chatham House environment.” 76 The process was initially designed 

by NATO CCDCOE and the TM Director to include insights from NATO CCD-

COE member states in a draft text of TM2. The scope of eligible participants 

was later expanded to invite any state that wished to attend. Hosted by the  

Ministry of Foreign Affairs of the Netherlands, it was ultimately named the 

“Hague Process.” Over fifty nations, including China  and Russia, 77 and inter-

national organizations attended the process, which involved three two -day 

sessions.78 

 

(3) Characteristics and Structure of the Tallinn Manuals  

Both TMs are intended as “a reflection of the law as it existed at the point of 

the Manual’s adoption by the two International Groups of Experts” and “pol-

icy and politics -neutral”; hence, not an official view of NATO CCDCOE, its 

sponsoring states or NATO. 79 

 When it comes to identifying the substance of international law, it is 

nothing new for a group of subject -matter experts acting in their personal 

capacity to engage in a project to codify the content of international law. 

Another example is the San Remo Manual on International Law Applicable to 

Armed Conflicts at Sea . In reference to “The Role of Various International 

Bodies,” the editors note that “the regulations, draft rules, resolutions, and 

reports adopted by them, although not possessing legally binding force, have 

played, and continue to play, an important role  in clarifying the content of 

pre-existing customary or treaty law, and in influencing the development of 

the law.” 80 The Institute of International Law (IIL), the International Law Asso-

ciation, the International Institute of Humanitarian Law (IIHL), and the Inter-

national Committee of the Red Cross are named as such organizations. The 

aim of the San Remo Manual is cited as follows: “[a] contemporary manual 

was considered necessary because of the developments in the law since 1913 

[when the Oxford Manual was adopted by the IIL] which for the most part 

have not been incorporated into recent treaty law.” 81 

 In respect to the structure of the Tallinn Manuals, each edition consists 

of two elements: black -letter rules and accompanying commentary. The 

black -letter rules, which are printed in bold in the manuals, are adopted unan-

imously by the TM IGE and “reflect customary international law (unless they 

expressly reference a treaty) as applied in the cyber context”; or, in other 

words, “the lex lata 82 instead of the lex ferenda, 83 best practice or preferred 

policy.” 84 They are thus designed to be binding on all states by virtue of cus-

tomary international law. 85  In turn, the commentary indicates each rule’s legal 

basis, its normative content and practical implications in the cyber context; 

and above all, the different positions among TM experts, observers, states, 

and external experts concerning the scope or inte rpretation of the rule. 86 
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 In respect to the commentary, TM Director Schmitt explains the benefits 

of recording different interpretations therein as follows: “understanding the 

points about which application and interpretation are subject to disparate 

views allows States to focus th eir efforts where clarification of the law is 

needed and in their national interest.” 87 As chapter 3 reveals, Schmitt esti-

mates that “certain States are embracing legal ambiguity as a force multiplier 

in their cyber operations,” and especially Russian cyber -meddling operations 

are exploiting “a grey zone of normative uncertainty” in relation  to rules of 

sovereignty and non -intervention. 88 In his view, the clarification of the law will 

contribute to deterring such exploitation, “because internationally wrongful 

acts may be responded to by means of countermeasures” and also prevent 

escalation. 89 

 
2.2 Contextualizing the  Tallinn Manuals  

 

2.2.1 Impact of the Tallinn Manuals  

Both versions of the Tallinn Manual were received with satisfaction by NATO 

CCDCOE, its member states, and elsewhere. The manuals and their by -prod-

ucts (described below) contribute to raising the level of readiness and famili-

arity needed by the government experts of member states in charge of legal 

matters related to cyber operations.  

 NATO CCDCOE, as a NATO Centre of Excellence tasked with training 

NATO ally officers, launched a week -long training course on international law 

in cyberspace at NATO School Oberammergau, Germany, in 2012, then 

moved the venue to Tallinn the following year. The course had more than 500 

participants. Delivered mainly by the TM director and other TM experts, the 

course is designed to help a range of cyber experts working for the govern-

ment of each NATO CCDCOE member state (thirty -nine states, as of October 

2023 ), and other candidate states learn various issues concerning the applica-

tion of international law in cyberspace.  

 The Tallinn Manuals are also integrated with other NATO CCDCOE pro-

jects; for example, cyber defense exercises such as Locked Shields include the 

legal track aimed at training legal officers of participating countries (“Blue 

team”) to resolve legal issues a nd provide proper legal counsel to their com-

mander during live -fire cyber defense exercises. Similarly, “International Cyber 

Law in Practice: Interactive Toolkit” is a spin -off project launched at NATO 

CCDCOE in 2017. Its aim is to “examine the applicability of international law 

to the scenarios” that were based on real -world cyber incidents 90 so that an-

yone can learn various topics of international law arising from particular cyber 

incidents.  

 Viewed from a wider perspective, there is one more noticeable impact 

of the Tallinn Manuals in relation to sources of international law: International 

law is predominantly state -created. Treaties (conventions) and custom are the 

only formal (and most impor tant) sources of international law, as listed in Ar-

ticle 38 (1) of ICJ Statute below. 91 

 

a) international conventions, whether general or particular, establishing 

rules expressly recognized by the contesting states;  

b) international custom, as evidence of a general practice accepted as law;  

c) the general principles of law recognized by civilized nations;  
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d) judicial decisions and the teachings of the most highly qualified publi-

cists of the various nations, as subsidiary means for the determination 

of rules of law.  

 

Treaties are sources of obligation under law, since they are binding only on 

states that have chosen to become contracting parties to them. Customary 

law comprises two elements: first, widespread and consistent state practice, 

and second, “a belief in lega l obligations,” called opinio juris , and binds all 

states save for the persistent objector. 92  In addition to these two primary 

sources of international law, the ICJ and other international tribunals employ 

general principles of law recognized by civilized nations. 93 

 Lastly, as “subsidiary means for the determination of rules of law,” and 

as a persuasive guide to the content of international law, Article 38(1)(d) lists 

two categories: 94  judicial decisions 95  and the teachings of the most highly 

qualified publicists of the various nations. The Tallinn Manuals are intended 

to have the latter status. 96 TM1 and TM2 are often referenced in position pa-

pers and military manuals released by states. While states do not uniformly 

agree with all of the rules in the manuals, they are undoubtedly of significant 

assistance to states when they decide their own posi tions. 

 

2.2.2 Launch of TM3  

As the preceding sections have shown, the Tallinn Manuals are the result of 

evolving processes involving various stakeholders. And they continue to evolve 

to this day. After a set of consultations among stakeholders on the topic, for-

mat and other options, the TM3 project was launched in 2021 as a five -year 

venture with a view to revising and updating TM2. Like the second edition, 

the same preparatory work — including surveying reviews, relevant articles and 

most importantly any relevant state practice —has bee n repeated, and a state 

engagement process is scheduled to be held again in a few years. Like the 

previous two editions, NATO CCDCOE funds and manages TM3, providing 

wide-ranging support to assist the director and co -editors. And for the first 

time, the pr ocess is open to readers, who can submit suggestions directly to 

TM3 drafters. 97 

 TM2 Director Schmitt and TM3 Co -General Editor Marko Milanovic have 

said that industrial espionage, international criminal law, international envi-

ronmental law and international investment law are potential new chapters 

in TM3. Schmitt has also mentioned i nternational human rights law as a core 

area to be updated in TM3, as he believes TM2 treated this topic unsatisfac-

torily.98 

 

2.2.3  Lex Lata Status of the Tallinn Manuals  

As stated in 2.1.3(3), the  Tallinn Manuals  are designed to be “an objective 

restatement of the lex lata” 99 in the cyber context. In other words, “[t]he Rules 

that appear in the Manual are those which, by consensus, the International 

Group of Experts found to apply in cyberspace as a matter of customary 

law.” 100  As an example, what follows is a comparison between Rule 66 of 

TM1, Rule 89 of TM2, and relevant IHL articles concerning the status of mili-

tary spies during an international armed conflict.  
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(1) TM1  

Looking back on the history of IHL, the regulation of wartime espionage dates 

back to Articles 29 and 31 of Convention (IV) respecting the Laws and Cus-

toms of War on Land and its annex: Regulations concerning the Laws and 

Customs of War on Land of 1907 (Ha gue Regulations). 101  

 
 

Article 29  

A person can only be considered a spy when, acting clandestinely or on false pre-

tences, he obtains or endeavours to obtain information in the zone of operations 

of a belligerent , with the intention of communicating it to the hostile party. 102  

 

Article 31  

A spy, after rejoining the army to which he belongs, is subsequently captured by 

the enemy, is treated as a prisoner of war, and incurs no responsibility for his pre-

vious acts of espionage.  

 

 

In terms of geographical elements, the phrase “the zone of operations of a 

belligerent” in Article 29 of the Hague Regulations was expanded in Article 

46(2) of API to cover all “territory controlled by an adverse Party: national or 

occupied territory, area  of operations (on land, at sea, or in the air), including 

the territorial sea.” 103  

 
104  

1. Notwithstanding any other provision of the Conventions or of this Protocol, any 

member of the armed forces of a Party to the conflict who falls into the power of 

an adverse Party while engaging in espionage shall not have the right to the status 

of pris oner of war and may be treated as a spy.  

2. A member of the armed forces of a Party of the conflict who, on behalf of that 

Party and in territory controlled by an adverse Party , gathers or attempts to gather 

information shall not be considered as engaging in espionage if, while so acting, 

he is in the uniform of his armed forces. 105  

  

 

To date, a total of 176 states support the expansion to that effect as contract-

ing parties to API.  

 

 

(a) Cyber espionage and other forms of information gathering directed at an ad-

versary during an armed conflict do not violate the law of armed conflict.  

(b) A member of the armed forces who has engaged in cyber espionage in enemy-

controlled territory  loses the right to be a prisoner of war and may be treated as a 

spy if captured before re -joining the armed forces to which he or she belongs.  

 

 

While Rule 66 of TM1 does not transpose Article 46 of API word -for-word, it 

can be observed that essential elements in both paragraphs of API Article 46 

are integrated into TM1 Rule 66(b). Its commentary notes that the cyber ac-

 

Article 46 of Protocol Additional to 

the Geneva Conventions of 12  

August 1949, and relating to the 

Protection of Victims of  

International Armed Conflicts (API) 

of 1977 (API)  104: Spies  

 

 

 

TM1 Rule 66: Cyber Espionage  

 

 

 

Hague Regulations of 1907  
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tivity “must occur in territory controlled by a party to the conflict” 106  to con-

stitute espionage. In other words, other cyber operations, such as “CNE and 

cyber reconnaissance are not cyber espionage when conducted from outside 

enemy-controlled territory.” 107  TM1 contends that this extension is supported 

as a matter of customary law. 108  As proof of its customary law status, TM1 

cites state practice of a non -contracting party to API; that is, The Com-

mander’s Handbook on the Law of Naval Operations  (2007). 109  

 Presumably, the ICRC supports TM1 Rule 66. After thorough survey of 

all relevant documents, including treaties, state -issued non -binding docu-

ments, and state military manuals, the 2005 ICRC study on customary IHL 

concludes that ICRC Rule 107 on spies “appl ies only to a spy captured in the 

act whilst in enemy -controlled territory ,” 110  repeating the phrase of Article 46 

of API. TM1 experts must have been aware of the ICRC study while drafting 

TM1, as TM1 invited the ICRC legal officers to IGE as observers.  

 

(2) TM2  

Rule 89 of TM2 below is an outcome of the updating by TM1 experts. Only 

paragraph (b) of TM1 Rule 66 is succeeded by TM2 Rule 89, despite the same 

topic. Paragraph (a) of TM1 Rule 66, which is also a well -settled point under 

IHL, is downgraded into the commentary’s paragraph 5 of Rule 89 in TM2.  

 

 

A member of the armed forces who has engaged in cyber espionage in enemy -

controlled territory  loses the right to be a prisoner of war and may be treated as a 

spy if captured before rejoining the armed forces to which he or she belongs. 111  

 

 

TM1 experts also updated the evidence of customary international law when 

editing TM2. As a result, reference to the U.S. military manual is replaced with 

the most recent version at that time (i.e., the U.S. DoD’s Law of Manual of 

2015 , updated in December 2016). 112  

 While some authors criticize the same rule in the Tallinn Manual as not 

taking technical difficulties into consideration, 113  what TM1 experts did re-

garding the topic of spying under IHL is not law -making, but simply an exten-

sion to the cyber domain of what has been regarded as customary interna-

tional law in the physical context.  

 

 

 

 

 

 

 

 

 

 

 

 

  

 

TM2 Rule 89: Spies  
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Selected Topics in the  

Tallinn Manuals 1  & 2 

 
This chapter examines several topics that were intensely debated by the IGE , 

their observers, external scholars and states: peacetime espionage, extra -ter-

ritorial enforcement jurisdiction, non -intervention, due diligence, collective 

countermeasures, the plea of necessity and the notion of attack under IHL.  

 These seven topics are related to this article’s objective: to identify future 

tasks for Danish legal policy. TM2 was finalized by around June 2016, so the 

question arises as to whether and to what extent it will be able to present 

valid yardsticks for leg ally tackling cyber incidents that occurred since then, 

such as Russian cyber meddling in the American 2016 presidential election; 

cyberattacks on the healthcare sector amid the COVID -19 pandemic; disrup-

tive ransomware attacks in a war in Ukraine and its i ndiscriminate effects be-

yond the war zone; and cross -border counter -ransomware operations by vic-

tim states. For some rules, the interpretation or black -letter statements may 

change, depending on how states view actual cases. For these reasons, the 

followin g depiction in this chapter shows not only the majority views in the 

TM2 commentaries, but also the minority ones; and even views suggested by 

various TM directors in their scholarship.  

 
3.1  Peacetime Espionage  

The starting point for the discussion is the principle of sovereignty, which is 

defined as supreme authority within a territory and is a pivotal principle in 

modern international law. 114  Rule 4 of TM2 provides as follows.  

 

 

A state must not conduct cyber operations that violate the sovereignty of another 

state.115  

 

 

TM2 formulated two bases for assessing whether sovereignty has been vio-

lated. The first is the degree of infringement upon territorial integrity (e.g., 

physical damage, loss of functionality). Regarding loss of functionality, how-

ever, TM2 experts could not  reach agreement on the precise threshold due to 

the lack of expressions of opinio juris  in this regard. 116  The second basis is an 

interference with or usurpation of inherently governmental functions. TM2 

experts agreed that because a state has the exclusive right to perform such 

functions, deleting or altering data leading to an interference with a particular 

function violates sovereignty. Listed examples are social services, elections, the 

collection of taxes, diplomacy and the performance of key national defense 

activities.117  

 In addition to the unsettled nature of the standards by which to deter-

mine the violation of sovereignty, solving the cyber espionage topic is even 

more complex, as discussed below. As TM2 notes, “[b]y styling a cyber oper-

ation as ‘cyber espionage operation ,’ a State cannot therefore claim that it is 

3 

 

TM2 Rule 4: Violation of  

Sovereignty  
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by definition lawful under international law.” 118  If that is the case, the legality 

of peacetime cyber operations is simply assessed in accordance with the bases 

described above. However, at least a few TM2 experts take the different view 

that state practice of espionage on the territory of a target stat e without any 

legal justification is so extensive as to create an exception to the principle of 

sovereignty. In their view, espionage operations, including by cyber means, 

whether done remotely or on -site, are lawful unless the operations cause 

damage, del etion, or alteration of data. 119  

 

3.1.1 TM1 & 2  

 

(1) TM1  

TM1 refers to peacetime cyber espionage in the Rule 6 commentary on the 

legal responsibility of States, noting that as “international law does not ad-

dress espionage per se … a State’s responsibility is not be [sic] engaged as a 

matter of international law unless particular aspects of the espionage violate 

specific international legal prohibitions (as in the case of cyber espionage in-

volving diplomatic communications, Rule 84 ).” 120  

 

(2) TM2  

TM2 created a dedicated rule on the topic and Rule 32’s black -letter rule fol-

lows the same idea as TM1.  

 

 121  

Although peacetime cyber espionage by states does not violate international law 

per se, the method by which it is carried out might do so.  

 

 

The black -letter rule derives from a conviction that “insufficient State practice 

and opinion juris  on the matter exits to… conclude [that] a new customary 

international law norm prohibiting it has crystallized.” 122  TM2 experts also 

agreed that an act of cyber espionage operation breaches the sovereignty of 

the target state when the method/manner of the operation causes damage 

or a loss of functionality to a target cyber infrastructure. 123  This conclusion is 

unchanged when cyber espionage operations bring unintended conse-

quences, such as when the installation of a backdoor resulted in unexpected 

damage to the target system. 124  In addition, although not described in the 

Rule 32 commentary, cyber espionage will also be judged a sovereignty viola-

tion when it “interferes with data or services that are necessary for the exer-

cise of inherently governmental functions.” By “interferes, ” TM2 means ac-

tions beyond mere access to a system or exfiltration of inherently governmen-

tal data; further acts are required, such as “changing or deleting such that it 

interferes with the delivery of social services, the conduct of elections, the 

collection of taxes, the effective conduct of diplomacy, and the performance 

of key national defence activities.” 125  

 On the other hand, TM2 experts were divided on the following three 

issues. First, regarding “remote cyber espionage reaching a particular thresh-

old of severity [of the consequences suffered],” such as an exfiltration of gi-

gabytes of classified data from st ate’s military cyber system over an extended 

period. The majority denied illegality, arguing that only the method matters, 

 

TM2 Rule 32: Peacetime Cyber  

Espionage 121  
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while the minority was in the affirmative (“the exfiltration of nuclear launch 

codes” is a violation of sovereignty). 126  

 The second issue is “close access cyber espionage operations, such as 

an insertion of a USB flash drive into a computer on one State’s territory by” 

an agent of another state. This is an extension and repetition of the discussion 

made in relation to the pr inciple of sovereignty. The majority of TM2 experts 

considered it unlawful because of non -consensual presence on the territory 

of the target state, while a few experts drew the opposite conclusion , claiming 

that it is permissible as an exception to the sovereignty as well as interven-

tion.127  

 The third point of disagreement is about how to view espionage opera-

tions in “a single plan,” such as when a state acquires the credentials for the 

system of another state’s nuclear power plant through cyber espionage and 

then threatens the target state wi th cyber operations against the system that 

would cause significant damage or death. According to the majority view, the 

cyber espionage operations can violate international law, as they are “an in-

tegral and indispensable component of an operation.” Howeve r, the minority 

view suggested that the espionage aspect should be assessed separately and 

should thus not be deemed unlawful. 128  

 By contrast, TM2 experts were unanimous concerning a case in which a 

preceding espionage operation and ensuing kinetic attack on another state 

are distinct, even if the former facilitates the latter. When a state uses the 

previously gathered intelligence to execute a plan to attack another state with 

use of force, the cyber espionage is not itself unlawful, according to all TM2 

experts.129  This point is reminiscent of the SolarWinds incident, 130  which has 

been assessed as an espionage operation “although the backdoor may pro-

vide a future opportunity to exploit the vulnerability.” 131  The same holds true 

for another Russian military hacking group, Sandworm. They are reportedly 

behind a series of cyberattacks, including two against Ukrainian power grids, 

the Opening Ceremonies at the 2018 Winter Olympics, NotPetya, 132  implant-

ing malware in the U.S. electric grid, 133  and continuously analyzing the inter-

net for vulnerabilities and compiling them for possible future attacks. TM2 

experts pointed to the risk facing a target state that cyber espionage is not 

easily distinguishable from offensive cyber operations, which can  lead to mis-

understandings. 134  

 The fourth point of division is about the use of a honeypot that “will 

cause significant disruption or damage in the target system.” A honeypot is a 

system (e.g., a web server) or system resource (e.g., a file on a server) designed 

to be attractive to pote ntial crackers and intruders, like honey attracts bears. 135  

TM2 experts were divided on whether the operation is attributable to the state 

that set it. The minority affirmed this attributability to the user state and a 

consequent violation of the sovereignty of the target state, although the ma-

jority argued the op posite position. 136  

 

3.1.2 Case Studies  

TM2 does not cite particular cyber espionage incidents in the commentary to 

Rule 32. As a substitute, an analysis of Russian hacks of Democratic National 

Committee (DNC) servers by TM’s Director Schmitt is worth recalling, as his 

argument was developed bas ed on the TM2. The DNC hack was renowned 

for being part of a wider election -meddling campaign. An election is a typical 

example of an inherently governmental function for both the rule of sover-

eignty and the domaine réservé  principle of non -intervention.  
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 According to the U.S. Intelligence Community’s declassified version of a 

report released by the Office of the Director of National Intelligence (ODNI) in 

January 2017 137  and an indictment by the U.S. Department of Justice against 

Russian entities, upon which Schmitt based his main arguments, Russian Main 

Intelligence Directorate (GRU)’s cyber operations targeting the U.S. presiden-

tial election began by March 2016 and resu lted in personal e -mail accounts 

of Democratic Party officials and other figures being compromised. GRU then 

exfiltrated large volumes of data from the Democratic Congressional Cam-

paign Committee (DCCC), the DNC, and some of presidential candidate Hil-

lary Clinton’s campaign staffers, meaning that most of the hacked data was 

not governmental or necessary for inherently governmental functions.  

 Schmitt highlighted the following sequence of facts as aspects falling 

within the legal grey zone: Russian operations were not just espionage, but 

also involved the “weaponization” of hacked data through the release to 

Guccifer 2.0 and DCLeaks.com, both of  which had Russian origins, and Wik-

iLeaks, with which the Kremlin’s media outlet RT has actively collaborated, “at 

critical points in the election.” Moreover, these websites were promoted by 

dubious accounts on social media, such as bots and fake American accounts, 

all of which were Russian creations. 138  Thus, Schmitt suggested that “the trolls 

sought to bolster that message by feigning the source thereof” and “[a]rgu-

ably, this manipulation of voters’ ability to assess the messages in coming to 

their own decision tipped the scales and therefore constitute d unlawful inter-

ference [with an inherently governmental function],” 139  in the sense that “ac-

tivities … disturb the territorial State’s ability to perform the functions as it 

wishes.” 140  

 The DNC hack seems to be “an integral and indispensable component” 

of a single campaign of Russian meddling operation against the 2016 U.S. 

election. The majority of TM2 experts concluded that cyber espionage is un-

lawful as part of a single plan when emplo yed to facilitate a subsequent illegal 

act,141  but all TM2 experts agreed that it is not unlawful if it is completely 

separate from the subsequent illegal act. 142  It makes sense that the Russian 

hacking of local election boards was not thought of as interference, “for there 

was no subsequent activity that exploited the access to affect the elec-

tions.” 143  

 Assume here that the minority view is more tenable. They argued that 

the legality of a cyber espionage operation should be assessed separately, 

even if it is part of a single plan and the hacking and exfiltration is not unlawful 

per se. The remaining part of the Russian campaign might still breach the rule 

of sovereignty to the extent that it interfered with inherently governmental 

functions. In the case of the U.S. election meddling in 2016, hacked docu-

ments did not include ballots or other data necessary for inherently govern-

mental functions, and there was no allegation in the Department of Justice 

indictment that the operations “altered the vote count or changed the out-

come.” 144  Hence, it is possible to conclude that there was no interference with 

the election 145  and thus no violation of sovereignty. The crux of the matter is 

whether hacked data that is not governmental or necessary for the exercise 

of inherently governmental functions can nevertheless fatally disturb the 

proper operation by the target state of it s inherently governmental functions. 

If conceivable, more cases of initial hacking will be assessed as unlawful.  

 On the other hand, it is a fact -driven assessment about whether cyber 

espionage operations are independent or an integral part of a single plan. A 

series of campaigns might be launched over time, like the DNC hack, in which 
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the hacking took place about nine months after the GRU initially gained ac-

cess. Especially when a state is notorious for causing damage or dysfunction 

to critical infrastructure with cyber means, a target state will become more 

cautious as to how to charac terize a malicious cyber espionage operation de-

tected in their systems.  

 Needless to say, the controversies shown above may not always be rel-

evant to all espionage cases. The question still remains to be resolved whether 

and under what conditions cyber espionage operation is lawful per se  under 

international law. However, TM3 will likely follow the same rule as TM1 and 

TM2, given their approach that cyber espionage is not prohibited unless a new 

customary international law prohibition is formed. It is not easy to prove either 

that extensiv e and virtually uniform state practice has developed, including 

that of states whose interests are specially affected, or that general recogni-

tion of a legal obligation is involved. 146  

 

3.1.3 State Positions  

 

(1) For  

Canada, 147  Costa Rica, 148  France,149  New Zealand, 150  Norway 151  and the U .S.152  

are explicitly adopting the view of TM2 rule 32.  

 

(2) Against  

China is an unambiguous example of declaring cyber espionage as unlawful. 

It asserts that “[n]o State shall engage in ICT -enabled espionage or damages 

against other States, including mass surveillance and theft of important data 

and personal information.” 153  Iran154  and Switzerland 155  leave room for inter-

pretation, since they do not refer to “espionage.” The first two states, in par-

ticular, state that “non -consensual or unlawful intrusion” to cyber infrastruc-

ture is a violation of sovereignty, while Switzerland notes that “state sover-

eignty protects information and communication technologies (ICT) infrastruc-

ture on a state’s territory against unauthorised intrusion or material damage.” 

The African Union also seems to reject the legality of espionage for the same 

reason. 156  

 

(3) No Position  

The following States have made no reference to the topic of espionage in their 

published statements: Australia, Brazil, Czech Republic, Denmark, Estonia, 

Finland, Germany, Ireland, Israel, Italy, Japan, Kazakhstan, Kenya, the Nether-

lands, Pakistan, Poland,  Romania, Russia, Singapore, Sweden, and the UK. 

While silent in its position paper, Brazil is referred to in TM2 as a state that 

condemned mass surveillance in the context of a violation of sovereignty. 157  It 

goes without saying that silence means neither acceptance nor rejection. In-

sofar as there is room for interpretation that a certain transborder cyber op-

eration does not violate the sovereignty of another state, states will freely en-

gage in cyber operat ions, including espionage toward another state without 

any legal justification.  

 

3.1.4 Summary  

As for the (un)lawfulness of cyber espionage, TM2 followed the widely ac-

cepted view that there is no prohibition of espionage per se , but it concluded 

that espionage may be unlawful when conducted in the manner/method that 

violates other rules such as the threat or use of force, non -intervention, or 
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sovereignty. Moreover, according to the dominant view in TM2, espionage is 

unlawful when part of a single plan and ensuing acts breach the above rules. 

Previous cases of alleged manipulation of electorates with hacked data is rais-

ing a new issue concerning  whether only an interference with data necessary 

for the exercise of inherently governmental functions can violate sovereignty. 

If other data can be utilized in a manner that harms the proper operation of 

inherently governmental functions, as in the U.S. cyber election meddling, 

where hacked data is abused through influence operations on the internet, 

more cases of preceding cyber espionage will be likely assessed as unlawful.  

 
3.2  Principle of Non -Intervention  

Non-intervention is a firmly established principle of international law, accord-

ing to which no state should intervene in the affairs of another, including by 

means of ICT. In the Nicaragua  case, the ICJ determined that the principle is 

“part and parcel of customary international law.” 158  The non -intervention 

principle is listed as a binding principle of international law in the UN cyber 

GGE Report of 2021. 159  

 

3.2.1 TM 1 & 2 

 

(1) TM1  

There is no black -letter rule on the non -intervention principle in TM1, but its 

commentary on Rule 10, concerning the prohibition of threat or use of force, 

devoted five paragraphs to the subject. Cases of prohibited intervention cited 

there include “suppl ying funds to insurgents,” 160  which originated from the 

Nicaragua  judgement and was thus uncontroversial. Other examples are “all 

uses of forces,” like Stuxnet, “because all uses of force are coercive per se .” 161  

With regard to acts below the use of force, prohibited interventions include 

“[a]cts meant to achieve regime change” and “the manipulation by cyber 

means of elections or of public opinion on the eve of elections, as when online 

news services are altered i n favour of a particular party, false news is spread, 

or the online services of one party are shut off.” 162  It is remarkable that TM1 

already had cyber -enabled manipulation of public opinion in mind.  

 

(2) TM 2 

 

 163  

A State may not intervene, including by cyber means, in the internal or external 

affairs of another State.  

 

 

(a) Elements of Intervention: Domaine Réservé  

As is well known, there are two requirements for a prohibited intervention: 

domaine réservé  and coercion. As for the first element, “the act in question 

must relate to matters that involve the internal or external affairs of the target 

State,” 164  including the “choice of a political, economic, social, and cultural 

system, and the formulation of foreign policy.” 165  

 Questions are sometimes raised as to how distinct the two following 

concepts are: “an inherently governmental function,” which is a condition for 

a violation of sovereignty, and domaine réservé. Schmitt explains that despite 

overlapping, the former is “an activity for the government alone,” whereas 

Table 7:  

Rule 66: Intervention by States 163  
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the latter is “one that has not been committed to international law by either 

treaty or customary law.” 166  Elections are an example belonging in both cate-

gories. Schmitt goes on to discuss an example of cyberattacks on the 

healthcare sector amid the pandemic in a co -authored article with newly 

joined TM3 Co -General Editor Marko Milanovi ć: 

 

Although health care is sometimes provided exclusively or primarily by 

the state, as in the case of the National Health Service in the United 

Kingdom, this is not universally the case. Because providing medical care 

is not an inherently governmental function , cyber operations by states 

that interfere with the provision of health care in another, even if that 

victim state does provide health care to its own population, do not, on 

that basis alone, amount to a sovereignty violation.  

 

However, crisis management during an epidemic or a pandemic is a gov-

ernmental responsibility in every state and accordingly an inherently gov-

ernmental function . Any cyber operation attributable to a state that dis-

rupts another state’s crisis management planning and execution during 

a pandemic, at any level of government, therefore qualifies as a sover-

eignty violation. 167  

 

These arguments suggest that the healthcare sector in a time other than the 

crisis can be regarded as domaine réservé but not as “an inherently govern-

mental function.” The same logic may also apply to critical infrastructure in 

other sectors. Given the lac k of specification in TM2, it is uncertain which 

areas should fall within this category. For instance, language policy, more spe-

cifically regarding a state’s choice of official language(s), seems like both cat-

egories, as shown in the commentary to TM2 Rule  66 in which DoS operations 

from one state to another to enforce the change of the official language pol-

icy in the latter state were suggested to be a prohibited intervention. 168  But 

management/implementation of an education curriculum concerning official 

language(s) may be no more of an inherently governmental function than 

peacetime healthcare is.  

 

(b) Elements of Intervention: Coercion  

With regard to coercion, TM2 experts elaborated a number of points. For in-

stance, they asserted that non -physical acts can qualify as coercion, such as 

blocking access to a particular online service, 169  DDoS operations, 170  or a 

threat of a cyber operation. 171  

 TM2 experts were nevertheless divided over three issues. First, according 

to the majority view, “the coercive effort must be designed to influence out-

comes in, or conduct with respect to” domaine réservé . They argued that 

having the effect of depriving the target state of control is insufficient. By 

contrast, the minority argued that when there is the effect above, the coercion 

condition is met. Concerning a hypothetical case in which a state’s malicious 

cyber campaign is directed against cyber infrastructure owned by a particular 

ethnic group in another state, the minority regarded it as an intervention, 

while the majority took the opposite position. For the scenario to amount to 

an intervention, in the m ajority’s view, it must be designed or intended to 

influence any outcome in the target state. 172  

 Second, regarding a causal nexus to the effect on a target state, the 

majority of experts contended that indirect causation was enough, while the 
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minority required direct causation. They discussed a hypothetical example of 

the leaking of sensitive domestic intelligence records obtained through cyber 

espionage with the intention to cause a political crisis in a target state, then 

indirectly enforcing  a policy favorable to an attacking state. The majority con-

sidered the case to be coercive, while the minority disagreed. 173  

 Third, as regards whether there is a need for a target state to have 

knowledge that “it is being compelled into a particular course of action,” the 

majority denied it, while the minority required it. Speaking of covert cyber 

operations to alter electronic ballot results in a target state, the majority con-

tended that the target state is effectively forced into a particular outcome that 

would not otherwise have occurred, but the minority argued that the target 

must know of the intention from an attacking stat e.174  

 

3.2.2 Case Studies  

In respect of misinformation during the pandemic and the U.S. election of 

2016, Schmitt and Milanovi ć noted that “the point at which influence be-

comes coercion remains unsettled in international law, but some acts of mis-

information would unambiguously qualify as prohibited intervention.” 175  

Schmitt goes further, arguing that Russian meddling operations that “feigned 

American citizenship and the hacking and subsequent release of private data” 

were in the legal grey zone, but might qualify as coercive, thereby amounting 

to intervention. As to whether the causation is direct or indirect, the second 

contentious point in the commentary to TM2 Rule 66, he evaluated that these 

operations indirectly impacted how voters choose candidates. 176  In terms of 

the third divided point above, a condition of knowledge, American voters 

were “unaware” of Russian operations while being exposed to them in 

2016. 177  That does not hinder the coercion element being met, according to 

the majority view.  

 Schmitt and Milanovi ć also discussed whether the WannaCry attack 178  

could have amounted to prohibited intervention. They define coercion as “de-

priving the state of the ability to exercise such control or affecting the state’s 

will to such an extent that its choices are no longer free ones.” 179  They then 

draw the following skeptical conclusion:  

 

Although the attack was coercive in fact, WannaCry was not coercive 

vis-a-vis the domaine réservé of health care . Rather, the operation was 

designed to secure a ransom payment; albeit highly disruptive, it did not 

deprive the United Kingdom of the ability to exercise control over health 

care in the country, nor did it affect its will with regard to health care 

choices that North Korea wished to impose on the United Kingdom. 180  

 

In their assessment, the attack did not reach the required level of effects nor 

coercion regarding domaine réservé. First, as for the effects, it “directly af-

fected the physical well -being of individuals in the United Kingdom,” 181  which 

was enough to make it qualify as a violation of British sovereignty due to the 

harm suffered, 182  but not for the purpose of rule of non -intervention. As 

stated in the extract above, the UK maintained the ability to exercise control 

over healthcare. Second, regarding coercion, there was an intention on the 

North Korean side to force the British govern ment to do certain actions 

against its will: payment of ransom. However, this intention was not directed 

toward healthcare as domaine réservé.  



Towards Tallinn Manual 3.0 · Centr e for Military Studies · University of Copenhagen  page 20  

 The WannaCry attack might have been a relatively easy case to assess 

under TM2, as it neither involved any controversial points raised among TM2 

experts nor met any of the conditions necessary to constitute prohibited in-

tervention. Accordingly, the only av enue left for the UK to accuse North Korea 

would be a violation of its sovereignty for the harmful effects on patients. The 

British government, however, does not support the stand -alone sovereignty 

rule in TM2.  

 To conclude, what stands out in the majority view of TM2 experts is that 

an offender’s clear intent to coerce must be directed toward the administra-

tion of domaine reserve , and the effort must be able to influence particular 

outcomes. In this regard, a gap remains with the minority view that the effect 

suffices. The required level of impact appears higher compared to the breach 

of sovereignty. A state ransomware attack 183  committed out of purely finan-

cial purposes (e.g., WannaCry) seems less likely to fulfill these requirements 

and to breach non -intervention rule, at least insofar as the majority view is 

concerned.  

 

3.2.3  State Positions  

 

(1) For  

Although the position papers of most states refer to the non -intervention prin-

ciple as customary international law, not all of them articulate their opinions 

clearly on how the element of coercion is fulfilled. Apart from the British gov-

ernment (referenced  later), none of them explicitly support any of the three 

views proposed by the minority of TM2 experts: sufficiency of the effects, di-

rect causation, and need for knowledge of coercive intent. On the contrary, 

at least nine states (Australia, 184  Costa Rica, 185  Denmark, 186  Estonia, 187  Fin-

land, 188  Germany, 189  Norway, 190  Poland, 191  Switzerland 192 ) appear to be in fa-

vor of the majority view regarding the first contentious point. For instance, 

Norway’s statement relating to election meddling seems in line with the ma-

jority view: “carrying out cyber operations with the intent of altering election 

results in another State, for example by manipulating election systems or un-

duly influencing public opinion through the dissemination of confidential in-

formation obtained through cyber operations (‘hack and leak’) , would be in 

violation of the prohibition of intervention.” 193  The New Zealand position is 

similar to these nine states, but a little more subtle, especially in the wording: 

“intention may in some circumstances be inferred from the effects of cyber 

activity.” 194  Canada, Germany, Italy, and Japan express the need for further 

discussion or state practice concerning the elements.  

 

(2) Against  

The British government released its most recent position paper on how inter-

national law applies to cyber operations in 2022. 195  This provides a clue about 

how the UK might consider certain “disruptive cyber conduct” on “essential 

medical care” in the context of non -intervention. Raising the question of 

“whether disruptive cyber behaviours are coercive even where it might not be 

possible to point to a specific course of conduct which a State has been forced 

into or prevented from taking,” the British Attorney General illustrated coer-

cive intervention in the medical sector with the following scenarios.  

 

• disruption of systems controlling emergency medical transport (e.g. , tel-

ephone dispatchers)  
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• causing hospital computer systems to cease functioning  

• disruption of supply chains for essential medicines and vaccines  

• preventing the supply of power to housing, healthcare, education, civil 

administration and banking facilities and infrastructure  

 

Combined with the statement that “coercion can be broader than … com-

pelling [a State] into a specific act or omission,” it initially appears as though 

a specific coercive intent on the offender’s side need not be specified, and 

even state ransomware attack s with a merely financial purpose might be re-

garded by the UK as coercive intervention depending on the scale and sever-

ity. Should this be the case, the British view may be akin to the minority view 

of TM2 experts about the first point of disagreement.  

 

3.2.4 Summary  

It has been well established in physical domains that two elements need to be 

fulfilled for prohibited intervention to exist: domaine réservé and coercion. 

While no objection is voiced for treating cyber acts similarly, the element of 

coercion was more con tentiously debated during the TM2 project and will 

thus be at issue in TM3. The question of election meddling, especially as in-

fluence operations, will be near the top of agenda, as it remains an unsettled 

issue. As the WannaCry case illustrates, a more cu mbersome question is 

whether certain disruptive cyberattacks could be recognized as coercive 

enough when a specific intent to force a course of action or an outcome con-

cerning domaine réservé against a target state’s will is difficult to prove. The 

rule of non-intervention, including the coercion element, will definitely require 

further in -depth review for all states, not just for states like the UK that do 

not accept a stand -alone rule of sovereignty.  

 
3.3  Due Diligence  

Due diligence “has traditionally been invoked (and still is) in situations where 

it establishes the legal responsibility of a State in connection with the behav-

iour of private actors that cannot be attributed directly to the State.” 196  In this 

regard, it is worth noting that in its well -known dictum in the Corfu Channel  

case, the ICJ affirmed “every State’s obligation not to allow knowingly its ter-

ritory to be used for acts contrary to the rights of other States.” 197  As TM2 

notes, the general principle of sovereignty imposes legal obligations to exer-

cise due diligence to terminate harmful cyber activities emanating from a 

state’s territory. 198  

 

3.3.1 TM1  & 2 

 

(1) TM1  

 

(a) Basic Rule  

The due diligence principle is originally covered in Rule 5 in TM1, although the 

terminology used in its commentary is “due care” instead of “due dili-

gence.” 199  
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A State shall not knowingly allow the cyber infrastructure located in its territory or 

under its exclusive governmental control to be used for acts that adversely and un-

lawfully affect other States.  

200  

 

TM1 experts reached no consensus on several points. The first is whether con-

structive knowledge (“should have known”) is required when a state is “un-

aware of” 201  an offending cyber operation on its territory. No further detailed 

discussion on this point was held during TM1, probably due to the failure of 

TM1 experts to find any common ground at that time. The second problem is 

whether a state through which cyber o perations are routed (the transit state) 

bears an obligation to act against a harmful cyber operation. 202  Here, the TM1 

experts did not give any particular example. Overall, however, TM1 recognized 

the due diligence obligation as lex lata  and an injured state’s entitlement to 

the circumstances precluding wrongfulness such as countermeasures and the 

right of self -defense “[i]f a State fails to take appropriate steps.” 203  

 TM2 experts took over the review of the due diligence principle from 

TM1 experts. Consequently, Rules 6 and 7 in TM2 replaced TM1 Rule 5.  

 

(b) Due Diligence and Jus  Ad Bellum  

As a substitute for the due diligence in the context of the jus ad bellum , TM1 

experts discussed the “unwilling and unable” test. But TM1 did not create a 

black -letter rule for that purpose. Instead, the test was only covered in the 

commentary to TM1 Rule 13 on the right of self -defense against an armed 

attack. 204  Unlike the basic rule of due diligence in peacetime, an update on 

TM1 Rule 13 was tasked to the same TM1 experts for the purpose of TM2, 

and their consideration is still valid in renumbered Rule 71 of TM2.  

 

(2) TM2  

 

(a) Overview: TM2 Rules 6 and 7  

TM2 experts upheld the TM1 stance that the due diligence obligation has lex 

lata status in the cyber context, which is in clear contrast to UN GGE Reports 

of 2013 205  and 2015, 206  both of which categorized it as a voluntary, non -bind-

ing norm.  

 TM2 created a dedicated chapter on due diligence and elaborated on 

requirements such as the threshold of harm and scope/character of the obli-

gation. TM2 also provided solutions to pending issues in TM1, such as a transit 

state’s obligation 207  and constructive knowledge. 208  With respect to the for-

mer, TM2 illustrated the obligation through an example of a fiber optic cable 

that is laid inside the territory or waters of the transit state and a botnet setup 

for malicious purposes.  209  But it seems as though the majority of TM2 experts 

are at least judging the existence of a due diligence obligation not by a cate-

gorical standard, but rather on the basis of conditions such as knowledge 210  

or requisite harm. 211  Thus “the transit State” bears due diligence obligations 

on some occasions but not on others. Next, in respect to the latter issue, TM2 

affirmed the constructive knowledge standard, citing Judge Alvarez’s separate 

opinion in the ICJ Corfu Channel  case, adding a caveat that “in international 

law generally, the standard is somewhat controversial.” 212  TM2 suggests that 

the standard more likely applies when the exploited cyber infrastructure is 

 

TM1 Rule 5: Control of Cyber  

Infrastructure200  
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government -owned rather than private. This is the case with publicly known 

malware and vulnerabilities (e.g., Heartbleed vulnerability) 213  or DDoS attacks 

that are “generally always detected.” 214  

 
215  

A State must exercise due diligence in not allowing its territory, or territory or cyber 

infrastructure under its governmental control, to be used for cyber operations that 

affect the rights of, and produce serious adverse consequences for, other States . 

 

 

Regarding the threshold of harm,  TM2 experts noted that for this rule to ap-

ply, there must be “cyber operations by a State that breach an international 

legal obligation owed to the target State” and that have “serious adverse 

consequences.” 216  In the event of cyber operations perpetrated by non -state 

actors, there must be “serious adverse consequences” that “affect a right of 

the target State,” as non -state actors do not violate international law per se.217  

 However, TM2 experts reached no consensus on where the threshold is 

set.218  For example, “causing inconvenience, minor disruption, or negligible 

expense,” such as “defacement of an official website of a State’s Ministry of 

Sports that provides information on its national teams by hackers,” does not 

suffice. 219  Conversely, the rule applies in the case of the defacement of “a 

website providing critical government services, as with ones used for payment 

of taxes, voting, or providing disaster relief guidance,” that are “rendered 

unusable.” 220  Similarly, as no physical harm is required in TM2’s view, cyber 

operations aiming at “interference with the operation of critical infrastructure 

or a major impact on the economy” causing “the severe disruption of online 

banking, media, governmental functi ons, and business” suffice to meet the 

threshold. 221  

 
222  

The principle of due diligence requires a state to take all measures that are feasible 

in the circumstances to put an end to cyber operations that affect a right of, and 

produce serious adverse consequences for, other states.  

 

 

TM2 experts concluded that when the territorial state is unable to stop harm-

ful cyber operations with all feasible measures, no violation results, even if the 

harm still exists. That is because, according to the Rule 7 commentary, the due 

diligence princip le “is an obligation of conduct, not of result,” and thus “does 

not demand that the territorial State always be successful in bringing to an 

end harmful uses of its territory.” 223  

 This point is a remarkable clarification that was not seen in TM1, but at 

the same time it raises a new question of consistency with other rules, specif-

ically with the right of self -defense. As described below, the majority of TM1 

experts appear to regard due diligence as an obligation of result, not just an 

obligation of conduct, in relation to jus ad bellum . 

 

(b) C ountermeasures for Non -Compliance of Due Diligence  

The TM2 experts also updated the rules on countermeasures. The commen-

tary to Rule 23 on the proportionality requirement, in particular, notes that 

“the proportionality of the countermeasure will be determined with respect 

 

TM2 Rule 6 : Due Diligence  

(General Principle) 215  

 

 

 

TM2 Rule 7: Compliance with the 

Due Diligence Principle 222 
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to the responsible State’s omission, not vis -à-vis the severity and conse-

quences of the cyber operations that the responsible State had a duty to ter-

minate.” 224  This is a reasonably understandable statement, since the purpose 

of countermeasures is to “induce a responsible State to comply with the legal 

obligations it owes an injured State” (Rule 21). 225  As discussed below in the 

section on responsive measures, a victim state of a malicious cyber campaign 

launched by a non -state actor must justify its trans -border cyber operations 

against them. But if the response is based on the territorial state’s non -com-

pliance with the due diligence rule, the scope of permissible counter -opera-

tions may be limited in nature.  

 

(c) Due Diligence and  Jus Ad Bellum  

Regarding the use of force threshold, the TM1 experts all agreed that afford-

ing sanctuary (safe haven) to a terrorist group “may” breach the due diligence 

obligation despite not involving any use of force. In the majority’s view, how-

ever, when the territor ial state engages in more active involvement, it will 

qualify as a use of force. Providing malware and training to an organized 

group is such an example by analogy to the ICJ judgment in the Nicaragua  

case.226  Furthermore, the majority of TM1 experts argued that there may be a 

use of force “in certain circumstances” when the territorial state provides 

sanctuary in conjunction with “substantial support or providing cyber de-

fences for the non -State group.” 227  

 With regard to whether the right of self -defense may be invoked in re-

sponse to non -compliance with the “unwilling and unable” test, the majority 

of TM1 experts concluded in the affirmative. In the commentary to the rule 

on self -defense against armed attack , they argued that self -defense is possible 

when the territorial state is not only unwilling  but also unable  (e.g., because 

it lacks the expertise or technology) to end non -state actor’s cyber armed at-

tack. 228  This proposition implies that the test of “unwilling and unable” in the 

jus ad bellum  context is an obligation of result, unlike the obligation in a time 

of peace. It also suggests that a victim state’s right of self -defense outweighs 

the sovereignty of the territorial state. A minority of TM1 experts objected to 

this majority view, arguin g that a victim state must seek the consent of the 

territorial state or authorization by the UN Security Council if the armed attack 

is not attributable to the territorial state, although they recognized other legal 

options, such as the plea of necessity. 229  It is unfortunate that no precedent 

or reference is cited there from either side.  

 

3.3.2 Case Studies  

There are no reported cases in which due diligence was clearly invoked by a 

victim state in the cyber context. Although there is a case where an ISIS/ISIL 

hacker was killed in Syria, 230  that does not mean cyber activities in Syria led 

the U .S. and other states to invoke the “unwilling and unable” test.  

 

3.3.3 State Positions  

 

(1) Due Diligence in Peacetime  

 

(a) For  

While Australia (perhaps as a voluntary, non -binding norm), Canada, China, 231  

Costa Rica, Denmark, Estonia, Finland, France, Germany, Ireland, Italy, Japan, 
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the Netherlands, Norway, Poland, Romania, Sweden and Switzerland are sup-

portive of TM2’s basic stance on the due diligence obligation, it is uncertain 

whether their support is extended to jus ad bellum , as is the case with the 

French position.  

 

(b) Against  

The U.S. practice described above regarding the right of self -defense does not 

necessarily mean it approves of how the TM2 experts understood due dili-

gence in peacetime. On the contrary, the U .S. keeps denying the legally bind-

ing character of the due diligence principle due to the lack of state practice 

and opinio juris  for that purpose. 232  New Zealand, Israel, and the UK adopt 

the same stance. 233  

 

(c) Silent or Neutral  

Brazil, Czech Republic, Iran, Kazakhstan, Kenya, Pakistan and Russia do not 

mention due diligence in their papers, and Singapore takes a neutral stance 

by stating that there is a need for clarity on the obligation’s scope and practical 

applications. 234  

 

(2) Test of “Unwilling and Unable” during Armed Conflict  

Few states refer to this concept in their position papers, the most important 

being France and the U .S. 

 

(a) For  

The U.S. supports the right of self -defense by a victim state when the “unwill-

ing and unable” test is fulfilled. In its view, a victim state of a cyber armed 

attack “generally must make a reasonable, good faith effort to seek the terri-

torial State’s consent” first , but “if the territorial State is unwilling or unable 

to stop or prevent the actual or imminent armed attack launched in or through 

cyberspace,” then the state may use force in self -defense without consent. 235  

The U .S. invoked the doctrine during a series of campaigns against ISIS/ISIL in 

Syria, with the support of Australia 236  and several other states. 237  Assuming 

that these states uphold the same approach in the cyber domain, the follow-

ing states are supportive of the “unwilling or unable” test: Australia, Belgium 

(implicitly), Canada, Czech Republic, Denmark, Germany, Iran (implicitly), Is-

rael, the Nethe rlands, Norway, Russia, South Africa (implicitly), Turkey, the UK 

and the U .S. 

 

(b) Against  

France unequivocally opposed the TM1 experts’ majority view on “unwilling 

and unable” in self -defense, stating that “[t]he fact that a State does not take 

all reasonable measures to stop wrongful acts against other States perpe-

trated from its territory by non-State actors, or is incapable of preventing 

them, cannot constitute an exception to the prohibition of the use of 

force.” 238  Other states that are known to reject the test in the non -cyber con-

text are Brazil, Cuba, Ecuador, Mexico, Syria and Venezuela. 239  

 

3.3.4 Summary  

TM1 and TM2 both affirmed the lex lata status of the due diligence obligation. 

TM2 also clarified the obligation’s scope of application, especially regarding 

two issues that TM1 left unresolved: constructive knowledge (“should have 

known”) and transit state. As for the responsibility of a terr itorial state 



Towards Tallinn Manual 3.0 · Centr e for Military Studies · University of Copenhagen  page 26  

through which an armed attack is launched, the majority of TM1 experts sup-

ported the “unwilling and unable” test in the commentary to rule on the right 

of self -defense, thereby granting the right of a victim state to extend its de-

fensive measures to the territorial state should the latter fail to end the ongo-

ing armed attack. Both the due diligence oblig ation and the “unwilling and 

unable” test have been supported by some states in their position papers or 

in armed conflicts that were waged in the physical domain. Conversely, the 

UN cyber GGE reports deem due diligence a voluntary, non -binding norm due 

to the lack of consensus. The validity of black -letter rules and detailed inter-

pretative points in the TM1 and TM2 commentaries will be tested down the 

road in the light of pertinent cyber incidents in which the due diligence is 

invoked by an injured state a nd other interested parties.  

 
3.4  Collective Countermeasures  

Under the ILC Articles on Responsibility of States for Internationally Wrongful 

Acts (‘ARSIWA’), countermeasures are listed as one of the six circumstances 

to be applied to any international wrongful act, and they provide a justifica-

tion or excuse for non -performance while the circumstance in question sub-

sists.240  Article 48 of ARSIWA, on “Invocation of responsibility by a State other 

than an injured State,” focuses on the demand of “cessation of the interna-

tionally wrongful act, and assurances, and guarantees of non -repetition” in 

case of violation both owed to a group of States, and owed to the interna-

tional community as a whole (para. 2 (a)(b)). It does not include countermeas-

ures by a non -injured state. Part 3, chapter II, which includes “measures taken 

by States other than an injured State” simply describes “le gal measures,” 241  

which can in theory include countermeasures. The legal possibility of taking 

countermeasures by non -injured states is not covered in either place due to a 

perception that, in the view of ILC, they are controversial and supported only 

by embryonic practice .242  The ILC also suggested that “[a]t present there ap-

pears to be no clearly recognized entitlement of States referred to in Article 

48 to take countermeasures in the collective interest,” due to state practice 

being sparse and involving a limited number of s tates.243  Nevertheless, some 

commentators consider the matter to be left open, and Article 54 of ARSIWA 

does not exclude the option of collective countermeasures in cases involving 

the violation of at least obligations erga omnes ,244  and procedurally speaking 

if the Security Council fails to impose mandatory sanctions under UN Charter 

Chapter VII. 245  

 

3.4.1 TM1  & 2 

 

(1) TM1  

TM1 did not address the question of collective countermeasures in the com-

mentary to Rule on countermeasures. 246  

 

(2) TM2  

TM2 reached the same negative conclusions as ILC did, not approving collec-

tive countermeasures as customary international law and not creating a black -

letter rule due to the lack of consensus among the experts, as shown below. 247  
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‘Only an injured State may engage in countermeasures, whether cyber in nature or 

not.’  

248  

 

The phrase “only an injured State” suggests that collective countermeasures 

are not permitted under the lex lata, although a few of the TM2 experts were 

in favor of the concept, noting that collective countermeasures are possible 

upon request from an injured state. 249  They cited several supportive state prac-

tices that the ILC described as “limited and embryonic” at the time of the ILC 

work. The states invoked some of these precedents involving collective coun-

termeasures regarding questions in cases related to genocide,  apartheid, and 

humanitarian crises in Kosovo, 250  while other cases were instead asserted by 

states concerned as justifying suspension of a treaty due to a fundamental 

change of circumstances. 251  However, despite the rejection of the concept, 

some of the TM2 experts supported the right to provide certain types of as-

sistance to an injured state, such as providing “guidance on how to conduct 

a hack -back qualifying as a countermeasure, or shar[ing] i nformation regard-

ing vulnerabilities in the responsible State’s cyber infrastructure.” 252  

 

3.4.2 Case Studies  

There have not been any publicly reported cases of collective cyber counter-

measures.  

 Covering a series of cyber operations discovered in 2010 to 2012 in Iran 

(e.g., Stuxnet, Flame, Duqu), Roscini assessed that “it is not controversial that 

Iran has breached Security Council resolutions requiring it to suspend all ura-

nium enrichment -related activities,” and “Article 25 of the UN Charter is an 

erga omnes partes  obligation owed to all other UN Member States.” But even 

assuming that “lawful measures” in Article 54 include countermeasures, the 

U.S. “was not entitled to adopt countermeasures, including cyber operations, 

under Article 54,” because the Security Council has already adopted manda-

tory sanctions. 253  Therefore, these cyber operations targeting Iran do not con-

stitute a precedent for collective countermeasures.  

Likewise, when the U.S. Cyber Command engaged in “Defend For-

ward” cyber operations against Iran in June and September 2019, following 

Iranian attacks on both the U.S. targets and non -U.S. flagged tankers in June 

2019 and Saudi Arabia’s oil facilities in Se ptember 2019, the U.S. government 

did not describe its actions as collective countermeasures, nor did other victim 

states request them. 254  Moreover, the ongoing hostile relationship between 

the U .S. and Iran complicates the legal characterization of arbitrarily selected 

episodes of the campaign between them. 255  

With regard to counter -ransomware operations, Schmitt presents three 

pillars of TM2 rules as justifying the operations: sovereignty as a rule, due 

diligence, and collective countermeasures. 256  His proposal makes sense, espe-

cially when ransomware attacks are conducted by non -state actors that are 

not attributable to a state. In this circumstance, a countermeasure against a 

non-state actor is not permissible under international law. The rule of d ue 

diligence then gives a victim state a legal justification to launch trans -border 

cyber operations in the name of countermeasures against the territorial state. 

Focusing on cyber -incapable victim states, Schmitt argues that if it were not 

for an option o f collective countermeasures, such a restrictive interpretation 

“would leave many states de facto  defenseless in the face of hostile cyber 

 

TM2 Rule 24: States Entitled to 

Take Countermeasures 248 
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operations.” 257  The U .S.258  or Canada 259  reportedly engaged in such counter -

ransomware operations in order to take down the cyber infrastructure utilized 

by the foreign criminal group and to thwart further attacks on entities located 

in the territories of both countries. However, they have explai ned neither how 

they legally evaluated the malicious actions nor the legal basis for their 

measures in cyberspace.  

 

3.4.3 State Positions  

 

(1) For  

Interest in the notion of cyber collective countermeasures has been sparked 

since 2019, when then -Estonian President Kersti Kaljulaid proposed it in her 

speech during CyCon, the annual NATO CCDCOE conference. 260  As for state 

position papers (in addition to Estonia), Costa Rica, 261  Denmark, 262  Ireland263  

and New Zealand 264  are favorable to collective countermeasures. Costa Rica, 

Denmark and Ireland, in particular, refer to “obligations of an erga omnes ” 

nature, an “obligation owed to the international community as a whole,” and 

“peremptory norms,” respectively, as examples of where the violation of 

these obligations may justify collective countermeasures. Despite slightly dif-

ferent terminology being use d in their position papers, these three states seem 

to be on the same page concerning Article 48 of ARSIWA. Costa Rica is the 

clearest example, specifically citing that article. The phrase “States which are 

not directly injured” in Estonia’s position can b e interpreted as meaning al-

most the same.  

 

(2) Against  

Canada 265  is dismissive of the customary law status of collective countermeas-

ures and, hence, their permissibility. In view of the fact that it supports TM2’s 

basic rules of sovereignty and due diligence, a potential explanation for the 

counter-ransomware operation s by the Canadian Communications Security 

Establishment (CSE) might be as solo - or joint countermeasures with the U .S., 

not as collective ones in the interest of other victim states. France also rejects 

collective countermeasures, noting that the state “rules out the possibility of 

France taking such [collective counter] measures in response to an infringe-

ment of another State’s rights.” 266  

 

(3) No Position  

Most other states endorse countermeasures as a legally viable option available 

to an injured state, but they do not refer to the question of collective coun-

termeasures in their position papers. Brazil stands out in terms of expressing 

doubt about the custo mary character of collective countermeasures. 267  If the 

U.S. maintains its previously declared rejection of the lex lata  status on both 

sovereignty as a rule and due diligence in cyberspace, it is unlikely to accept 

the permissibility of collective countermeasures. If so, American assistance to 

states that fall victim to severe cyberattacks would be justified differently, r e-

gardless of how the victim states interpret the U.S. actions.  

 

3.4.4 Summary  

The question of cyber collective countermeasure appeared in TM2 for the first 

time, but TM2 experts were split over whether their permissibility has obtained 

customary law status. The majority view was negative, like the ILC was re-

garding ARSIWA. Conversel y, some scholars have advocated for collective 
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countermeasures both in general and in the cyber context, and some states 

are proactive in supporting cyber collective countermeasures. Further in -depth 

review must continue pending the potential evolvement of the law in this 

area. 

 
3.5  Necessity  

Like the countermeasures above, the state of necessity is one of the six cir-

cumstances precluding wrongfulness listed in ARSIWA. Article 25 of ARSIWA 

provides that “necessity may not be invoked by a State … unless the act (a) is 

the only means for the Stat e to safeguard an essential interest against a grave 

and imminent peril, and (b) does not seriously impar an essential interest of 

the State or States toward which the obligation exists, or of the international 

community as a whole.” 268  The commentary notes that “there is substantial 

authority in support of the existence of [it] as a circumstance precluding 

wrongfulness. It has been invoked by States and has been dealt with by a 

number of international tribunals.” 269  

 

3.5.1 TM1  & 2 

 

(1) TM1  

TM1 addressed the plea of necessity very briefly in the commentary to Rule 9 

on countermeasures, but it did not articulate a black -letter rule on the sub-

ject.270  TM1 appears to be more in line with Article 25 of ARSIWA than TM2, 

as it includes within its scope an essential interest of international community 

as a whole. 271  As protective measures based on necessity, however, TM1 lists 

only the examples of “temporarily shutting off certain cyber infrastructure,” 

without describing the location of this effected infrastructure and “counter -

hacking.” 272  

 

(2) TM2  

TM2 Rule 26 below and its commentary generally build on Article 25 of 

ARSIWA and its commentary.  

 
273  

A State may act pursuant to the plea of necessity in response to acts that present a 

grave and imminent peril, whether cyber in nature or not, to an essential interest 

when doing so is the sole means of safeguarding it.  

 

 

The plea of necessity may be invoked in the face of a state -launched cyber 

operation, a non -state actor operation, or a cyber operation of unknown 

origin. TM2’s commentary affirms the plea’s lex lata status and its application 

to the cyber context, despite its precise nature and scope still being at issue. 274  

 

(a) “An Essential Interest”  

TM2 listed some examples of a cyber operation placing “an essential interest” 

being in grave and imminent peril, as follows: debilitating the state’s banking 

system, causing a dramatic loss of confidence in its stock market, grounding 

flights nation -wide, halting all rail traffic, stopping national pension and other 

social benefits, altering national health records in a manner endangering the 

health of the population, causing a major environmental disaster, shutting 

 

TM2 Rule 26: Necessity 273 
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down a large electrical grid, seriously disrupting the national food distribution 

network, or shutting down the integrated air defense system. 275  The TM2 Di-

rector added an operation targeting blood banks during a natural disaster 

with consequences of significant loss of life to the list. 276  

 Particularly when critical infrastructure is targeted by cyberattacks from 

an unknown source, resulting in the disruption of its operation, the conse-

quence may be identified as an essential interest in grave and imminent peril. 

Nevertheless, TM2 adds the c aveat that “a State’s unilateral description of 

infrastructure as critical [is not] determinative of the issue” of whether it is an 

“essential interest.” 277  

 

(b) Lack of Connection to a Prior Wrongful Act of a State  

The state of necessity is “not dependent on the prior unlawful conduct of 

another State.” 278  With respect to cyber operations that are launched by a 

non-state actor and meet other conditions for the state of necessity, TM2 ap-

proves the invocation of necessity “in circumstances where no State is respon-

sible for the operation” 279  unless they “affect the essential interests of other 

States.” 280  Thus, the state of necessity in this situation raises doubts about the 

relevance of the principle of due diligence. As long as the territorial state from 

which non -state actors stage an attack complies with the requirements of due 

diligence, countermeasur es are not permitted.  

 The question then arises as to whether the victim state in the same sit-

uation may nevertheless be entitled to invoke the plea of necessity because of 

its essential interest being endangered. From a literal reading of the commen-

tary to necessity, TM2’s answ er appears positive. Even if the sovereignty of 

the territorial state is breached by necessity measures, the wrongfulness can 

be precluded on the condition that the essential interest of the territorial state 

is unaffected. In that sense, it seems as thoug h the state of necessity in TM2 

may diminish the role played by the principle of due diligence. Under the due 

diligence principle, countermeasures by another state are prohibited when a 

genuinely willing territorial state is unable to terminate trans -border harmful 

cyber operations within its territory, because due diligence is an obligation of 

conduct (not of result), meaning that the territorial state is not required to put 

an end to malicious cyber operations by non -state actors. 281  However, the 

state of necessity may be invoked in this situation after all. The principle of 

due diligence will be even more meaningless if a state invoking necessity is 

not obliged to take into consideration the extent to which the territorial state 

is exercising due diligence as an urgent matter, since in theory necessity and 

due diligence are expected to function in completely different conditions.  

 Lastly, although not stated clearly in TM2, the state of necessity can be 

subject to subsequent control by a third party, 282  similar to how countermeas-

ures are taken at their own risk and a state may be held accountable for taking 

such countermeasures with mistaken attribution. 283  Therefore, if necessity is 

invoked after misjudging the essential interests concerned, the invoking state 

will be responsible for its illegitimate measures.  

 

(c) Contentious Issues in TM2  

TM2 experts reached consensus on all but three points. The first is whether 

forcible measures can be subject to the plea of necessity. The same question 

has been debated with respect to countermeasures, and long before cyber 

technology emerged. “Some of th e Experts” rejected the invocation of neces-

sity unless force is employed as the right of self -defense or authorized by the 
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UN Security Council. “The other” experts supported the ability to invoke ne-

cessity in the event of an unlawful use of force where “the only effective re-

sponse is a use of force for a victim State.” 284  

 The second contentious issue is the scope of “essential interest.” The 

majority of TM2 experts were of the view that “only interests of States are 

protected by operation of the plea of necessity in the present state of the 

law,” while acknowledging “extrem e cases” where the plea may be invoked 

to serve the interest of “international community as a whole.” 285  In this re-

gard, the majority’s view seems more restrained than the ILC’s conclusion in 

ARSIWA that placed the international community as a whole within the scope 

of the plea. 286  A wider interpretation of protective interests implies the poten-

tial case of “several States acting together unilaterally” for the plea of neces-

sity.287  

 The third point of disagreement concerns a cyber -specific scenario. TM2 

experts were split over “whether the possibility of cooperation with other 

States or with international organisations” disentitles a state to invoke the 

plea. TM2 experts discussed a h ypothetical scenario where a State A is hit by 

a cyber operation launched from cyber infrastructure located in a friendly 

State B. State B has a CERT that is highly cyber -capable. The majority, follow-

ing the ILC approach, argued that State A “would have to , if time permits and 

it is feasible to do so otherwise in the circumstances, solicit the assistance of 

the CERT” first. The minority opposed that position, noting that “the notion 

of alternative means only refers to means that are within the exclusive con trol 

of the State claiming necessity.” 288  

 

3.5.2 Case Studies  

Because of the lack of reported precedents in the cyber domain, 289  envisaging 

what a cyber operation based on the plea of necessity will look like is not easy.   

 With regard to counter -ransomware operations discussed above, one 

may ask whether the plea of necessity is a better fit than state countermeas-

ures for explaining their legal basis. In this respect, one condition may be re-

called for invoking the plea of nec essity: the peril will not yet have occurred. 290  

In other words, to cite the TM2 experts, a state resorting to action based on 

the plea of necessity need not face a peril that has materialized before it takes 

action. 291  TM2 experts agreed that the plea applies equally when the cyber 

operations in question are underway and the harm is manifesting. 292  Thus, in 

terms of the harm in question, the plea of necessity may be invoked for cyber 

incidents where countermeasures appear to be a more likely justification due 

to harm already being suffered as a result (presumably) of a breach of due 

diligence by the  territorial state. However, in the case of cyber operations 

launched by non -state actors, where the invocation of countermeasures is un-

available due to the non -eligibility of non -state actors as an addressee of coun-

termeasures, the state of necessity may be the only option left for a victim 

state to protect its essential interest from more severe effects to come.  

 

3.5.3 State Positions  

 

(1) For  

Eleven States recognize the applicability of the plea of necessity in the cyber 

context. Most references to necessity are very brief, 293  however, with the ex-

ception of Germany, 294  the Netherlands 295  and Norway. 296  The Netherlands 

provides examples of necessity, including a scenario where virtually the entire 
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internet is rendered inaccessible or severe shock is caused to financial markets. 

Norway provides unique insight into a prospective case in which the state of 

necessity is expected to apply: “if infrastructure in a third country is used in 

an international ly wrongful cyber operation, the injured State may under cer-

tain conditions launch a cyber operation to destroy or disrupt the internation-

ally wrongful cyber operation, even if this violates the territorial sovereignty 

of the third State.” 297  With this sentence, Norway shows its view that the state 

of necessity can be triggered not just by non -state actors, but also by the 

unlawful cyber operations of a state, which at first glance contradicts the TM2 

view that it is “not dependent on the prio r unlawful conduct of another 

State.” 298  Moreover, Norway implies that the principle of due diligence does 

not come into play in such a circumstance, meaning that irrespective of 

whether the third State is in conformity with due diligence, the sovereignty of 

the third state will be violated.  

 

(2) Against   

No state explicitly opposes the applicability of the plea of necessity in cyber-

space.  

 

(3) No Position  

The position papers of Australia, Brazil, Canada, China, Czech Republic, Den-

mark, Estonia, Kazakhstan, Kenya, New Zealand, Pakistan, Poland, Romania, 

Russia, Singapore and the UK make no reference to the plea of necessity.  

 

3.5.4 Summary  

Although there have not been any reported cases of a state invoking necessity 

in the cyber context, TM2 affirmed the customary status of necessity. Eleven 

countries support that conclusion. TM2 mostly followed the conditions laid 

down in ARSIWA, but unlike  ARSIWA,  most of the TM2 experts excluded the 

interests of the international community as a whole from necessity’s scope of 

application.  

 Under the plea of necessity, a victim state may be entitled to take 

measures to safeguard its essential interests in the face of harmful cyber inci-

dents unless those measures affect the essential interests of other states.  

 Necessity-based measures are permissible regardless of whether due dil-

igence is complied with by the territorial state from which harmful operations 

are conducted. In this case, the sovereignty of the territorial state may be vio-

lated to the extent that th e conditions for the plea of necessity are fulfilled.  

 
3.6 Extraterritorial Jurisdiction  

The terms “extraterritoriality” and “extraterritorial jurisdiction” refer to the 

competence of a state to make, apply, and enforce rules of conduct with re-

spect to persons, property or events beyond its territory. Such competence 

may be exercised by way of pre scription, adjudication or enforcement. En-

forcement jurisdiction refers to a state’s authority to ensure compliance with 

its laws. 299  

 

3.6.1 TM1  & 2 

 

(1) TM1  

TM1 addresses extraterritorial jurisdiction only in relation to enforcement ju-

risdiction by the flag states or states of registration over cyber infrastructure. 
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For instance, “a State may not exercise jurisdiction over cyber infrastructure 

aboard a commercial drone registered in another State that is operating in 

international airspace by taking control of that drone.” 300  

 

(2) TM2  

 
301  

A State may only exercise extraterritorial enforcement jurisdiction in relation to per-

sons, objects, and cyber activities on the basis of:  

(a) a specific allocation of authority under international law; or  

(b) valid consent by a foreign government to exercise jurisdiction on its territory.  

 

 

(a) Terminology  

The commentary to Rule 11 indicates a shared understanding among TM2 

experts that enforcement jurisdiction is binary, either territorial (legal) or ex-

traterritorial (illegal), unless otherwise specified by both (a) and (b) of black -

letter Rule 11 above. Th e terminology in TM2 may cause confusion, but there 

is no such thing as lawful extraterritorial enforcement jurisdiction without a 

specific legal basis. 302  State B accessing servers located in State A may appears 

to be a trans -border operation, thus constituting extraterritorial jurisdiction, 

but in legal terms it is territorial exercise of jurisdiction due to the public ac-

cessibility of the servers. 303  Likewise, accessing data in closed online forums, 

chat channels, private Internet hosting services, or the so -called “dark web” 

in another state are also a territorial exercise of enforcement jurisdiction ac-

cording to categorization by TM2.  

 Another illustrative example in TM2 is a case where one state’s agent 

accesses a closed online forum hosted on servers in another state using cre-

dentials they obtained under false pretenses. This access is territorial enforce-

ment jurisdiction, since the da ta is “meant to be accessible to one or more 

users from the State.” 304  It becomes extraterritorial when the data in question 

is not meant to be accessible despite being connected to the internet. 305  

 

(b) Contentious Issue in TM2  

TM2 experts were “evenly split” over an issue of indirect access to data 

through an internet service provider. In this hypothetical scenario, where law 

enforcement is seeking data that is not publicly available (e.g., subscriber or 

traffic information) som e experts regarded it as unlawful extraterritorial juris-

diction based on the accessibility standard used for the discussion on the dark 

web. Other experts suggested that a mere request does not amount to extra-

territorial jurisdiction and is thus lawful unl ess the request is followed by some 

kind of coercion to ensure compliance. 306  

 

3.6.2 Case Studies  

 

(1) Tidal  Case in Norway  

State practice concerning remote cyber operations for criminal investigation 

purposes is getting richer, but it is still not uniform and even worse, not always 

admitted by the investigating state. 307  That said, some of new cases that took 

place after the publication of TM2 may fall within “territorial” enforcement 

jurisdiction proposed by TM2.  

 

TM2 Rule 11: Extraterritorial  

Enforcement Jurisdiction 301  
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 In the Tidal case at the Norwegian Supreme Court (2019), 308  for exam-

ple, which involved computer fraud, the Norwegian law enforcement author-

ities, Økokrim (Norwegian National Authority for Investigation and Prosecu-

tion of Economic and Environmental Crime) downloaded data from a server 

belonging to Amazon Web Servi ces in the U .S. using access credentials gained 

from the company. The Supreme Court of Norway upheld the legality of the 

search, stating that the coercive measure was initiated on Norwegian soil, 

against a Norwegian company, with offices in Norway, in the form of an orde r 

to the company to provide the information necessary for Økokrim to access 

the data, and “the search only involve[d] access to information the company 

itself has stored.” While “the data remains on the server abroad,” the court 

added that “no changes are made to the stored information, for instance in 

the form of deletion of encryption.” According to the Court, nothing in the 

Budapest Convention on Cybercrime directly addresses a measure like the one 

in the Tidal case,309  nor is there any customary international law in this area. 310  

The Court thus held that “in a situation like the one at hand,” it could find 

“that the search will affect another state to an extent that it constitutes a 

violation of the principle of sovereignty.” 311  

 The Norwegian Supreme Court also investigated the trends in neighbor-

ing countries, including Denmark (below) and Sweden, together with regional 

organizations in Europe. A dominant view in Sweden at that time disfavored 

a search for data stored abroad. Howe ver, the Norwegian Supreme Court 

seemed more sympathetic to the view presented in a Swedish Official Report 

on secret data reading, which questions the territorial principle preventing the 

remote access of data abroad, considering the storage site being bo th irrele-

vant and unknown to the user and, hence, concluding that “it is hard to see 

why the storage place in these cases should determine the executive jurisdic-

tion issue.” 312  

 

(2) Danish Supreme Court Order U 2012.2614 H  

The Danish case cited in the Norwegian Tidal case concerned the Danish police 

reading the defendant’s profiles on both Facebook and Messenger in October 

2010, at which time the defendant resided in Canada. The Danish police ac-

cessed them as part of a criminal investigation into a drug -related crime sub-

ject to Danish criminal jurisdiction. The search was conducted in a Danish po-

lice office using credentials obtained through telephone intercepts and did 

not involve assistance or cooperation either from service providers such as 

Facebook and Messenger o r from the local authorities in the U .S., Luxem-

bourg or Canada. In May 2012, the Supreme Court of Denmark approved the 

police actions as duly authorized under Danish domestic legislation. 313  

 The Norwegian and Danish cases both concern direct remote access to 

data abroad by law enforcement authorities. In both cases, the data in ques-

tion seems to meet the TM2 public accessibility test. If that is not the case, the 

data search in the Norwegian c ase would be valid as extraterritorial exercise 

jurisdiction, since a data holder was present in the territory of Norway at the 

time when the search was conducted. The TM2 commentary states that “the 

State may exercise enforcement jurisdiction over the ind ividuals or private en-

tities themselves if they are located in the State, based on, for instance, the 

failure to cooperate with authorities.” 314  While the Danish authorities con-

ducted the search without his presence in Denmark, the Norwegian Supreme 

Court did not find any difference between the two cases.  
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(3) Skype Communications Case in Belgium  

A Belgian case in 2019 regarding a production order issued to Skype Com-

munications seems more controversial. The Belgian Court of Cassation rea-

soned that despite the lack of a branch, any infrastructure, or physical pres-

ence in Belgium:  

 

a provider [of an electronic communications service] is sometimes sub-

ject to Belgian legislation because of the mere fact of its active partici-

pation in economic life in Belgium. The cooperation obligation [to pro-

vide the requested information and provide technical assistance with the 

wiretapping measures] does not require intervention by the Belgian ju-

dicial authorities abroad. Consequently, the investigating magistrate is 

not obliged to make a request for mutual legal assistance to Luxemburg, 

where the pr ovider has its establishment or infrastructure. 315   

 

The ruling stands in sharp contrast to the view of TM2, leading to the opposite 

conclusion concerning whether to view a request for extraterritorial data as 

the legitimate exercise of territorial jurisdiction or the illegitimate exercise of 

extraterritorial jurisdiction. With respect to directly requesting private foreign 

hosting service providers to obtain extraterritorial data (subscriber or traffic 

information) without a request for mutual legal assistance to a foreign state, 

the TM2 experts all denied t he existence of any legal obligation for the pro-

viders to obey the request. Especially given that the data in question is not 

publicly available, some TM2 experts contended that “gaining access to it re-

quires either a specific allocation of authority under  international law or con-

sent of the State enjoying enforcement jurisdiction over the data sought.” 

Other TM2 experts affirmed the legality of a mere request to the provider 

“that is not accompanied by compulsion to comply on the part of the request-

ing sta te, thus not ris[ing] to the level of interference with the exclusive right 

of the other State to exercise enforcement jurisdiction on its territory.” 316  In 

the Belgian case, the requested data was user data and an order to the pro-

vider was more than a mere request; accordingly, it would have been regarded 

as an impermissible exercise of extraterritorial jurisdiction under TM2 stand-

ards.317  

 

(4) Take -down Operations in Third States beyond the Conflict Zone  

Categories of enforcement jurisdiction other than remote operations for the 

purpose of criminal investigation may also fall within TM2 Rule 11 to the ex-

tent that it is conducted by government agents with domestic authorization. 

In particular, the standard of whether data is “meant to be accessible to one 

or more users from the State” may transform the legal character of counter -

ISIS/ISIL operations that were conducted in third states (i.e., other than Iraq 

and Syria). The U .S. and Australia reportedly felt the need to take down cyber 

infrastructure used by ISIS/ISIL in third states, because ISIS/ISIL media nodes 

were dispersed globally. Legal rights and duties between the U .S. and Aus-

tralia on one side and the third states on the other are governed primarily by 

peacetime norms, despite the operations being an extension of non -interna-

tional armed conflicts fought in Iraq and Syria. The public accessibility stand-

ard described above, if applicable in this circumstance, may make it easier for 

the U .S. and Australia to legally justify the operations. The operations would 

have been considered lawful territorial jurisdiction despite being trans -border. 

Having said that, if the operations in question involved more than a negligible 
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effect and caused damage to or a loss of functionality of the target cyber 

infrastructure used by ISIS/ISIL, the operations would violate the sovereignty 

of the third states and thus require separate legal justification. In this regard, 

U.S. experts note t hat a state “is not precluded from taking action against 

ISIS’s cyber facilities in other states, even without the consent of the host state, 

unless doing so constitutes a prohibited intervention or use of force.” 318  Given 

the lack of any official announcement, it is uncertain how exactly the U .S.319  

and Australia 320  would characterize their operations.  

 

3.6.3 State Positions  

 

(1) For  

Canada has demonstrated its clear view that “cyber activities carried out re-

motely from within Canada with negligible effects in a foreign State do not 

involve an extraterritorial exercise of enforcement jurisdiction by Canada.” 321  

This approach seems to be in harmony with TM2. The Netherlands, although 

clearly supportive of remote searches in cyberspace given its investigative 

practices, 322  is not as vocal as Canada in its position paper. 323  

 

(2) Silent or Neutral  

Most position papers do not refer to extraterritorial enforcement jurisdiction. 

Germany 324  and New Zealand 325  raise the issue briefly, and the latter under-

lines a need to discuss it further in an appropriate multilateral forum.  

 

(3) International Law -Making at International Organizations  

Recent law -making trends in multilateral settings also deserve to be noted. In 

May 2022, the Second Additional Protocol to the Cybercrime Convention on 

Enhanced Co -operation and Disclosure of Electronic Evidence (CETS No. 224) 

was opened for signature. 326  Under Article 7 of the Protocol, a party is entitled 

“to issue an order to be submitted directly to a service provider in the territory 

of another Party, in order to obtain the disclosure of specified, stored sub-

scriber information in that service provider ’s possession or control.” A leading 

commentator, however, believes the Protocol is “unlikely to command the 

support of all States Partis to the Budapest Convention.” 327  

 Negotiations at the UN on a Comprehensive International Convention 

on Countering the Use of Information and Communications Technologies for 

Criminal Purposes are also underway. The modalities of investigation of the 

criminal offenses listed in the draft co nvention circulated in the sixth session 

of the Ad Hoc Committee in August ‒September 2023 are limited to mutual 

legal assistance in the traditional sense. 328  The impact that these trends will 

have on the question of extraterritorial enforcement jurisdiction in cyberspace 

remains to be seen.  

 

3.6.4 Summary  

According to the TM2 terminology, the extent of “territorial” enforcement 

jurisdiction is wider than one may think, encompassing trans -border access to 

servers in another country that is consistent with the public accessibility stand-

ard. Conversely, extraterritorial enforcement jurisdiction is unlawful unless it 

has a specific legal basis in international law. As for a state request to foreign 

service pro viders to produce data stored in another country that does not go 

through the law enforcement authorities in that state, TM2 experts expressed 

diverse views. The most extreme view was that a mere request amounts to 
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extraterritorial jurisdiction and is therefore unlawful. National practice contra-

dictory to this view exists and should be noted. The number of state position 

papers mentioning the topic is very small, but Canada highlights the point 

most accurately and in  conformity with TM2.  

 
3.7 IHL -Regulated Cyber Operations  

Finally, this report examines the notion of attack under IHL. As described be-

low, the notion is used in many provisions in international treaties and thus 

triggers the application of various IHL rules.  

 

3.7.1 TM1  & 2 

 

(1) TM1  

 
329  

A cyber attack is a cyber operation, whether offensive or defensive, that is reason-

ably expected to cause injury or death to persons or damage or destruction to ob-

jects. 

 

 

TM1 Rule 30 is partly derived from Article 49 (1) of API, which provides that 

“‘[a]ttacks’ means acts of violence against the adversary, whether in offence 

or in defence.” 330  The remaining part of Rule 30 is built on “numerous Arti-

cles” of API, such as Article 51(1) on the protection of civilians, 51(5)(b), 

57(2)(a)(iii), and 57(2)(b) on proportionality, 35(3) and 55(1) on protection of 

the environment, and 56(1) on the protect ion of works and installations con-

taining dangerous forces. According to TM1 experts, those rules all contain a 

common element for the definition of attack: the consequential harm.  

 

(2) TM2  

Rule 30 is renumbered Rule 92 in TM2, with a little update in the commentary. 

The black -letter rule of TM2 92 is exactly the same as TM1 Rule 30.  

 
331  

A cyber attack is a cyber operation, whether offensive or defensive, that is reason-

ably expected to cause injury or death to persons or damage or destruction to ob-

jects. 

 

 

(a) Protective Scope  

With regard to what determines “attack” under IHL, TM1 experts agreed that 

the key criterion is the consequence of a party to a conflict’s actions. 332  Thus, 

a cyber operation that causes only de minimus  damage or destruction does 

not constitute “attack” under IHL. 333  Beyond that, however, the TM1 experts 

expressed diverse views concerning the level of consequence required to qual-

ify as “attack.”  

 On the other hand, there was consensus among TM1 experts concern-

ing the idea that an operation affecting data is an “attack” whenever that 

operation foreseeably results in the required consequence (whatever that may 

be).334  

 

 

TM1 Rule 30: 329   

Definition of Cyber Attack  

 

 

 

 

TM2 Rule 92:  

Definition of cyber attack 331  
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(b) Interference with Functionality  

TM1 experts were divided over the issue of interference with functionality. 

The majority considered actions requiring physical components to be replaced 

as an attack. 335  The experts also discussed a hypothetical case of cyberattacks 

against the computer -based control system of an electrical distribution grid. 

When the control system or vital components of the grid must be restored for 

the grid to be operational again, the  majority considered the operation an 

“attack.” Other experts went further, extending “attack” to cases in which 

recovery requires the reinstallation of an operating system or particular 

data. 336  Moreover, in the case of “the loss of usability of cyber infrastructure,” 

where required work is only data restoration —not the replacement or rein-

stallation described above —“a few Experts” suggested such an operation 

could still amount to “attack.” 337  

 The ICRC is known for adopting the same view as the minority of TM1 

experts. Relying on the term “neutralization” in Article 52(2) of API, the ICRC 

considers that “attack” includes “operations designed to impair the function-

ing of objects (i.e. neutralize them) without causing physical damage or de-

struction.” The ICRC bases its argument on the object and purpose of the 

rules on the conduct of hostilities, which is to ensure the protection of the 

civilian population and civilian objects against the effects o f hostilities. 338  

 

(c) Large -Scale Adverse Consequences  

TM1 experts were also split over the issue of how to view large -scale adverse 

consequences (e.g., disrupting all email communications throughout the 

country). The majority did not view such consequences as an attack, while the 

minority predicted that the “ international community would generally regard 

them as attack.” 339  

 

3.7.2 Case Studies  

According to Deputy Chairman Victor Zhora of the State Service of Special 

Communications and Information Protection of Ukraine, Russian cyber oper-

ations have shifted from destructive ones in the early phase of the invasion to 

cyber espionage or efforts to support kinetic actions. 340  In light of the focus in 

the Tallinn Manuals on cyber -to-cyber operations, sensu stricto ,341  what needs 

to be examined here are episodes in which cyber -means are exclusively used. 

NotPetya may be worthy of assessment in this respect. It is widely known as 

the most devastating cyberattack at the time, 342  with at least four hospitals 

reported to have fallen victim in Kiev alone. 343  Although information on the 

resulting consequences is unknown, worsened patient conditions equivalent 

to those caused by kinetic attacks may well qualify under the TM1 standard 

as amounting to an “attack” under IHL. TM1 experts note that “any reason-

ably f oreseeable consequential damage, destruction, injury, or death” is en-

compassed under “attack,” 344  yet it is uncertain whether they intended to go 

so far as to include “the violent tertiary effects on human life” resulting from 

attacks on cyber infrastructure. 345  

 If the affected systems had required the replacement of physical com-

ponents, at least the majority of TM1 experts would recognize it as amounting 

to an “attack.” 346  Taking account of the consequences that resulted in a Dan-

ish company, Maersk, which required more than reinstallation of the system 

for recovery to the normalcy, 347  and assuming the same level of effects that 

occurred in Ukraine, NotPetya could be regarded as an “attack” in accordance 

with the minority view of TM1 experts, along with the nine states in (2) below 
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and the ICRC. The same arguments apply to other related cyber operations in 

Ukraine. 348  

 In August 2023, the International Criminal Court (ICC) Prosecutor pre-

sented his view that the ICC will scrutinize war crimes enabled by cyber -

means, 349  and the Ukrainian government is collecting evidence of Russian 

cyber-war crimes for that purpose. 350  Consequently, we may someday see a 

prosecution of cyber war crimes committed in the Russo ‒Ukrainian War.  

 

3.7.3 State Positions  

 

(1) View that “Attack” Excludes Loss of Functionality  

Israel claims that “the mere loss or impairment of functionality to infrastruc-

ture would be insufficient in this regard, and no other specific rule to the 

contrary has evolved in the cyber domain.” 351  

 

(2) View that “Attack” Encompasses Loss of Functionality  

States that support an expansive view of “attack,” one that includes loss of 

functionality, include Canada, Costa Rica, France, Germany, Ireland, Italy, Ja-

pan, New Zealand and Pakistan. Of these nine states, the views of Costa Rica, 

France and Ireland rese mble the ICRC position. Ireland is the clearest example, 

as it cites the ICRC’s view in its position paper. 352  Costa Rica suggests the most 

expansive view, noting that it “understands damage to include the disabling 

– temporary or permanent, reversible or not – of the targeted computer, sys-

tem, or network.” 353  Interestingly, it lists ransomware, “despite being tempo-

rary and reversible,” as an example of “attack.” France straightforwardly re-

jects the definition adopted by TM1 experts, arguing that “a cyberoperation 

is an attack where the targeted equipment or sy stems no longer provide the 

service for which they were implemented, whether temporarily or perma-

nently, reversibly or not. If the effects are temporary and/or reversible, the 

attack is characterized where action by the adversary is necessary to restore 

the infrastructure or system (repair or equipment, replacement of a part, re-

installation of a network, etc.).” 354  

 The other states also suggest that “damage” includes loss or disruption 

of functionality (Italy, 355  New Zealand 356 ), impairment of operations of critical 

civilian infrastructure (Pakistan 357 ), or neutralization (Japan 358 ). Germany is 

more implicit, suggesting “harmful effects” on systems, information, objects 

or person, instead of speaking of “loss of functionality.” Still, in light of the 

statement that “[t]he occurrence of physical damage, injury or death to per-

sons or damage or destruction to objects comparable to effects of conven-

tional weapons is not required for an attack in the sense of art. 49 para. 1” 

of API. 359  The German stance seems to resemble the other states above. Can-

ada seems to subscribe to the same view as the German position, if what 

“harmful effect” means is the same as for Germany. 360  

 

(3) States that Have Not Taken a Position  

Nine states raise the issue but do not discuss the “damage” requirement for 

“attack” in detail: Australia, Brazil, Denmark, Norway, Romania, Sweden, 

Switzerland, the UK and the U .S. While eleven other states do not refer to the 

issue at all, nine of them are contracting parties to API and ostensibly support 

the application of API Article 49 in cyber domain during an armed conflict: 

China, Czech Republic, Estonia, Finland, Iran, Kaz akhstan, Kenya, the Nether-

lands, Poland and Russia.  
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3.7.4 Summary  

TM2 Rule 92 (originally TM1 Rule 30) is built on Article 49(1) and other articles 

of Additional Protocol I. Concerning whether loss of functionality without 

physical damage can be recognized as an “attack,” the majority of TM2 ex-

perts respond in the negati ve, while the minority and the ICRC disagree. State 

positions are also inconsistent, although numerous states have expressed their 

preference for the latter approach. At least from their standpoint, the Russian 

NotPetya attack on Ukraine appears to have pr oduced the consequence nec-

essary to amount to “attack,” even though details on the harms suffered on 

the ground remain unknown. An unlawful “attack” in an armed conflict could 

be subject to criminal indictment as a war crime.  
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Potential Tasks for the  

Tallinn Manual 3.0   

and Denmark  

  
The previous chapter addressed seven topics that are controversial in both the 

Tallinn Manuals and among states. It examined how the discussion of those 

topics has evolved from TM1 to TM2 and whether the TM frameworks provide 

useful yardsticks for the lega l assessment of actually occurring cyber incidents. 

Several observations and takeaways follow.  

 First, TM2 sometimes adopts different but less noticeable interpretations 

than TM1. Concerning the non -intervention rule, for example, the TM1 com-

mentary referred to “the manipulation by cyber means of elections or of pub-

lic opinion on the eve of elections ” 361  as an example of prohibited interven-

tion, while TM2 dropped “manipulation of public opinion” in its commentary, 

discussing intervention situations by “using cyber operations to remotely alter 

electronic ballots and thereby manipulate an election.” 362  As for the state of 

necessity, the majority of TM2 experts excluded the interests of “international 

community as a whole” from protected interests under the rule on neces-

sity,363  unlike TM1, in which the experts unanimously supported its inclusion 

(although put in brackets). 364  Given that the international expert groups in 

TM1 and TM2 were generally different, it is understandable that their opinions 

sometimes varied. Nevertheless, the TMs are only four years apart, and there 

was seemingly no dramatic shift in state practice bet ween their publication.  

 Second, as generative AI technology becomes more widespread, it 

seems likely that the legal grey zone concerning whether influence operations 

might amount to interference with “an inherently governmental function” for 

the rule of sovereignty and/or might a mount to a prohibited intervention in 

the internal affairs of the target state will become more important. TM3 is 

expected to address these questions explicitly. The experts’ conclusions will 

also significantly impact espionage -related questions. It is unl ikely that the 

black -letter rule on espionage —that espionage per se  is not prohibited under 

the lex lata —will change in TM3. But the notion of “an inherently govern-

mental function” has yet to be clarified. 365  Depending on how widely the 

scope of such functions is expanded, more cases of espionage will be judged 

as illegal.  

 Third, it is important to note the risk of misapplying or abusing the plea 

of necessity. The TM2 commentary on necessity describes a prospective case 

in which a non -state actor in one state attacks another state. The victim state 

is entitled to invoke nece ssity on the ground that its essential interests are 

threatened by grave and imminent peril and no other state is responsible for 

the operation. 366  Here, the scenario for due diligence principle can be recalled. 

When Non -State Actor X located in State A, without having any connection 

to A, sets up a large botnet to launch a DDoS attack on State B, State A must 

exercise due diligence and take all feas ible measures to thwart X’s operation. 

As the due diligence principle is an obligation of conduct (not result), 367  State 

4 
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A is not to blame for an unsuccessful outcome, unless it is unwilling 368  or fails 

to act rapidly enough despite reasonably having been able to do so. 369  Only in 

case of breach and the continuation of serious adverse consequences is State 

B entitled to take proportional countermeasures. Yet the countermeasures 

taken here are not to be directed against X, since “only States are subject to 

the international law prohibitions.” 370  Thus, proportionality is assessed against 

the failure of due diligence by the territorial state. 371  

 Suspicions arise as to whether State B might attempt to invoke the plea 

of necessity in this situation for reasons such as distrust of State A. The ma-

jority of TM2 experts argued that State B must solicit assistance from State A 

“if time permits and it is feasible to do so otherwise in the circumstances,” 372  

which is not an absolute obligation; otherwise, State B may justify its necessity 

measures by emphasizing the urgency of the incidents. According to the mi-

nority view, State B does not even need to take urgency into account as a 

condition for the plea of necessity. It implies that necessity can be relied on 

regardless of State A’s due diligence. Consequently, State A’s sovereignty is 

violated against its will and State B is not held accountable for it. Some coun-

tries may fear such a scenario.  

 This risk of misapplication/abuse may not be on the TM3 agenda, be-

cause the plea of necessity is supposed to function independently of other 

doctrines. That said, it will be helpful for the interested states to urge the TM3 

experts to clarify how necessity  is employed; for example, by providing a con-

crete cyber scenario. According to the majority of TM2 experts, the test of 

“unwilling and unable” enables a state to breach a territorial state’s sover-

eignty in the event of an armed attack. While the test rema ins controversial, 

it is easier to apply than the plea of necessity, because it sets a standard con-

cerning the territorial state’s behavior. It would be more helpful if similar con-

ditions are set for the plea of necessity, such as what response by the terr itorial 

state will entitle/disentitle another state to invoke the plea.  

 Fourth, as to collective countermeasures, we can expect further elabo-

ration from the TM3 experts. One task is to identify which obligations, if any, 

qualify for collective countermeasures when violated other than obligations 

erga omnes . Other conditions —such as the request by an injured state for 

assistance, 373  the gravity of the violation, 374  and the link to institutional sanc-

tions—are also worth revisiting. As to the last point, in particular, the literature 

states that “the triggering of Chapter VII ends the power of States not indi-

vidually injured to react as they please at the individual l evel.” 375  The question 

then becomes whether and on what conditions that power applies to individ-

ual states if the Security Council fails to impose or increase sanctions. In that 

case, some states might want to resort to collective countermeasures by claim-

ing that UN  sanctions are no longer effective.  

 Fifth, as to extraterritorial enforcement jurisdiction, the TM3 experts will 

need to further investigate post -TM2 state practice. States that have engaged 

in relevant practice are encouraged to share their actions with the TM3 direc-

tor and experts, NATO CC DCOE (which has the dedicated repository of data 

on state practice for the purpose of TM3), and other states. The Belgian case 

seems to contradict the TM2 view, as the Belgian court viewed the production 

order to a foreign service provider as a legitimate exercise of enforcement 

jurisdiction, and there might be similar cases . Such cases will require TM3 ex-

perts to rethink the issue of extraterritorial enforcement jurisdiction.  

 Sixth, and finally, as to the idea of “attack” in IHL, a certain number of 

states seem supportive of the minority/ICRC view. TM3 experts must pay more 
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attention to state perception and practice. Possible cyber war -crime cases in 

Ukraine deserve particular attention. In this regard, collaboration from all 

stakeholders and experts is essential to investigate these cases. As in the past 

TM editions, for whi ch technical advisors joined an international group of ex-

perts, fully qualified technical experts must be made available to TM3. Simi-

larly, with a view to conducting an impact analysis of attacks on healthcare 

entities in both peacetime and armed conflict,  it is essential for TM3 experts 

to seek out assistance from medical and other relevant experts; moreover, 

military experts must clearly be enlisted to assess military cyber operations in 

Ukraine and other regions.  

 These potential tasks suggested for TM3 hold true for Denmark. Like all 

other states, Denmark is expected to be more transparent regarding its legal 

opinions and relevant national practice, particularly where it takes a minority 

position on an issue. The q uestion of collective countermeasures is an excel-

lent example, as Denmark sides with the TM2 experts on this point. Whether 

it advocates for the minority position as lex lata or lex ferenda , Denmark must 

engage more actively to convince other states and TM3 experts. Regardless of 

the issue, it is sensible for Denmark to articulate its own positions and engage 

with all the stakeholders involved in the TM3 project to ensure that its posi-

tions are represented in Tallinn Manual 3.0.  
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