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English Abstract 
Russian use of hybrid warfare techniques to seize the territory of Crimea in 2014 has 

unsettled the security environment in Europe. Techniques included paralyzing adversary 

decision-making through deliberate ambiguity and deception, cultivating instability in ethnic 

Russian communities, covertly utilizing special operations forces, organizing and directing 

local paramilitary forces, and deterring external intervention by highlighting advanced 

conventional capabilities in the theatre. NATO leaders have expressed concern and agreed to 

policies countering the possibility of Russia using such a strategy in the Baltic Sea region. 

The Alliance and its regional partners face challenges of geography, as well as social, 

economic, and political vulnerabilities that require unilateral and cooperative approaches to 

mitigate. We recommend a series of measures to augment NATO’s Readiness Action Plan 

with particular attention to the maritime domain, including increasing the breadth and depth 

of naval exercises, increasing maritime domain awareness through cooperative programs to 

collect, analyse, disseminate, and use intelligence with focus on hybrid threats. Furthermore, 

we recommend that unilateral and cooperative measures be taken to develop and utilize a 

sound strategic communications strategy to counter Russian information operations, that 

additional steps be taken to reduce dependence on Russian energy supplies, and that the 

resilience of critical undersea and maritime infrastructure – as well as the ability to quickly 

repair and replace it – be enhanced.  
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Dansk resumé  
Sikkerhedssituationen i Europa er grundlæggende forandret, efter Rusland annekterede Krim 

i 2014. Rusland benyttede i den forbindelse særligt teknikker, der knytter sig til hybrid 

krigsførelse. De militære teknikker inkluderede at paralysere Ruslands modstanderes 

beslutningsproces gennem tvetydige signaler og bedrag, at opdyrke utilfredshed og ustabilitet 

i etniske russiske samfund, skjult brug af specialoperationsstyrker, at støtte og organisere 

lokale paramilitære enheder og endelig at afskrække ekstern intervention ved at fremhæve 

egne avancerede militære kapaciteter i området. NATO har udtrykt bekymring for Ruslands 

hybride krigsførelse og har vedtaget politiske initiativer, der skal hindre Ruslands anvendelse 

af en hybrid strategi i Østersøregionen. Ikke desto mindre står NATO og alliancens partnere i 

Østersøregionen over for geografiske såvel som sociale, økonomiske og politiske sårbarheder, 

som kun kan håndteres gennem en kombination af egne og fælles initiativer. Denne analyse 

anbefaler en række tiltag, der vil styrke NATO’s Readiness Action Plan med specifikt fokus 

på det maritime domæne – herunder en styrket maritim øvelsesaktivitet såvel i bredden som i 

dybden – samt udvidet maritim ’domain awareness’ igennem fælles initiativer, der kan samle, 

analysere, fordele og anvende efterretninger med fokus på hybride trusler. Endvidere 

anbefales det at udvikle en strategisk kommunikationsstrategi, der kan imødegå russiske 

disinformationskampagner, at der tages yderligere skridt for at reducere afhængigheden af 

russiske energiforsyninger, og at modstandsdygtigheden af kritisk infrastruktur under 

havoverfladen styrkes.  

 
 
 
 
 
 
 
 
 
 
 
 

  



 vii

Contents 
 
1. Introduction ................................... ...................................................................... 1 

2. Hybrid Warfare and the Maritime Domain ......... ................................................ 3 

3. The Baltic Sea ................................. ..................................................................... 6 

4. Hybrid Possibilities in the Baltic Sea ......... ..................................................... 10 

4.1 Geography ..................................... .............................................................................................. 10 

4.2 Social Vulnerabilities ........................ .......................................................................................... 11 

4.3 Economic Vulnerabilities ...................... ..................................................................................... 14 

4.3.1 Energy ...................................... .................................................................................................................................... 14 

4.3.2 Undersea Cables ............................. ............................................................................................................................. 15 

4.3.3 Port and Supply Chain........................ ......................................................................................................................... 18 

4.4 Political Vulnerabilities ..................... .......................................................................................... 19 

5. Mitigation Measures ............................ .............................................................. 19 

5.1 Addressing Geography .......................... .................................................................................... 20 

5.2 Addressing Social Vulnerabilities ............. ................................................................................ 24 

5.3 Addressing Economic Vulnerabilities ........... ........................................................................... 24 

5.3.1 Addressing Energy ........................... ........................................................................................................................... 25 

5.3.2 Addressing Undersea Cables .................. ................................................................................................................... 25 

5.3.3 Addressing Port and Supply Chain ............ ................................................................................................................ 26 

5.4 Addressing Political Vulnerabilities .......... ................................................................................ 27 

6. Conclusions .................................... ................................................................... 29 

7. Endnotes ....................................... ..................................................................... 33 

8. Bibliography ................................... ................................................................... 43 

 

 
 



 1

1. Introduction 
Overnight on February 26-27, 2014, small groups of armed men appeared across Crimea. 

While these “little green men” were “polite,” their intentions were anything but.1 They 

corralled Ukrainian forces in their bases and made it plain that any attempt to leave would be 

met with violence. They took over communications masts and studios to ensure that the only 

messages accessible to the Crimean population were their own. They took over government 

offices to ensure that no decisions could be taken other than those which they approved. 

Within three weeks they oversaw a plebiscite to unify Crimea with Russia – a vote won with 

93 percent – followed by annexation two days later. While President Vladimir Putin initially 

denied Russian involvement, he later candidly admitted that the entire operation had been 

planned at the highest levels and conducted by Russia’s armed forces.2 Despite the 

obfuscations, it was a Russian invasion and occupation, pure and simple.3 

The annexation of Crimea and destabilization of eastern Ukraine saw the culmination of 

changes in Russian policy evident since 2008. Russian revanchism has greatly concerned 

Western leaders. The countries on NATO’s eastern flank have long expressed serious 

concerns about the ability of the Alliance to deter Russian aggression, to defend against it 

with the forces on hand, and to expeditiously dispatch reinforcements if necessary.4 The 

Baltic states of Estonia, Latvia, and Lithuania are particularly vulnerable to land invasion and 

it has been recently recognized that NATO has “a limited number of options, all bad” 

available to respond.5 NATO has increased the resources deployed in the Baltic Sea region – 

most obviously Baltic air policing – to reassure these allies and deter Russian adventurism.6 

But land invasion is not the only concern – nor perhaps the most salient. Many other aspects 

of Russian strategy in Crimea trouble Alliance leaders:7 

• The paralysis of adversary decision-making through deliberately cultivated ambiguity, 

misinformation, and deception 

• The vulnerability of ethnic Russian minorities to Russian information operations 

• Covert use of Russian special operations forces (SOF) 

• Russian use of conventional force exercises and references to nuclear weapons 

intended to intimidate European opinion and deter external military intervention  

• The speed with which Russia decided to act, acted, and succeeded. 
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The Baltic States and their environs are vulnerable to such hybrid techniques. Latvia, 

Lithuania, and Estonia were previously part of the Soviet Union; their territories border 

Russia and can easily be cut off from the rest of NATO. Large minorities of Russian speakers 

among their populations have been unevenly integrated into their social and political life and 

consume primarily Russian media. All three nations remain reliant upon Russia for their 

energy needs. Such conditions make them vulnerable to Russian disinformation practices, 

societal and economic disruption, covert infiltration by Russian SOF, and isolation from their 

NATO allies and EU partners given the concentration of Russian military power in the 

Kaliningrad exclave to the south and from bases in Belarus to the east.8  

The maritime dimension of their vulnerability – and that of the other Baltic Sea littoral states 

– has received inadequate consideration, particularly in NATO’s nascent response to hybrid 

threats.9 Are there ports and other coastal areas populated by members of the Russian 

diaspora that might be a focal point for disruption? How might Russian SOF be used in a 

maritime context? Are there latent disputes over territorial waters, fishing rights, or other 

unsettled issues that could be exploited to further Russian objectives? What role would 

Russian conventional and nuclear forces play in supporting a hybrid maritime campaign? 

Finally, what could be done to mitigate these vulnerabilities? 

These issues were addressed at an experts’ seminar held at the Centre for Military Studies on 

28 April 2016. The analysis that follows is informed by those discussions and is subject to the 

quality assurance procedures delineated in the Centre for Military Studies project manual for 

research-based services, which includes internal and external peer review procedures.  

In the first section of this report, we discuss the concept of hybrid warfare in general and 

explore its maritime dimensions in particular. In the second, we characterize the Baltic Sea as 

a theatre in which a Russian hybrid warfare campaign could be undertaken. In the third, we 

consider specific vulnerabilities of the Baltic states and other countries around the Baltic Sea 

to hybrid maritime threats. In the fourth, we examine potential responses to reduce those 

vulnerabilities and build resilience amongst and between the Baltic littoral states. The fifth 

and final section draws together the insights derived from the analysis and summarizes our 

recommendations. 
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2. Hybrid Warfare and the Maritime Domain 
Organized violence has been used to achieve political objectives throughout history. Yet the 

security challenges facing the West confound previously understood notions of the actors, 

modalities, and purposes of warfare. Many Western military leaders recognized that prevalent 

doctrinal or categories failed to capture contemporary conflict.10 A suite of competing 

theories about New Wars, fourth-generation warfare, and hybrid threats emerged.11 Within 

the West, the term “hybrid warfare” is most commonly used to denote a complex 

phenomenon that presented Western political and military leaders with previously unforeseen 

security challenges.12 

There are distinctive variations that feed debate about what constitutes a hybrid threat.13 In 

his characterization, Frank Hoffman wrote that:  

Hybrid threats incorporate a full range of different modes of warfare including 

conventional capabilities, irregular tactics and formations, terrorist acts including 

indiscriminate violence and coercion, and criminal disorder. Hybrid Wars can be 

conducted by both states and a variety of non-state actors. These multi-modal 

activities can be conducted by separate units, or even by the same unit, but are 

generally operationally and tactically directed and coordinated within the main 

battlespace to achieve synergistic effects in the physical and psychological 

dimensions of conflict. The effects can be gained at all levels of war.14 

The key aspect of hybrid threats is the deliberate “blurring and blending” of types of 

adversary organizational forms (regular forces, irregular forces, terrorists, criminals), types of 

weaponry (from “modern military capabilities” to improvised explosive devices (IEDs)), 

tactics (“traditional,” irregular, terror, and “disruptive social behaviour,” including criminal), 

directed at different targets or foci (adversary military forces, civil governmental institutions, 

the civilian population, the international community, the international legal order, and 

domestic audiences of all parties).15 

This concept is now part of the lexicon used by senior American leaders, in doctrine, and in 

other statements of policy.16 Other states have responded similarly. At the 2014 NATO Wales 

Summit declaration, NATO’s heads of state and government defined hybrid warfare as “a 

wide range of overt and covert military, paramilitary, and civilian measures … employed in a 
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highly integrated design.”17 This definition is broader and less specific than Hoffman’s 

conception, but captures the breadth of Russian actions in Crimea and elsewhere. 

Russia’s Crimea campaign took place in a context that facilitated the utility of hybrid tactics. 

Crimea had been part of Russia until transferred to Ukraine in 1956 and the port of 

Sevastopol, home of the Soviet Black Sea Fleet, remained under Russian authority until 

1978.18 Russia maintained significant forces and infrastructure in Crimea. After the break-up 

of the Soviet Union in 1991, it retained control over the Sevastopol naval base by leasing it 

from Ukraine. This agreement was renewed in 2010, permitting Russian use of the base until 

2042 with an option for an additional five years. It also permitted the stationing of 25,000 

Russian military personnel.19 Furthermore, over 60 percent of the Crimean population were 

Russian speakers and nearly 80 percent had voted for the pro-Russian president Viktor 

Yanukovych in 2010.20 Post-annexation data suggests that over 80 percent of the population 

in Crimea obtained their news and information from Russian television.21 Thus there was 

fertile ground for the “intense diplomatic, media and psychological onslaught [that] sought to 

portray […] Kiev’s new leadership as fascists and terrorists” and for Moscow to pledge “to 

defend Russian citizens and interests in Ukraine, especially in Crimea.”22 Furthermore, this 

information warfare campaign facilitated the creation of irregular “self-defence” forces that 

were led and advised by covert special operations forces while utilizing tactics, such as 

unmarked uniforms, allowing Russia to maintain plausible deniability.23 

The potentialities of hybrid war in a maritime environment have received less consideration. 

The Russian campaign in Crimea had many maritime elements. Many of the 15,000 naval 

personnel that were stationed there, particularly the 2,000 members of the 810th Marines 

Infantry Brigade, were deployed with their armoured vehicles throughout Crimea to “to 

ensure the protection of places of deployment of the Black Sea Fleet.”24 They were reinforced 

by thousands of troops from Russia proper, including a second naval infantry brigade based 

at Novorossiysk, “two special forces brigades and a designated airborne division.”25 These 

personnel surrounded Ukrainian military posts and governmental buildings, provided advice 

and command to irregular forces throughout Crimea, and discriminately projected power to 

“politely” intimidate Ukrainian forces, officials, and citizens ashore.26  
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Figure 1: Scuttled Russian Cruiser Ochakov at Entrance to Douzlav Bay
27 

 

Offshore, the Ukrainian Coast Guard managed to evacuate its 23 operational ships and boats 

from Sevastopol and Kerch when Russian forces approached on 1 March. Russian ships in 

the harbour approached the fleeing vessels, but “did not seem to expect the Ukrainians to act 

so quickly and were too late to prevent their escape.”28 The Ukrainian Navy was not as agile. 

Unable to put to sea quickly, they were trapped on 6 March when the aged Russian Kara-

class cruiser was sunk at the entrance of the port of Sevastopol.29 Ukrainian ships that 

attempted to escape were chased within the bay, bumped, disabled, and eventually boarded.30 

The capture of Crimea yielded most “of Ukraine’s naval power, including nearly all of its 

blue-water ships, its officer training academy, maintenance facilities, shore side infrastructure 

and even most of its sailors.”31 At the strategic level, “the presence of Russia’s Black Sea 

Fleet in Crimea raised the symbolic and strategic costs of any attempt by the United States or 

NATO to intervene directly in the region.”32 The Russian campaign successfully blended its 

regular naval infantry and special forces with irregular forces to utilize regular small unit 

tactics, unorthodox naval tactics, as well as disruptive social behaviour to confuse, stymie, 

and influence a myriad of audiences – in Crimea, in Kiev, throughout Ukraine, and in 

Western capitals.  
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Overall, Russia’s hybrid campaign in Crimea highlighted four key dimensions:  

1. A persistent information warfare campaign directed at audiences in and out of the 

theatre to sway Russian members of the populace, confuse and divide opponents 

through disinformation about intentions, and impose revisionist interpretations on 

established political, legal, and historical narratives 

2. Utilization of paramilitary forces – such as regular coast guards, coastal militia, or 

guerrilla-style units – directed, coordinated with, or reinforced by regular forces to 

intimidate opponents while remaining below the level that justifies an armed response  

3. Deployment of high-end conventional capabilities at the periphery of the theatre to 

deter external intervention 

4. Gaining control over maritime assets, whether port facilities, naval bases, strategic 

islands, or other key positions that enable control over sea lines of communication. 

3. The Baltic Sea 
The Baltic Sea region has long been regarded as an area of low geopolitical tension. The 

comity between the neutral Nordic states of Sweden and Finland to the north, the dominance 

of Soviet Russia to the south, and the injection of American power to contain Soviet power, 

through NATO members Germany and Denmark, resulted in a “Nordic balance” in the 

region.33 After the Cold War, much of the region moved politically toward the West: 

Germany was reunified, Denmark’s reluctant stance toward NATO became enthusiastic,34 

Poland joined NATO in its first round of expansion, the Baltic states gained their 

independence from the Soviet Union and were shepherded into NATO and the European 

Union with the assistance of their Nordic neighbours,35 and Finland and Sweden have 

progressively set aside their traditional neutrality to join the European Union and cooperate 

ever more deeply with NATO through the Partnership for Peace program.36 With regional 

integration into various Western institutions and the absence of a threat to the east, “the Baltic 

region was considered one of the most peaceful spots of the world.”37  

Russian policy has also been predicated on stability in the region. The Soviet Union invested 

around 50 percent of its shipbuilding capacity in the St. Petersburg area. A second vital 

facility, the Yantar shipyard, specializing in the construction of large surface ships, is located 

in the Kaliningrad Oblast. This dependency remains unchanged and Russia is no doubt aware 

of her vulnerability.38 Since the dissolution of the Soviet Union, the Baltic Sea has become a 

vital conduit for Russian trade – one, moreover, that is close to important Western markets 



 7

and thus far untroubled by the risk of conflict. In 2015 the two container ports in the Big Port 

of St. Petersburg handled 52 percent of Russian container traffic. This amounted to 1.9 times 

the throughput of Russia’s Far Eastern ports and more than three times the volume passing 

through its Black Sea terminals. Further container traffic is trans-shipped via Baltic State 

ports such as Riga in Latvia and Tallinn in Estonia.39 

The Baltic Sea is also a major conduit for energy supplies from Russia to Europe, which 

continues to be a major customer for Russian crude oil. The bulk of this traffic is shipped by 

tanker from the ports of Primorsk and Ust-Luga near St. Petersburg via the Baltic to north-

western Europe. Furthermore, the Nord Stream gas pipeline runs along the seabed. This 

consists of two parallel pipes that run from Vyborg in Russia to Greifswald in Germany. The 

first came on-stream in November 2011 and the second almost a year later. It is currently the 

longest undersea pipeline in the world.40 

Figure 2: The Baltic Sea Littoral States
41 
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The Russian Baltic Sea Fleet also reflects an assumption that the area will not be the 

epicentre of conflict. It is the weakest of Russia’s four fleets (Baltic, Black Sea, Pacific, and 

Northern) and continues to have the lowest priority for new units. Furthermore, it has been 

poorly led over the past decade: over 50 officers amongst its leadership were purged for 

“dereliction of duty” in June 2016.42 As of 2016, its order of battle consisted of 1 attack 

submarine and 56 warships made up of 2 destroyers, 6 frigates, 6 corvettes, 4 guided missile 

corvettes, 7 patrol craft, 6 fast patrol boats, 5 coastal minesweepers, 7 inshore minesweepers, 

13 landing ships, 6 utility landing craft, and 2 air cushion landing craft.43 It is unclear how 

many of its submarines, ships, and other vessels remain operational. The fleet’s submarines 

have not been modernized and remain inferior to German and Swedish vessels.44 The fleet’s 

anti-submarine warfare (ASW) and mine countermeasures (MCM) capabilities have also not 

been upgraded, although the fleet conducted a large and well-advertised ASW exercise in 

2015.45 However, some modernization has taken place. “Since 2007, the fleet’s weaponry has 

been upgraded with four new Steregushchy-class corvettes (Project 20380). These are 

modern warships, whose missiles are capable of striking even land targets with great 

precision.”46 This land-attack capability is new to the Baltic Fleet. Furthermore, the naval 

infantry brigade attached to the fleet and based at Baltiysk has improved its weaponry. 

From a strategic standpoint, the Baltic Sea is an isolated theatre. It is relatively small with an 

average width of only 193 km (120 miles). Mines and submarines – the traditional means of 

controlling access to the Baltic – would today be complemented by air power and air-

deployable ground forces in any high-intensity conflict. Notably, Russia is able to effectively 

dominate large areas of the Baltic and Baltic airspace using missile forces based in the 

Leningrad and Kaliningrad Oblasts.47 The Iskander-M mobile ballistic missile (NATO 

designation SS-26 Stone) with a range of 500 km (and possibly up to 2,000 km (1,250 mile) 

in its Iskander-K variant) is capable of hitting fixed or mobile targets in much of Sweden and 

from southern Poland to central Finland.48 The Iskander-M is nuclear-capable, although 

fitting a nuclear warhead would contravene the Intermediate Nuclear Forces treaty. NATO air 

movement, including air transports bringing reinforcements into theatre, would be at risk 

from a layered, integrated air and missile defensive system equipped with S-300 and the 

highly-capable S-400 anti-aircraft and anti-ballistic missile (ABM) system (NATO 

designation SA-21 Growler) which, according to the missile selected, is capable of 

interdicting targets at ranges between 40 and 400 km and heights well in excess of 30 km and 

possibly as high as 185 km in ABM mode. Russia could also deploy the Bastion-P coastal 
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defence system based on the supersonic 300-km-range P-800 Yakhont anti-ship missile to 

Kaliningrad.49 Overall, these capabilities have led NATO commanders to express concern 

that Russia could block NATO access to the Baltic Sea.50 

Figure 3: Kaliningrad A2/AD Capabilities
51 

 

In this way, the high-intensity challenge of penetrating a mature anti-access and area denial 

(A2/AD) bubble merges with building resistance to low-intensity hybrid warfare tactics. As 

the Danish Defence Intelligence Service argues, “Russia has the capability to launch a 

credible military intimidation campaign against the Baltic countries within a few days. Such a 

campaign may include a military build-up and aggressive military activities very close to the 

countries’ borders and airspace combined with simultaneous attempts at political pressure, 

destabilization and subversive activities similar to what is often referred to as hybrid 

warfare.”52 The combination of threats to the sovereignty of NATO member states that 

appear ambiguous and the potential costs and losses that would result from penetrating 

Russian A2/AD capabilities would give pause to risk averse Allies, delaying concerted 

Alliance action. Together, the combination could permit Russia to rapidly achieve a fait 

accompli before the Alliance could effectively react.53 This is the context within which 

specific challenges to security and stability in the Baltic Sea region should be assessed. 
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4. Hybrid Possibilities in the Baltic Sea 
Analysing Russian opportunities to use hybrid warfare techniques requires, firstly, identifying 

potential social, economic, or political weaknesses; secondly, ways in which these 

weaknesses could be exploited through an intense information warfare campaign, the covert 

deployment of Russian SOF, and other means, including, potentially, the use of conventional 

military forces to resolve the instability that they would have caused. Hybrid techniques, 

furthermore, require the isolation of the intended victim through deterrent threats intended, at 

a minimum, to disrupt a concerted response by Western governments within the context of 

considerable diplomatic and disinformation campaigns aimed at public opinion in all NATO 

countries.  

We open the discussion, therefore, by setting out ways in which Russia could deter NATO, or 

American, intervention in the Baltic Sea. We will then identify and discuss different 

categories of social, economic, and political vulnerabilities that could serve as the basis for a 

Russian hybrid warfare campaign. Finally, we identify and recommend a series of measures 

that can be undertaken to reduce these potential vulnerabilities. 

4.1 Geography 

Geography is one of the most salient enablers for Russian hybrid warfare in the Baltic Sea 

region. Its Kaliningrad A2/AD bubble may deter potential NATO intervention. Furthermore, 

the Baltic states each border Russia – Estonia and Latvia border Russia proper and Lithuania 

borders Kaliningrad (as well as Belarus). As RAND’s David Shlapak and Michael Johnson 

have argued, NATO ground forces must cover longer distances than the Russians to reach the 

capitals of the Baltic states from Poland. Moreover, “to get anywhere from Poland, NATO 

forces would have to transit the ‘Kaliningrad corridor,’ a 110- to 150-km-wide stretch of 

territory between the Russian enclave and Belarus that could be subject to long-range artillery 

and flank attacks from both sides and would require a commitment of (scarce) NATO forces 

to secure.”54 This presents Russia with a favourable strategic position from which to deter 

NATO intervention on land – particularly given the balance of land forces in the region: 22 

Russian battalions in Russia’s Western Military District would be facing the “rough 

equivalent of a light infantry brigade” in each of the Baltic states.55 

These capabilities enable Russia’s military to support a wide range of strategic options, 

including hybrid-style penetration operations in the Baltic region. However, the management 

of any incursion by Russia into a neighbouring state with the aim of drawing it into its sphere 
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of interest and away from NATO, thereby damaging NATO cohesion, would ultimately 

depend on Russia’s ability to control the escalation risk. It is therefore important to recognize 

that Russian doctrine and exercises indicate that it is prepared to use nuclear weapons to 

control the escalation of a crisis, including the use of nuclear weapons to “de-escalate” one.56 

At least this is what the Russians would want Western leaders to believe. Thus, the potential 

of hybrid warfare requires NATO to consider how to deal comprehensively with the entire 

spectrum of conflict.57 

4.2 Social Vulnerabilities 

The most obvious category of social vulnerabilities in the region is the presence of Russian 

minorities, which Russia refers to as “compatriots,” in each of the Baltic States. The 

percentages in the Baltic States are significant in Latvia (25.6 percent)58 and in Estonia (27.2 

percent),59 although less so, but still substantial, in Lithuania (5.8 percent).60 

There are concentrations of ethnic Russians in key maritime areas in the Baltic states.61 In 

Estonia, ethnic Russians constitute over 70 percent of the population in the county of Ida-

Virumaa in the north-easternmost part of the country. It contains most of Estonia’s energy 

resources, primarily oil shale, and is bounded by water to the north and south – and Russia to 

the east. Russians also make up over 30 percent of the population in the area in and around 

the capital and port city of Tallinn. In Latvia, ethnic Russians make up over 40 percent of the 

population in the capital and port city of Riga, 20–30 percent of its suburbs, 30–40 percent of 

the port city of Liepāja, and 20–30 percent of the population of the port city of Ventspils – 

with larger concentrations inland on the border with Russia. Finally, there are no significant 

concentrations of ethnic Russians in port or shore areas in Lithuania, although they constitute 

10–20 percent of the populace of the capital Vilnius. 
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Figure 4: Concentrations of Ethnic Russians in the Baltic States
62 

 

Russian and domestic media vie for the attention of these populations. Amongst their 

populations as a whole, 21 percent of Lithuanians, 44 percent of Latvians, and 53 percent of 

Estonians use Russian-language media for their news.63 Amongst Russian speakers, 36 

percent of Lithuanians, 69 percent of Latvians, and 76 percent of Estonians rely on Russian 

media news sources.64 In general, majorities of Russian speakers trust Russian media and 

distrust local media – i.e., Lithuanian, Latvian, and Estonian – while the inverse is true of 

ethnic Lithuanians, Latvians, and Estonians.65 All tend not to trust international media 

sources.66 Russian minorities effectively live separately from the majority, taking their 

information from Russian rather than domestic sources.67 Russian TV and radio stations, 

which carry Kremlin propaganda every day, are used to amplify local grievances, undermine 

trust in local and national authorities, and foment social discord.68  

There is a real potential for this vulnerability to be exploited. Russian communities in the 

Baltic States are affected by discrimination.69 For instance, 55 percent of Latvian Russian 

speakers, 59 percent of non-citizens, and 49 percent of residents in the capital Riga surveyed 
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in 2015 agreed with the statement that “Russia claims that restoration of Fascism is taking 

place in Latvia (for example, remembrance day of the legionnaires, March 16). Do you 

agree?” 70 It is enough to make what may be termed the “compatriots argument” attractive to 

meaningful numbers within Russian communities, for at its heart is the promise that Russia 

will never abandon its own. Indeed, 41 percent of Russian speakers and non-citizens, as well 

as 36 percent of Riga residents agreed that “the rights and interests of Russian speakers in 

Latvia [are] violated on such a scale that Russian intervention is necessary and justified.”71 

Within this narrative, Russia asserts that the United States and NATO are reviving the Cold 

War and using colour revolutions to foment chaos and threaten Russia.72 This is fertile 

ground for a powerful nationalist narrative that can be exploited by Russia. 

Indeed, Estonia believes that Russia’s aims are to:  

[O]rganise and coordinate the Russian diaspora living in foreign countries to support the 

objectives and interests of Russian foreign policy under the direction of Russian 

departments. The compatriot policy aims to influence decisions taken in the host 

countries, by guiding the Russian-speaking population, and by using influence operations 

inherited from the KGB.73  

There is clear evidence that this is the case. Russian Foreign Minister Sergei Lavrov, in an 

interview directed at Russian compatriot communities, made it plain that they played an 

active role in Russian foreign policy:  

It is very important that in Russia’s relations with its diasporas, there is movement in both 

directions. Russia provides the diasporas with support, primarily assisting them in 

consolidating, and the diasporas strive to act in the interests of Russia …. The diasporas 

are a powerful resource for us, and they need to be used to their greatest power.74 

However, it is not clear whether Russian minorities in the Baltic States would be as 

susceptible to Russian information operations and media as those in the Crimea and Eastern 

Ukraine.75 In Estonia at least, 54–55 percent of non-Estonians (Russian speakers and non-

citizens) reported that they were prepared to defend Estonia in the event of an attack by 

another country in 2012, 2013, and 2014.76 Furthermore, among Russian-speaking citizens of 

military age, those figures were between 74–81 percent whereas they were 51–57 percent for 

non-citizens.77 This is partly due to the fact that these states are members of NATO and the 

European Union. Given the stability provided by those affiliations, the standard of living is 
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higher in the Baltic states than in the bordering Russian areas – in contrast to the situation in 

Ukraine – and their citizens and residents enjoy the right to travel to and work throughout the 

European Union.78 

4.3 Economic Vulnerabilities 

Social disruption through the use of the Russian diaspora may, in itself, be effective, but it 

can be further accentuated through economic disruption. There are a number of 

vulnerabilities in the economies of both the Baltic states and their neighbours that could be 

exploited to prepare the ground for further political or military action. Dependence upon 

Russian energy supplies, the vulnerability of undersea energy and communications 

infrastructure, and the fragility of port facilities provide avenues for economic disruption in 

the Baltic littoral region. 

4.3.1 Energy 

There has long been a recognition that dependence upon Russian energy supplies, particularly 

among former Eastern Bloc countries – in this case Estonia, Latvia, Lithuania, and Poland – 

could lay these countries open to forms of economic coercion.79 These states have pursued 

policies to relieve their dependence on Russian supplies of oil, natural gas, coal, and 

electricity, but the dominant market position held by Russia, given the infrastructure 

investments necessary to diversify supplies, has proved difficult to overcome. Their reliance 

on Russian energy supplies is not uniform, however. Table 1 shows the percentage of Russian 

supplies of different types of energy and their respective proportional share of each nation’s 

total energy consumption. 

Table 1: Energy Dependence on Russia and Share of Energy Source Mix in 2010
80

 

 Estonia81 Latvia82 Lithuania 83 Poland84 

Gas 100% of 15% 100% of 32% 100% of 36% 54% of 13% 

Oil 0% 100% of 28% 98% of 38% 92% of 26% 

Coal/Solid 

Fuels 

0% 97% of 2% 93% of 2% <10% of 54% 

Electricity 0% 100% of 14% Unspecified 0% 

Due to ample supplies of domestic energy sources – shale oil and coal, respectively – Estonia 

and Poland are among the least dependent on energy imports in the European Union.85 It is 

worth noting, however, that Estonian shale oil is concentrated in the county of Ida-Virumaa, 

whose population is 70–80 percent Russian. Nevertheless, other parts of their respective 
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energy sectors remain quite dependent on Russia, which in 2010 provided 100 percent of 

Estonia’s gas requirements and 54 percent of Poland’s, as well as 92 percent of Poland’s oil 

requirements. Yet these shares of their overall energy mix are 15 percent for Estonia and 39 

percent for Poland – a far cry from the total dependence that is often suggested.  

Lithuania and Latvia, on the other hand, were almost entirely dependent on Russian gas, oil, 

coal, and electricity in 2010. As the European Commission put it, “Excessive reliance on one 

single foreign supplier for oil and gas, the absence of any domestic energy source, and the 

lack of interconnections with other EU countries has further worsened the exposure of 

Lithuania to potential security of supply risks and price shocks.... Excessive reliance on 

Russia is an issue that Lithuania is trying to resolve.”86 Similar passages characterize the 

section of the report discussing Latvia. Through the Baltic Energy Interconnection Plan,87 an 

EU initiative, Lithuania has undertaken to connect its electricity grid overland with Poland 

and under the sea with Sweden.88 The LitPol Link became operational in March 2016 and the 

NordBalt connection became operational in July 2016.89 These two links to the European 

power grid can provide up to two-thirds of Lithuania’s peak electricity demand, significantly 

alleviating its dependence on Russia – and reducing prices by a third.90 In light of its 

importance, it is not surprising that Russian naval vessels repeatedly harassed the ship and 

crew laying the NordBalt cable in the spring of 2015.91  

In the future, the objective of all three Baltic states is to join the European power grid, which 

“would require expensive investment in new infrastructure that would change the frequency 

at which electricity flows.”92 Importantly, it would also cut Kaliningrad off from the Russian 

electricity network and require Russia to build significant infrastructure through Russia and 

Belarus – at a cost of €2.5 billion – costs that Russia has argued should be borne by the Baltic 

states.93 This will clearly be a potential trigger for conflict in the future. Overall, however, the 

ability of Russia to use the supply of different forms of energy as part of a hybrid warfare 

campaign varies across the vulnerable areas of the region and is diminished through active 

policies pursued by the Baltic states, Poland, and the European Union. 

4.3.2 Undersea Cables 

Modern economies depend upon a remarkably vulnerable information and communications 

technology infrastructure. “Today, roughly 95 percent of intercontinental communications 

traffic – e-mails, phone calls, money transfers, and so on – travels not by air or through space 

but underwater, as rays of light that traverse nearly 300 fibre-optic cables with a combined 
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length of over 600,000 miles. For the most part, these critical lines of communication lack 

even basic defences, both on the seabed and at a small number of poorly guarded landing 

points.”94 The disruption of the communications conveyed by these cables, most of them no 

thicker than a garden hose, may have significant consequences for the countries affected. An 

earthquake in 2006 severed 9 such cables off the coast of Taiwan.95 Eleven repair ships 

worked for 49 days to repair the damage.96 On average, it takes one of these repair vessels 1–

2 weeks to repair a single cable.97 The International Cable Protection Committee (ICPC) 

estimates the cost to the regional economy of such disruptions to be $1.5 million per hour.98 

Despite the vulnerability and importance of these cables, they are not owned by states: rather 

they are privately-held assets and hence private companies are responsible for their protection 

and repair.99 Nor is there an internationally agreed regime in place to monitor and direct 

repairs to this information infrastructure. “The ICPC and other organizations track outages or 

faults after they occur, but there is no authorized facility in existence to quickly identify an 

outage and route to a central location that is easily accessed by an authorized government or 

commercial fusion centre. The time it takes to locate and identify a cable fault amongst all the 

parties involved is cumbersome, because there is no emergency response procedure available 

that can quickly identify what happened.”100 Meanwhile, the disruption caused by their 

absence would continue.  
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Figure 5: Baltic Underwater Communications Cables
101 

 

This general discussion of undersea communications infrastructure applies equally to the 

Baltic Sea, which is home to a web of connections as can be seen in Figure 6. Poland, 

Lithuania, and Latvia have only a few nodes that could be severed, while Estonia, the Nordic 

countries, and Germany have much more redundancy available in their connections. Still, the 

disruption of communications by severing these undersea cables would cause severe 

economic distress in the region for a considerable period of time and be difficult to mitigate, 

even for those countries with multiple nodes. They would therefore be a prime target in a 

hybrid warfare campaign. As the former Supreme Allied Commander Europe (SACEUR), 

Admiral James Stavridis (ret), has written, “the tactical reasons for doing so are plain: in the 

case of heightened tensions, access to the underwater cable system represents a rich trove of 

intelligence, a potential major disruption to an enemy’s economy and a symbolic chest thump 

for the Russian Navy.”102 They would thus contribute significantly to a campaign designed to 
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create instability in the targeted states and societies and demonstrate the inability of state 

authorities to restore services. 

4.3.3 Port and Supply Chain 

Ports and ships could be subject to sabotage and strikes using SOF forces as part of a hybrid 

offensive. Indeed, it is easy to imagine “little green men” or irregular forces conducting 

operations against port facilities in order to disrupt operations, trade, and hence the local 

economy. Yet conceivably the most serious threat could come from cyberattacks, a concern 

that already animates much of the landward resilience debate. Modern ports could not operate 

as they do today without sophisticated computer systems and modern ships are increasingly 

automated to cut crew costs. As the U.S. Department of Homeland Security pointed out in a 

2016 report, a cyberattack “on networks at a port or aboard a ship could result in lost cargo, 

port disruptions, and physical and environmental damage depending on the systems affected. 

The impact to operations at a port, which could last for days or weeks, depends on the 

damage done to port networks and facilities.”103 Any prolonged interference with the region’s 

maritime trade could severely impact industrial production flows and economic security. 

Port operations present a vulnerable target. Handling large numbers of different cargoes 

simultaneously would be impossible without sophisticated information management 

systems.104 Disrupting their complex and time-sensitive operations would have consequences 

nationally and regionally. Blunt cyber instruments like Distributed Denial of Service (DDoS) 

may have their uses. However, more targeted tools such as worms and viruses designed to 

take down port operations selectively or randomly could result in lost economic activity 

totalling billions of Euros and generating social unrest as a consequence of lack of food, 

medicine, and energy. This would effectively serve the Kremlin’s aims via hybrid warfare 

with more deniability.105  

Individual ships are also potentially at risk. The Baltic Sea is a major waterway with between 

two and four thousand commercial vessels transiting every day of the year.106 The Baltic and 

International Maritime Council (BIMCO), recently issued guidelines on maritime cyber 

security in partnership with the related maritime trade bodies Cruise Lines International 

Association (CLIA), the Institute of Chartered Shipbrokers (ICS), the International 

Association of Independent Tanker Owners (INTERTANKO), and the International 

Association of Dry Cargo Shipowners (INTERCARGO). It makes the point that as 

“technology continues to develop, information technology (IT) and operational technology 
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(OT) on board ships are increasingly being networked together – and more frequently 

connected to the worldwide web,” and that attacks mounted against these systems could 

undermine the “safety and commercial operability” of ships.107 The number of on board 

systems that could be manipulated remotely to place ships at risk is long and growing.108 

Instead of disabling ships with gunfire or mines, anonymous cyber-attacks could leave ships 

unable to navigate or manoeuvre, putting them at risk of grounding and presenting a hazard to 

other shipping. Multiple such incidents in the crowded waters of the Baltic Sea could result in 

ship operators and crews refusing to serve Baltic Sea ports or marine insurers conceivably 

raising rates to prohibitive levels in the face of an unsustainable aggregated risk.109 

4.4 Political Vulnerabilities 

The final category of vulnerabilities that could facilitate a hybrid warfare campaign in the 

Baltic Sea region is political in nature. Although the region has been stable, a number of 

territorial disputes remain unsettled and therefore potentially subject to revisionist 

interpretations of established political, legal, and historical narratives. At present, Russia and 

Estonia have reached agreement on the Treaty on the Delimitation of Maritime Areas of 

Narva Bay and the Gulf of Finland between the Republic of Estonia and the Russian 

Federation and the State Border Treaty between the Republic of Estonia and the Russian 

Federation, but Russia has not yet ratified them.110 Furthermore, the 1998 maritime boundary 

treaty between Latvia and Lithuania over the Gulf of Riga has not yet been ratified by the 

Lithuanian parliament due to concerns over oil exploration rights. 111  

Unlike the South China and East China Seas, no effort has been made to exacerbate these 

territorial claims in the Baltic Sea.112 Indeed, there are at least 15 significant institutional 

bodies and other fora to address them peaceably, including the Baltic Sea Council, the 

European Union, and the United Nations Law of the Sea Convention (UNCLOS).113 But 

Russian behaviour – for instance withholding ratification of the Narva Bay and Gulf of 

Finland Treaty because the Estonians have “created tensions” by protesting against violations 

of their airspace – demonstrates that they are maintaining the potential for disruption inherent 

in these unsettled disputes. 

5. Mitigation Measures 
Overall, there are significant opportunities for the Russians to use hybrid warfare in the Baltic 

region. Under the cover of A2/AD capabilities located in Kaliningrad, social, economic, and 



 20

political issues exist that could provide the basis for a Russian campaign to disrupt the fabric 

of the Baltic states – and the region as a whole. Each of these dimensions requires attention 

by the states in the Baltic Sea region, as well as by the various states that are members of the 

institutions that play a role in providing security and stability in the region – NATO and the 

European Union in particular. Fortunately, these are known problems and there are efforts 

underway to address many of them. For instance, NATO and the European Union have begun 

developing their own strategies to address the hybrid warfare challenge.114 In this section, we 

will discuss some of these and suggest ways to better address the challenges presented by 

hybrid maritime warfare. 

5.1 Addressing Geography 

Kaliningrad serves as Russia’s bastion in the Baltic Sea and, as such, provides a base for 

capabilities that can deter NATO forces from entering the region through the Baltic Sea or  

overland through Poland and thus from reaching its most distant members. This dilemma is 

not necessarily new – NATO faced it with the defence of West Berlin during the Cold War – 

and the prescription is the same: the possession of military forces capable of performing the 

tasks required and possessing the collective resolve to use them when necessary. Reluctance 

on the part of the Alliance to address these issues prior to 2010 caused disquiet among eastern 

Allies.115  

The Readiness Action Plan announced in the 2014 NATO Summit declaration includes key 

measures to address capability and credibility shortfalls in the Alliance. In particular: 

• The NATO Response Force was increased from 15,000 to 40,000 earmarked troops. 

• A Very High Readiness Joint Task Force (VJTF) of 5,000 men to serve as a quick-

reaction spearhead for the NATO Response Force (NRF) was established. 

• Equipment has been prepositioned for the VJTF. 

• Command-and-control headquarters elements in eastern European member states have 

been established. 

• An agreement has been reached for a continuous air, land, and maritime presence in 

the eastern part of the Alliance on a rotational basis – mostly manned by Americans. 

• The number, size, and frequency of Alliance exercises will be increased.116  

The maritime component included intensified maritime patrols in the Baltic Sea, the Black 

Sea, and the Mediterranean with the Standing NATO Maritime Groups and Standing NATO 

Mine Countermeasures Groups as well as increased maritime aircraft patrols, and an 
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expansion of the annual BALTOPS naval and amphibious exercise from 13 nations in 2014 

to 17 in 2015 and 2016 – including Sweden and Finland.117 

These initial steps should be augmented. The states of the region should continue to deepen 

their cooperation with one another, with NATO, and with the United States.118 The Nordic 

states are considering cooperating in joint naval tasks, establishing joint air-patrol units to 

cooperate more equitably in protecting their joint airspace, share intelligence and military 

infrastructure such as airfields in peacetime, while also forming a modular battalion-level 

rapid deployment force specialized in extreme climate operations.119 Such efforts should be 

extended to other states in the Baltic Sea region.  

We offer three suggestions: increasing the breadth and depth of national and multinational 

maritime exercises, increasing cooperation in anti-submarine and MCM operations, and 

further extending recent bilateral agreements that NATO members have reached with Sweden 

and Finland. 

First, we suggest modifying the annual BALTOPS maritime exercises that cover air defence, 

maritime interdiction, ASW, and amphibious operations in a joint environment to increase 

capability and interoperability between NATO navies and those of their regional partners. 

Mission sets could be increased to include missile defence, MCM, sea lane protection, and 

submarine operations – i.e., a full spectrum of high-end naval missions. 

Second, exercises amongst Baltic Sea navies such as the annual Northern Coasts (NOCO) 

could be supplemented with the inclusion of lower-end maritime security, visit-board-search-

and-seizure (VBSS) operations, fishery protection, and search and rescue (SAR) missions. 

Such exercises should include regional coast guards and border forces, port authorities and 

other maritime agencies, police forces, and intelligence services that would deal with hybrid 

threats – both at sea and ashore – to build seamless cooperative relations. Furthermore, 

regional navies, coast guards, and harbour authorities should specifically develop an exercise 

to practice detecting and quickly removing scuttled vessels that could block a harbour, and 

plan for the re-routing of cargo vessels to alternative ports to minimize disruptions to trade. 

Coordinating these exercises would advance the training agenda in the region first enunciated 

in the 28+2 (NATO + Sweden and Finland) North Atlantic Council meeting of 22 April 

2015.120 Including Sweden and Finland in the early stages of planning these exercises would 

enhance coordination and interoperability – as well as educate NATO planners of the 

capabilities, approaches, and constraints that these partner nations face. 
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Third, cooperation to further increase maritime domain awareness (MDA) should be pursued. 

The Baltic Sea littoral states can build upon existing frameworks – Sea-surveillance Co-

operation: Finland and Sweden (SUCFIS), Sea-surveillance Co-operation: Baltic Sea 

(SUCBAS), and the European Defence Agency’s Maritime Surveillance (MARSUR) – in a 

number of ways. Bilateral cooperation in maritime domain awareness between Finland and 

Sweden began in the 1990s and was formalized in SUCFIS in 2006.121 SUCFIS involves the 

automated exchange of daily reports and classified information between the military 

commands of Sweden and Finland.122 It has provided the basis for deeper military 

cooperation between the two countries, including the establishment of a joint standing naval 

task group for surface, amphibious, and mine countermeasure operations that will be fully 

operational by 2023.123 

In 2009, Sweden and Finland used SUCFIS as the basis to invite Denmark, Germany, Estonia, 

and Latvia to join them and form SUCBAS, with Poland and Lithuania joining later that year 

and the United Kingdom joining in 2015.124 SUCBAS does not displace SUCFIS, but rather 

exists in parallel, expanding maritime domain awareness through the automated distribution 

of open, unclassified information to all participating nations.125 This includes civil and 

military intelligence, identifying ships whose records are dubious or suspected of criminal 

involvement, previous port calls, cargo manifests, seaworthiness, and observed navigational 

behaviour.126 Russia was also invited to join but has declined to do so.127 

Furthermore, each of these countries – except Denmark – participate in the European Defence 

Agency’s Maritime Surveillance (MARSUR) project to facilitate the “exchange of 

operational maritime information and services such as ship positions, tracks, identification 

data, chat or images” so as to “improve maritime situational awareness, produce and share a 

maritime picture, improve interoperability and co-operation between EU military and civilian 

maritime authorities and other international maritime actors.”128  

The basic trajectory of deepening and widening cooperation in maritime domain awareness 

should be continued. First, national agencies responsible for maritime domain awareness can 

increase the degree to which they are attuned to hybrid threats in the maritime domain. For 

instance, the high level of commercial traffic could afford Russia the opportunity to seed 

mines from non-traditional delivery platforms. Second, each state could increase their efforts 

to bridge the civil-maritime divide in their respective countries.129 Third, these states could 



 23

increase the degree to which they routinely share classified information about the maritime 

domain. 

Beyond increasing the integration of their national and international intelligence sharing, the 

Baltic littoral states should increase their capability to gather maritime intelligence, 

surveillance, and reconnaissance (ISR). Maritime patrol aircraft fleets have declined 

markedly since the Cold War and these capabilities should now be rebuilt.130 Multinational 

consortia that build upon SUCBAS along the lines that Finland and Sweden have built upon 

SUCFIS could play a significant role in increasing maritime domain awareness. Magnus 

Nordenman has suggested a NATO-wide consortium to acquire a family of systems to 

provide for maritime domain awareness in the littoral regions around the Alliance that could 

also be divided into regional groupings, although his suggested members – the UK, Norway, 

Germany, the Netherlands, Italy, Spain, France, Poland, Bulgaria, Romania, Greece, Turkey, 

and the United States – include only two Baltic littoral states. 

A more focused multilateral solution should be pursued. For example, utilizing the lead 

nation concept within NATO, Poland could enlarge its ambitions to acquire a national 

medium altitude long endurance (MALE) unmanned aerial vehicle (UAV) fleet to lead a 

regional effort consisting of Poland, Denmark, and the Baltic states. The Mirosławiec air base 

that Poland plans to use to monitor regional threats would be perfectly situated for Baltic Sea 

patrols.131 Furthermore, Denmark and the Baltic states do not possess or operate theatre-level 

UAV systems and could benefit from working with a larger partner to gain operational 

experience and share the risks and burdens of integrating a new capability into their air 

forces.132 

Further, more focus could be brought to bear on utilizing the information and intelligence that 

is shared within these systems. The European Commission’s High Representative for Foreign 

Affairs and Security Policy recommended the establishment of a Hybrid Fusion Cell to offer 

a single focus for the analysis of hybrid threats within the EU Intelligence and Situation 

Centre (EU INTCEN) of the European External Action Service (EEAS).133 Given the 

position of the Baltic Sea region on the front-line of potential Russian aggression, it would be 

prudent to set up a Baltic Sea region Hybrid Threats Fusion Cell at a secure location within 

the region. The Center could liaise with the EU Hybrid Fusion Cell and an appropriate 

counterpart in NATO, develop a specific understanding of potential threats throughout the 

region, and coordinate closely with regional states on relevant early warning indicators. The 
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cell would undoubtedly find it useful to rebuild a regional analytical capability focused on 

Russian priorities, motivation, capabilities, and planning. 

5.2 Addressing Social Vulnerabilities 

It is difficult to suggest comprehensive solutions that address the vulnerability of the Baltic 

states to social disruptions that might be triggered by Russian information warfare campaigns 

directed at their Russian speaking populations. These vulnerabilities are large and systemic, 

tied to the social, economic, political, cultural, and linguistic integration of peoples and 

groups within society and are beyond the ambitions of a report such as this. Still, useful 

policy prescriptions have been offered and are being pursued by others. The European 

Commission’s High Representative for Foreign Affairs and Security Policy has argued that 

those seeking social disruption “can systematically spread disinformation, including through 

targeted social media campaigns, thereby seeking to radicalize individuals, destabilize society, 

and control the political narrative. The ability to respond to hybrid threats by employing a 

sound strategic communication strategy is essential. Providing swift factual responses and 

raising public awareness about hybrid threats are major factors for building societal 

resilience.”134 Denmark, Estonia, Lithuania, and the United Kingdom signed a so-called EU 

non-paper in January 2015 to the effect that EU member states should “consider how they 

might improve co-operating more effectively when following up complaints on reporting 

where rules on due impartiality have been breached,” such as when Russian media outlets air 

demonstrably false “news” stories in EU media markets.135 Furthermore, the non-paper called 

for EU support for independent or alternative Russian-language media in Europe along the 

lines of US government-funded broadcaster Radio Free Europe/Radio Liberty.136 Such an 

initiative could dovetail with American assistance to the Baltic states in support of 

“independent investigative media” as part of a wider strategy to build NATO’s resilience.137 

Finally, although each state will wish to conduct its own strategic communications strategy, a 

regionally-based centre of excellence could act as a focal point for exchange of best practices, 

audience research, content production, and messaging. 

5.3 Addressing Economic Vulnerabilities 

The economies of the Baltic states, as well as of their neighbours, have several vulnerabilities 

that could be exploited to prepare the ground for further political or military action: energy 

dependence on Russia, the vulnerability of undersea communications cables and other 

infrastructure, and port and supply chain security are but three areas that should be addressed. 
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5.3.1 Addressing Energy 

Diversification of energy supply away from exclusively Russian sources is already underway 

among the Baltic states. A new facility for the import and regasification of liquefied natural 

gas (LNG) has been built at Klaipeda in Lithuania. Ensuring its security is vital. Further 

diversification could be achieved if additional terminals were built in Estonia and Latvia with 

reversible-flow pipelines linking all three terminals. Ideally, a trans-Baltic pipeline should be 

built to link the Baltic States with the Swedish system (Swedegas), which could transmit gas 

from its new terminal in Gothenburg on Sweden’s west coast in the event that LNG carriers 

were unable to pass though the Danish straits.138 These pipelines would supplement the 

NordBalt power cable laid between Sweden and Lithuania. Notably, this link was interfered 

with by Russian warships on three occasions during the course of its construction. In each 

case, Russia claimed the area would be used for military exercises.139 Further links should be 

laid between Sweden, Finland, Estonia, and Latvia. All three Baltic states should be tied into 

the European electrical power grid and steps should be taken to address Russia’s potential 

reactions to the severing of the current links between it and Kaliningrad that pass through the 

Baltic states. 

5.3.2 Addressing Undersea Cables 

With regard to undersea communications cables, developing incentive structures for the 

private companies that own and maintain the infrastructure is necessary if they are to increase 

redundancy in their systems and make the necessary investments to decrease the time 

required to track down and repair cable outages. But reliance on the private sector is not the 

only option. Admiral Stavridis (ret) has argued that “we need to build more resiliency and 

redundancy into the underwater cable network. It is far too vulnerable to sabotage, especially 

at the terminals where the cables are in relatively shallow water. We need more ‘dark cables’ 

that are not operational but kept in reserve.”140 Just as states have taken to laying their own 

cable for secure internet communications, they could also build their own undersea cable 

networks to meet this need. Indeed, this could be an ideal area for cooperation between the 

Baltic littoral states; one that requires more investment than any one state would desire to 

make while benefitting those that decide to cooperate.  

Furthermore, the Baltic littoral states could form a cooperative consortium to supplement the 

activities of the International Cable Protection Committee. This private-public consortium 

should undertake three activities. First, it should monitor the integrity of the undersea cable 

network. This could be done through a regular inspection scheme, which could include the 
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use of autonomous underwater vehicles that continuously patrol the length of the cables, 

exemplified by The Defense Advanced Research Projects Agency’s (DARPA’s) Anti-

Submarine Warfare (ASW) Continuous Trail Unmanned Vessel (ACTUV).141 Secondly, the 

consortium should establish contingency contracts with companies capable of repairing 

outages and of establishing a rapid response force to deal with outages when they occur. 

Finally, the consortium should develop exercises that incorporate these private entities into 

operations of navies or coast guards to improve coordination and response times in such 

contingencies. Developing and demonstrating the ability to detect and repair outages would 

increase their resilience and perhaps deter attempts to exploit the vulnerability of this critical 

infrastructure. 

5.3.3 Addressing Port and Supply Chain 

In line with the steps laid out in the EU Maritime Security Strategy Action Plan, the Baltic 

Sea littoral states should emphasize port and supply chain security. The maritime industry is 

taking steps to address port and shipping cyber-security, but the problem requires 

governmental attention as well. The United States Department of Homeland Security operates 

the National Cybersecurity and Communications Integration Center (NCCIC) to oversee the 

protection of federal civilian agencies in cyberspace.  

The NCCIC is the central civilian portal (public-private partnership) for near-real-

time cyber threat indicator sharing. It is a 24x7 cyber situational awareness, incident 

response, and management centre that is a national nexus of cyber and 

communications integration for the Federal Government, intelligence community, and 

law enforcement. The NCCIC shares information among the public and private 

sectors to provide greater understanding of cybersecurity and communications 

situation awareness of vulnerabilities, intrusions, incidents, mitigation, and recovery 

actions.142 

The NCCIC could serve as a model that could be replicated in a multilateral setting amongst 

the Baltic littoral states, perhaps as an adjunct to SUCBAS or the NATO Shipping Centre.143 

But the maritime industry would also play a crucial role. The Baltic and International 

Maritime Council (BIMCO), headquartered in Denmark, could serve as the industry’s focal 

point and interface with a Baltic Sea NCCIC-like entity. While the initial focus could be on 

the Baltic Sea, this could be extended to other maritime areas around Europe in due course.144 

It may also prove productive to engage with the NATO Cooperative Cyber Defence Centre of 
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Excellence (CCDCOE) in Estonia in an initial study of how Russia might conduct a maritime  

cyber campaign and examining the measures that states in the region should take to counter it. 

5.4 Addressing Political Vulnerabilities 

The primary political vulnerabilities in the Baltic Sea region discussed above were the 

handful of unsettled boundary disputes between the Baltic Sea littoral states. The disputes 

with Russia are obvious potential issues of contention that cannot be resolved as long as they 

are kept alive as irritants by Russia. But the unsettled boundaries between Latvia and 

Lithuania over oil exploration rights in the Gulf of Riga should be attended to before this 

potential rivalry is exploited. There are multiple fora that could be used to engage with 

politicians in the two Baltic states, but perhaps a high-level meeting with officials from the 

United States would highlight the potential seriousness of the vulnerability and be sufficient 

to encourage an amicable settlement. Finally, Danish and Polish officials should continue 

managing the issue the maritime border between Denmark and Poland south of the island of 

Bornholm through the European Union’s marine strategy framework directive in a 

cooperative manner. 
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Table 2: Summary of Vulnerabilities and Mitigation Measures 

Vulnerability Mitigation 

Geography • Increase NATO capability and credibility 

- Readiness Action Plan 

• Enhance regional exercises 

- BALTOPS 

• Enhance ASW and mine countermeasures 

• Enhance maritime domain awareness  

- SUCFIS, SUCBAS, and MARSUR 

- Multilateral MALE UAV fleet 

- Hybrid fusion cell 

 

 

Social • Build partner capacity 

• Regulate Russian propaganda broadcasts 

• Initiate and promote Russian language independent 

media 

• Strategic communications centre of excellence 

Economic 

 

• Energy 

- Additional LNG terminals 

- Trans-Baltic pipeline 

• Undersea cables 

- Increase redundancy and resilience 

- Lay “dark cables” 

- Private-public consortium for monitoring and repairs 

• Port and supply chain security 

- Private-public maritime cyber security centre 

 

Political 

 

• Maritime boundaries 

- US Delegation to Latvia and Lithuania 

- Focus on Denmark and Poland 
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6. Conclusions 
The Baltic Sea region has become a new frontline of friction between the West and a 

revanchist Russia. In 2014, Russia demonstrated a disquieting ability and willingness to 

destabilize its Ukrainian neighbour. The measures used included:  

• Fostering separatism amongst Russian-speaking minorities 

• Covert use of its SOF to focus and advise indigenous “self-defence” forces 

• Coercion of Ukrainian military forces and civilian leaders 

• Deployment of regular military units to consolidate gains 

• Use of “snap exercises” to deter external intervention 

• Inducing confusion and paralysis amongst local Ukrainian decision-makers by 

wrapping its activities in a sophisticated and effective information warfare campaign 

that also fostered sufficient ambiguity internationally to delay the assessments and 

decision-making process of Western governments.  

Concern has grown that Russia could utilize such hybrid tactics, techniques, and procedures 

against the Baltic states of Estonia, Latvia, and Lithuania – and perhaps others – to achieve 

significant political objectives without posing the clear and unambiguous military threat that 

would virtually guarantee a response by the Alliance. 

We argued that there are potential vulnerabilities that Russia could exploit to cause social, 

economic, or political disruption in the Baltic states – indeed, that it was already testing their 

responses and those of NATO. An absent or inadequate response at this point in time would 

leave the way open for Russia, at any time, to exacerbate instability through an intense 

information warfare campaign, perhaps facilitated through the covert deployment of Russian 

SOF aiming to achieve substantial political objectives – including those related to the 

maritime domain. With this in mind, we argue that the geography of the Baltic Sea enables 

Russian capabilities based in Kaliningrad and in Russia proper near St. Petersburg to 

challenge NATO access to the region overland through Poland as well as by air or sea. The 

combination of the low-intensity activities and potentially high-intensity combat could hinder 

the ability of the Alliance to determine an appropriate and timely course of action. 
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A reasonable course will be to address the challenges posed by Russian A2/AD capabilities 

as well as the vulnerabilities that could be exploited by Russia. We therefore made the 

following proposals: 

1. To address the ability of Russia to challenge NATO access to the Baltic states and 

the Baltic Sea more generally: 

a. NATO should continue to implement the Readiness Action Plan agreed at the 

2014 Wales summit. 

b. NATO should continue to broaden and deepen the tasks included in the annual 

BALTOPS exercise to increase the capability of regional navies to engage in 

missile defence, MCM, sea lane protection, and submarine operations. 

c. Maritime exercises by regional navies should practice lower-end maritime tasks, 

such as visit-board-search-and-seizure (VBSS) operations, fishery protection, and 

search and rescue (SAR) missions and should include coast guards and border 

forces, port authorities and other maritime agencies, police forces, and intelligence 

services capable of dealing with hybrid threats. 

d. Regional navies, coast guards, and other maritime agencies should develop and 

execute an exercise to practice detecting and quickly removing scuttled vessels 

that could block a harbour and plan the re-routing of cargo vessels to alternative 

ports. 

e. The cooperative institutions of maritime domain awareness for the Baltic Sea – 

SUCFIS, SUCBAS, and MARSUR – should be enhanced to include hybrid 

warfare activities, bridging the civil-military divide, and increasing the sharing of 

classified information and analyses to the greatest extent possible. 

f. Procurement of a multinational MALE UAV capability should be considered and 

operated by NATO members in the region. 

g. A Baltic Sea region Hybrid Threats Fusion Cell should be established at a secure 

location in the region. 

2. To address the social vulnerabilities posed by Russian-speaking minorities in the 

region: 

a. Each nation should develop a sound strategic communications strategy to counter 

disruptive Russian propaganda. These strategies could be shared, facilitated, and 

harmonized through a regional centre of excellence. 
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b. The EU non-paper’s call for cooperation regulating Russian media should be 

implemented. 

c. The EU non-paper’s call for establishing independent and alternative Russian-

language media and investigative journalism should be implemented. 

3. To address the region’s economic vulnerabilities: 

a. Facilitate the further diversification of suppliers of gas, oil, coal, and electricity 

available to the states in the region through: 

i. Constructing additional liquefied natural gas terminals in the Baltic states 

ii.  Connecting a trans-Baltic pipeline to the Swedish system (Swedegas). 

iii.  Further linking the Baltic states and Poland to the European power grid – 

and preparing for Russian reaction as this would isolate Kaliningrad and 

require the construction of additional Russian power infrastructure. 

b. Increase the resilience of undersea critical infrastructure, particularly 

communications cables through: 

i. Investing in redundant capacity by laying “dark cables” that are kept as an 

operational reserve. 

ii.  Establishing a private-public consortium to monitor the integrity of the 

undersea cable network, perhaps with autonomous underwater vehicles, 

with contingency contracts to set up a rapid response force to deal with 

outages when they occur, and developing exercises to integrate the 

activities of these private entities with operations of navies or coast guards 

to improve coordination and response times in such contingencies. 

c. Improve the security of port facilities and the maritime supply chain by 

establishing a multilateral public-private partnership for near-real-time cyber 

threat indicator sharing with BIMCO as the focal point for the private maritime 

industry to engage with regional authorities. 

4. To address potential political vulnerabilities in inter-state relations in the region: 

a. General efforts to continue and deepen political, diplomatic and military-to-

military dialogue around the Baltic Sea with NATO and partner countries.  

b. High-level focus, perhaps from the United States, on the boundaries between 

Latvia and Lithuania in the Gulf of Riga and the ensuing rights to oil exploration.  
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The Baltic Sea region faces urgent security challenges that require significant levels of 

cooperation between the Baltic littoral states. These states will be able to build upon their 

substantial record of cooperation in order to meet those challenges. This cooperation is built 

on different institutional frameworks developed in parallel between the Baltic states, between 

the Nordic states, between NATO members and their partners, and between members of the 

European Union. While this variety of venues for security governance presents some 

potential organizational challenges, the severity of the hybrid and conventional military 

challenge posed by a revanchist Russia suggests that the substantial patterns of practical 

cooperation between governments and militaries of the states surrounding the Baltic Sea will 

be capable of rising to meet this challenge. 
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